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Time and Clocks in
Distributed Systems

Distributed Clocks

Logical Clocks

|
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1978 (Lamport)

Lamport Clocks

| ,
| Lamport's "Synchronized Physical Clocks" _||

— e —
-

A
I

1989 (Mattern)

Vector Clocks

Phys|cal Clocks ............................................... .

Cristian's Algorithm 1989 (Cristian)
Berkeley Algorithm 1989 (Gusella and Zatti)

- ——
e

Network Time Protocol (Marzullo)

1984 (Marzullo)
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Time in Distributed Systems:
' Why Worry?
. We think intuitively )
thatan event.a happens

before b if it happened
“at an earlier time”

 This requires reference

to physical clocks / e
physical of - i [ see lightning,

time |

then | hear the thunder. ..

e Works most of the time,

Sy
IN OUr MACroSCOPIC
WO er, but still lb)rma\lk: .
down... | '
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Time, Clocks, and t

ne Ordering of

Events in Distributed Systems

» Appeared in
Communications of the
ACM, July 1978

* ARPAnet just evolving;
no established
‘Internet”

» Addresses the logical
clock problem
primarily, but opens the
door to...

e Strongly consistent
logical clocks

» Physical clock |
synchronization

30 October 2007

Operalinp R, Sweekien Ganes
erns Fditor

Tlme Clocks, and the
Ordering of Events in
a Distributed System

Lesiie Lamport
Massachusetts Compuler Associales, Inc.

The concept of one eveal huppening belore unother
i a distributed system is examined, and is showa
define 2 parrial onlering of (he cvenss, A disiributed
algorithm ix glven for synchronizing a system of logical
clocks which can he vsed ta totally order (he events,
“The use of the total ordesing is iflustrated with a
method for solving synchronlzation problems. The
Algorithm js then speciulized for aynchranizing physical
clocks, and 1 bound is derived on how far out of
synchrony e clocks cno become.

Key Wurds and Phrases: distcibuted systems,
computer networks, <hick synchronization, multiprovess
Systens

CR Categories: 432,529

Lntroductton

The coneept ufl time is fuadsmental In our way ol

chinking. I is derived fram the awone bus ept of
the avder in which events accur. We sag that snmieting,
happened ut 3:15 if it cocurred affer vur clock vead 3:15
and before % read 3:16 The concept of the temporal
mdenng of cvenis p!l‘hldl‘.\ our thinking about sysmm
For examyple, in

that a request fer & reservalion should ke granted |f|| s
made befure the flight is filled. However, we will see thi
this coneept must be carcfolly ceexamined when eonsid-
enag cvents in a distributed system

Labrratory, SRE Inlerra
ih LA 04y25,

A distribured system cansises of a call zcli n ol distnet
provesses which are spanally separared, and which com-
municate with ane another By cxclanging messages. A
netwurk af inlercunnceted compaters. soch as the ARPA
net, is a distril Systen. A xlng!c colmputer can alse
be viewed as a disribated system in which the contral
<umtrol unit, the memory units, snd the mput-ontput
channgls are separate prozesses. A system 25 distributed
if the message transmission delay 1 not negligible com-
pared to the time befween events in a single process.

We will convern vurselves poruarily wath systeins of
spatially sepucuted compulers. However, many uf ouy
remarks will apply more generally. In particy
hpmctssm 8 system on a single computer invalves prob-
lesns similar o those of a distribuied system hecause of
the unpredictable order in which certain events can
oecur.

Tn a distribuced system, it is sometimes tmpossible (o
say thil ene of 1wo cvents owurned first, The refaton
“happened befere” is therefore only a partial videring
at the events in the systern We have lound that prohlems
often arise bevause people are not lully aware ol this fact
and 1y implivations.

Lzt Lhos puper, we uss the padial ordering defined
by he “happened betorg” relation. and give a distrihuted
algorithim foz exiending it to a consistent tatal ordering
ol all the evens. This algorithm ean provide a useful
mechznism for implementing a distributed system. We
illustrace its use with w simple method tor snlving syn-
chronization problems. Lnexpected. anemalous behav-
ior cun occur if the ordering obtuined by this algorithm
differs from that perceived by Lhe user. This can b
avoided by intcoduciog read, physical clocks, We describe
a simple ‘methed fin yoachrontzing these clocks, and
derrve an upper bonnd on haw e ot of synchroay they
wun drifl.

The Parlial Ordering

Mosl peaple would prabahly say that an cvert o
fiappencd heface an event b if @ happened at an calier
tme than b, They might justify Lhis definilion in terms
of physical theories ol time. 1lowever. )
meel a specilication correclly, then Lhal specificution
must be given in terms ol evenls ubservable within the
systern. L the spev Ay L terms ol pl\\ il tme,
then the system
vontain real clocks, there is sill the prohlcm that such
clocks are not perfectly accurate und do not keep precise
physical time. We will thercfore define ke “happened
brlore™ relation wihuut usiag physical clovks.

We begin by definiag
assume that the syseem s compased of 2 olf
processes. Each process consists of a sequence of events.
Depending upon the application, the execution of o
subprugsum on a computer coutd be one eveat, or the
exevution of a single machine wstruction conld be one
Communcabons Jaly 1978
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1 The Aor

[
Les Lamport (1941-)
MIT, SRI, DEC, and now
Microsoft Research

Influential in developing
theory/algorithms for
distributed systems [5]
 Buridan’s Ass
» Paxos Consensus Algorithm
e Temporal Lo'gig:,f
(TLA)
Also initial developer of:
LaTeX macros

This paper was awarded the w
Edsger W. Dijkstra Prize in | U M,

B

Distributed Computing (2000) : Lalpport [3]
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Defi lmﬂﬁ

« “A system is distributed. if: ﬁl}\I@ message
transmission delay is not egllglble compared
to the time betweentevents in a single
process.”

 [nternet
e Local-Area 3
e A single computer of nontrivia IcompIeXIty

» "A distributed system ﬁ@ one in WhICh the
failure of a.computeryouldidn t*even know.
eXISted can renderyour own -omputer
unusabl “ (Les Lamport [1]) '.
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‘Contributions of this Paper

Physical clocks (recourse to pﬁ‘ySIcal time)
may be nontrivial'or expensive to implement

It is possible to implement “logical clocks” in

distributed Wﬁ@l’mﬁ
Logical clocks can be applied to a class of
problems L3 )

o Includlng distributed mutual exclusmn

However, W@[ﬁm&y introduce phySIcal clocks

» Having done so, itiis possible to synchromze Julely
clocks .
'Ih.

C Lf.amp@r approachiis costly

o N
.

30 October 2007 Time, Clocks, and the Ordering of Events in D ‘i'b'ute»-"‘_ystems




Motivation for Logical Time

. Systems depend onimany. kmd‘s‘\of consistency
. Tempora Cc:@mmqmv/ is crucial to the way we

reason calgorithmibehavior

» Also crucial to ideas of ¢a usality

e Physical ¢ t be perfectly
synchronlze@l (‘1; this motivation is

waning in importance) " \

° Slmulatlons may. require ¢locks which can
stop, run backward, or have their rates
modified l

III
4

o N
.
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~ The Partial Ordering

» Defining a formal definition of‘the “happened-
before” lIdl)lﬂbmi‘u,) r\i}mﬂ reference to
physical ¢

e A ”proc'ess is a @ff events

: Event"may be a s m execution
e Or a message a@‘i@ step

§ :
* Or execution of a single r achine instruction

e Within a event a happens-before
event b lf only if a occurs before b in the
\m]tdmum a\process, a priori total

sequence
ordering of events) |

i
30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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Partial Set Orderings (Posets)

* An irreflexive or strict partial order < on a set S is a
binary relation with |
 IfaeSthen =(a<a) or colloquially a « a
« IfabeS anda< b, theni=(b’< a) or, colloquially b  a
e Ifab,ceSwitha<handb<c, ﬂn‘ﬂn@ C

e An irreflexive, asymmetric, transmve binary
relation

e Abinary relation R ona‘'set S fﬁ@ subset R & SxS. If
ab €S, G}Eﬁ)dﬂbw (a,b) €R. Or “a is related
thrqgh R to b if the tuple islin the subset R.

\ )

30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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The Partial Ordering [continued]

* The relation — on thelsetiof ventéin a system is the
K. ey \
smallest relation satistying: A

o If events a and b are in the same process, and a comes before

b, then. a — b (local totallordering)

e Ifais the “send message m” eventfrom a process and b is the
recelvte message m” event in‘another RIOCE S, thena — b
(message causallt ) :

e Ifa— b and b — ¢, then a > c. (tran51th|ty)

e Two dlstlnct a and blare said to be
Concurent ifa »bandb »a Comlmon/y denoted
a||b) :

o Not'e* » a tor all events a
(even'ts cannot happen before themselves)

30 October 20(;I;h IS m an "rdrm?] g@ﬁg[} mﬁiplg 1ts m lm)megSngn]
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N 1. ,
£10) October500P7 =l 1 m ' =P [ime

Space-Time Diagrams:
, FHappened-Before

Space-time diagrams | :
= B o | Process Q
* Horizontal axis is'space

e Vertical axis is time (later times i
upward) O'?{?

e Dots areﬂevents . Z q?
» Wavy lines are messages ()
Happens-before relation: a ! £aq, -
b means we can move from a to'b . )%

by
* Moving forward in time along
process lines, or

o Movmg along message lines
Exampl' - q,
. TranSIt|V| from
P7—>C]2 4,4,
However: p; | |1

Clocks, and the Ordering of Events in Distributed Systems

Process R

@

of;
Or2

O Iy

Ime Diagram
1 from [0])

12



Introducing Logical Clocks

» Abstract clock: Simply associates a
number with every event

e For each P there is a clock C,
assigns a number C;<a>to every event a
« Entire system of clocks is denoted C

e C<b> e@d@@} if biis an ver}t in process P,

/

* No connection required to phySI(:al time;
e g., C may.be implemented S|mply as per-
process counters

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems
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Clock Correctness

: 8

» Clock C i’fU’)"

. P P
For any hoil /b, gf ;
if a > b then C<a> < C<b> X oy
.1 NN € e OCe e
e Corollaries = R 0 54 . 20
* Ifa, b are events in R3
process P; and a comes i
before b, then <8 ,
C<a> < C<b> 4 !
(> one tick between events) : r
1
 If a is the send-message
event in process P;-and b
s the receive-message Time Diagram
event ;](OL((&S.\ P.and a A 2 from [O])
come &I-itom b , s
then C<a> < C<b> represent “ticks

(every message crosses tick) logical clocks
!

30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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Logical Clocks ecap

 Lamport clocks are @@fﬂ@ﬁsm but they do not
capture causality: 'r\
o Consistent: a —b = C(a) < C(b)
 Butnot: Cla)< Cb)=a —b

* (i.e., they are not strongly consistent)
» Two independent ways to extend them:

* By creating order (but ncat«st?'ongly
consistent')

(C, P.) < (Cy, P)iff Ci< C | (C; == Ck && m < n)
. By 5 astronglyiconsistent clock (but not a
total order!)

o Vector clocks

|
1

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems
This slide courtesy Prof. G. Back
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Distributed Locking A lgorithm

c A syste composed of a flxed collection of
processes Pi sharingia single resource R

Satisfy the following:
l. A process holding R must release it before it can
be granted to another -
. Requests for R'must be granted in the order they
were made

If every p sranted R ventually releases it,

‘then every proc cac;c; requesting R eventually IS
granted it

F

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems
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Centralized Distributed Locking
: }

. One de.sig. ﬁ[( g_oil - Process P, Process P,
process Py manages
the shared resource \
may leave P, L
confused due to
message/processing
delay

. Assumes
P, owns
R

30 October 2007 and the Ordering of Events in Distributed Systems



Logical Clocks
* A few assumptions: :

+ Resource begins as granted to P,

e Assume ( cwﬂp)@m%ﬁ) ordered message
delivery

e No message i
* Processes are well=connected
* To solve the problem \

» Each process Pimaintains a prlvate request
queu-

- Initialized to 470:P0 requests resource R”

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems
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Implementing Distributed Mutual
’E}«‘i@“ -l@)n |

e Request_resource:

» P.sends message “I\:Pfrequests resource”
{0 all processe JTJ H’qu@!i@ it A

* Upon receiving requestmessage, all processes P
e Enqueue request

e Send acknowledgement to P; ;

» Release_resource on P:
: RemoVe any enqueued “T=:P: requests resource”
e Send “P; releases resource to all processe‘s

o Upon receiving release message, processes P.
J Remov any matching requests lidm@!@@i

F

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems
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Implementing Distributed Mutual
Exclusion (cont'd)
e Grant P; resource when all the f@ll()\l/ving are met:
o There @@ T :Pirequestsiresource message in queue

e T :P messag is ordered before all o hers*by ->

o P. has received a message from every other process
tlmestamped after T

When identical timestamps arrive, the process 1D
“m” is used to provide ordering (arbitrary)

30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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p p p p
» Note that if Py and P; kel
each request the i)
resource from P at Jih =
|nd|StlgUlShab| m&& .............. o s o3
o Clock timestamps are i M
identical... so (s o,
e Lamportalgorithm = = 1P s 1 i
o N . a1
imposes arbitrary. |

ordering: 1 < 3; 59 P

gets the 1 . .
Time Diagram

> 2 from [0])

represent “ticks”
logical clocks

'

30 October 2007 Iime, Clocks, and the Or dering of Events in | Distributed ystems




Distributed Mutual Exclusion
+ Truly a distributed algorithm

o :ram'escal ition as a'state r ac-hme
e Not fault tolerant (why?)

* Requires (imposes) a “total @r@lermg on the
system

e A total r<onasetSisa blnary relation with:

. Ifa,beSwitha<band b a, then a = b
e Ifa,b,ceSwitha<bandb<c, th"éh‘a <cC
e Ifa,beS, a<borb<a

C Antis nnl:iunx transitive, and total” or
comp (e

30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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Logical Clock / nomal les

e Total ordering =is C@ﬂ@ﬁsiﬁm, but may not
square with'p pl‘)yw@.ll time i\

"\
 Doesn’t handle “out
e Lamport introduces synchronized physical clocks
e Two approaches to resolve:
o EXpIiJGi timestamp manipulation (by application)

e Build system which satisfies theStl_rong Clock
condltlon

For any events a, b: ifa —bthen
C_<a> < C<p>

30 October 2007

Time, Clocks, and the Ordering of Events in Distributed Systems

oftband communication”
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30 October 2007

Causality:and Lamport Clocks

“Lamport timestamps assure us that if
there is a causalfrelationship between
two events, thenithe earlier event will
have a smaller timestam
event. Causality is achieved by
successive events on one process or by

the sendmg M‘ m of messages on
d lfferent processes.” |

|
Paul Krzyzanowski, CS417
University, 2000
http //WW CS.rutgers.edu/~pXxi/rutgers/note Content/06 clocks.pdf

|
L)

Lectures on Distributed Systems, Rutgers

Time, Clocks, and the Ordering of E /str/bute {stems

o than the later
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Physical @I@G,ks

* Let our universe of events space -time
events, with =be the partial ordermg defined
by special relativity

e a e,‘b in the “light-cone” of a
* More intuitively, if a¥“can be observed by” b

* Note that build eal—wo‘rld clocks such

that this relationship satisfies the strong clock

COndlthn

30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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What to take away: from this paper

 In a distributed system (absent perfectl synchronlzed clocks) the
concept of happened-before may be deflned
e Butitis fundamentally'only a partial orderlng

e It can be turned into a total @ Qﬂ{i]jg which is arbitrary (and thus
introduces apparent inconsistencies when compared to wall-clock
time)

e Logical CIO.CI(S
e And ez ﬁmﬁb@ag;]]@}gmﬂ[ phy5|cal clocks
* Butthe synchron is bounded
 With total ordering, itis possible to build a correct, distributed

resource manager \
* Exclusion -- only one processtholds resource R
. Orderlng -- resources grantediin order

o Progress -- if every.resource is'eventually r eleased every resource
request is eventually granted

o But ﬁ}mlj(.vik.s down In the presence Jd@}w

30 October 2007 Time, Clocks, and the Ordering of Events in D tributed. ystems
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Impact of Lamport’s Paper

| , )
» Total citations: 858 (ACM Po*rtal)
» Represents thefirstiiormal steps towards

development of distributed logical clocks,

used mtmany qpq;i]ﬁmabm reas as well as
formal/thecare ical treatments m dlstrlbuted

systems

e Some alspects of this work proved less
mfluentlal (e.g., distributed mutual exclusion
approa@h Lamport's extension t@

synchronized physical clocks)

my.
30 October 2007 Time, Clocks, and the Ordering of Events in Distributed Systems
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Time and Clocks in
Distributed Systems

Distributed Clocks

Logical Clocks

|

I...‘ >
i

’.

1978 (Lamport)

Lamport Clocks

| ,
| Lamport's "Synchronized Physical Clocks" _||

— e —
-

A
I

1989 (Mattern)

Vector Clocks

Phys|cal Clocks ............................................... .

Cristian's Algorithm 1989 (Cristian)
Berkeley Algorithm 1989 (Gusella and Zatti)

- ——
e

Network Time Protocol (Marzullo)

1984 (Marzullo)
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Vector Clocks

T

A

 Vector timestamps:

e Each node k eeps track of I@glcal time of
other (as'faras it’s seen messages

from (ﬂrm)) in V.[i]
 Send: timestamp vt aleng with each

message

» Reconcile vectors time stamp with own
vectors upon receipt using MAX(vt[k], V.

[}(]) for all k ‘
e Can implement¥causal message
delivery”

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems

This slide courtesy Prof. G. Back
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Vector Clocks

e - [20 ] [ 0 0] [430]
) 200]
: [30 O] 23 O]
P2 [2 2 0]
® O

P3 R 012] [013] [314]

' cC—m

<[55 3] [200]<[316]

30 October 200] lime, Clocks, and the Ordering of Events in Distributed Systems "l

This slide courtesy Prof. G. Back
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Vector Clocks

e [20 ] [ 0 0] [430]
200]
[ [30 O] 23 O]
P2 [2 2 0]
O O
P3 [012] [013] [3 1 4]
K|l r
<[316] [314]<[220] ‘
30 October 200] lime, Clocks, and the Ordering of Events in Distributed Systems "l

This slide courtesy Prof. G. Back
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Vector Clocks: Strong Consistency

« Definition:

. V @Mﬁ) '
< m)) and there exists an I \W‘ﬂ) < V b)

. V Mb)@(tmdll components i: V;(a) < V.(P)

o Strongly consistent:
a—b< V(@) < Vb

e Also:

al|| b < V@)||V
< = (V(a) < w@w IEAEY)

30 October 2007 - Time, Clocks, and the Ordering of Events in Distributed Systems

This slide courtesy Prof. G. Back '.\
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Applications of Logical Clocks

e Distributed mutualiexclusion

’ A

 Lamport's algorithm
- Totally m*m@lhfﬁ@@sii
* For updating re X

C Causal
o E.g., message before its reply

* message or application layer
implementation

. !
 Distributed'Simulation

30 October 2007 Time, Clocks, and the Ordering of Events in D 'ib'.ute-v"._ystems
This slide courtesy Prof. G. Back



Time and Clocks in
Distributed Systems

Distributed Clocks

Logical Clocks

|

I...‘ >
i

’.

1978 (Lamport)

Lamport Clocks

| ,
| Lamport's "Synchronized Physical Clocks" _||

— e —
-

A
I

1989 (Mattern)

Vector Clocks

Phys|cal Clocks ............................................... .

Cristian's Algorithm 1989 (Cristian)
Berkeley Algorithm 1989 (Gusella and Zatti)

- ——
e

Network Time Protocol (Marzullo)

1984 (Marzullo)
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Cristian’s Algorithm

Both Tgand Ty are measured with the same clock

Ty
Client

Time server

|, Interrupt handling time

Central server keeps time, clients ask for time
Attempts to compensate for Iatené;y — component of modern NTP
Protocol — accuracy 1-50ms

30 October 2007 lime, Clocks, and the Ordering of Events in Distributed Systems 35



Berkeley: Algorithm

Time daemon

timed polls

nodes reply with delta timed instructs nodes
to adjust to 3:05

No time reference necessary

30 October 2007

\
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Summary

-
Lamport (Logical) o Cristian’s Algorithm
ClOCkS O ssumes central correct

e Weak consistency Glock\sou rce
o Lightwih‘ = Compensates for latency

: Causa] o Berkeley Algorithm
Lamport’s 101 o Seeks clock

synchromzatlon not
correctness

0 Iso centrallzed =

}

* Very heavywelg

(messaging
A o I " relatlve skews for all
tlrog'» CORSISLCY clocks and mean
Vector Clock computerd by central
C Stron clock consistency server

(AI I m:@ ﬁ)@]ﬂ"mr
befor V’{) /‘I’J’JOX:-V” a/ ﬁ(ri/ Or
‘,a re concurrent)
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