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What are Remote Procedure Calls (RPCs)
. . .. in a nutshell (1)

RPCs represent a set of communication paradigms that allow one
procedure to call another procedure on a different machine.

1. one procedure (caller) calls another procedure (callee)
2. the caller waits for the result from the callee

3. the callee receives the request, computes the results, and
then send them to the caller

4. the caller resumes upon receiving the results from the callee
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What are Remote Procedure Calls (RPCs)
. . .. Iin a nutshell (3)

PURPOSE: Make distributed computing easy! |

MAIN PRINCIPLE:
The procedure's communication patterns are transparent to the user.
The procedure invocation looks just like a local procedure call.

CALLER

invokes a procedure
on the callee

Attractive aspects: e [ owus

> simple semantics =t

S el 1 computes the results.
> efficiency ‘ *_‘” -
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> generality 0—"=
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Overview

> Brief introduction

> RPC issues

> Implementation

> Examples

> Current RPC implementations
> Review

» Conclusions
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What are Remote Procedure Calls (RPCs)
. . .. in a nutshell (2)
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RPC lIssues (1)

> transparency, mimics the local procedure call
> precise semantics

< machine failure

< communication failure
> address based arguments

< the address space is not shared
> programming integration

< integration into programming environment
> data integrity
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RPC lIssues (2)

> data transfer protocols
< network protocols
> binding
< caller determines
a the location
Q the identity
%... of the callee
»>security
% open communication network
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RPC Implementation (2) — Overview

Network Callee machine

RPCRuntime ~ Server - stub Server

unpack
argument

packet.
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RPC Implementation (4) — Local vs. Remote

theClient

int main{...) {

funcial, a2, ..., anl: -

cServer
void funcipl, p2, ..., poi;

B /¢ Initialize the server

while(TRUE) [

[ "msg = recelvelanyClient);
unpack(msg, ti):
unpack(msg, £2);

packial, msg):
pack (a2, magl;
unpack (msg, thl;
funcicl, t2. .... tnl;
packlal, rtnMsg):
pack(a2, renMsg);:

receiveirpcServerl;
pack(an, rtnMsgl;
send (rpcServer, renMsg);

pack lan, msg):
sendir rver, msgl;
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RPC Implementation (1) — Basic Concepts
interface

NAME | type | type | type
procedure_X | argl | arg2 | retl
procedure_Y | argl | retl

procedure_Z | argl | retl | ret2

local program

program module import
procedure_X

call procedure_X(argl,arg2,retl) remote program

program module
implement
procedure_X(argl,arg2,retl)
export {
procedure_X }
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RPC Implementation (3) — Local vs. Remote

int maint...)

* ) push  al
© push a2

void funcipl, p2. .... pnl |

0. O pop a2
Caller machine i L pop al

[perform function)

return
unpa
argimient argument
unpack:
! result
importer. ! exporter

importer ‘exporter
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RPC Implementation (5) — User/Server Stub

User/Server Stub:

» arguments are serialized/marshaled

> handles language binding (IDL, object passing)
> pass by value not by reference

Chant maching Sorver maching
i Otyoct
Chanit Sorver &1
EEe State
Same =
Chan interface L L =t Mathod
invokes t - B GhIact : i
a mathod — i -
. Skaleton _ w 1 itert
¥ nwokes 1 = ga
Prony aimmee mathod | Skolaton
1 an object F
Cliont 0% Senar 05
Netwark

Marshalled invocat
is passed across natwork
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RPC Implementation (6) — RPCRuntime

, , L
RPCRuntime deals with 2t ==L Newok L= Calee

machine qocpviie RpcRuntime MACHINE

i‘
i Tesult
-“a“k“ ransmit
> exception handling :
> blndlng Database
E lookup register
=

> data (re)transmission
» data acknowledge
> packet routing

> encryption
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RPC Implementation (7) — Binding

Binding o

... is concerned with machine pecnuntine RecRuntme Machine

> location | ool packet

. . .
> identity -
i result packet

... implements

.
SRR

> Importinterface
> Exportinterface
... has issues

> granularity

> security
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RPC Implementation (8) — RPC flow

*)

'y
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RPC Implementation (9) — Semantics

Semantics & Data Transfer issues

> scalable, connectionless scheme, reduced
acknowledgements

> unique ID/incremental packets

> at least/most or exactly once semantics

* _ Server Server Server
REQ. ; REQ. ; .
REQ., Receive REQ., Receive REQ., Receive
Execute Execute Crash
@, Reply No@, Crash No REP.7
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RPC Implementation & Issues

importer. b importer. exporter
PO ntertace B interface ™

Database

lookup register
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RPC Implementations (1)

> DCE RPC (Distributed Computing Environment RPC)
» SUN RPC

> DCOM (Distributed COM)

> CORBA (Common Object Request Broker Arch.)

> XML RPC

> SOAP (Simple Object Access Protocol)
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RPC Implementations (2)

> DCE RPC > Sun RPC
> low level » DCOM & CORBA
> handles the binding > object abstractions
& transport ) )
Chart machung Sarver maching
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RPC Implementations (3)

> XML RPC & SOAP
> somewhat lightweight
> use HTTP and XML
> Port 80
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Conclusions & Future Research

> Transparency is imperative, and leads to
effectiveness

> Maintain local procedure calling semantics
> Binding strategies influences efficiency
> Emulate shared address space

> Timeout implementation
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About the paper (1)

Paper:

> Birrell, A. D. and Nelson, B. J.

> “Implementing Remote Procedure Calls”
> ACM Transactions on Computer Systems
> published in 1984

> first paper to formalize RPC

» concepts started to appear in 1976

About the paper (2)

> Special treatment for missing remote
implementation (late binding)

> What if the client crashes?
> Machine specific binary data representation
> RPC in the HPC field?
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Any Questions?

Paper Implementation (1)

Paper Implementation (2)

Caller machine

User RPC + Stub

Simple RPC

Callfcallio, i

Callea machine

RPC + Stub Sarver

digpaicherlD, procedure, arguments]

call -) Pk
J

await ack

or result

N

Result[CalllD, results]

invoke proc ﬂ docall
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Paper Implementation (3)
coemacnes  “Complicated” RPC Canes macrion
U PG + Stub RPC + Staby Servar
_“"9 Cal[CalD, Ph1 = 0, phesmdch, ... | m;wm;’— —
Wait for ack
Ack{GaND, Pt a]
Bk rad pict i st okl
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Winit fe pht
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Ftransit
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Wit for mck,

67 return send results return
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Results

Procedure Mini; Median T Local-only
no args/results 1059 1097 131 9

1 arg/result 1070 1105 142 10

2 args/results 1077 1127 152 11

4 args/results 1115 171 174 12
10 args/results 1222 1278 239 17

1 word array 1069 1111 131 10

4 word array 1106 1153 hi/t 13
10 word array 1214 1250 239 16
40 word array 1643 1695 566 51
100 word array 2915 2926 1219 9
Tesume except'n 2555 2637 284 134
unwind except'n 3374 3467 284 196
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