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‘ Purpose

= To design a usable security visualization
prototype tool that leverages global
iInformation systems (GIS)
2 Present security information more clearly

o Facilitate rapid identification of network security
shortcomings

o Allow better protection of critical network assets
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Problem

Information overload

2o VT processes over 5 million emails per day

o Manages over 500 SMTP & 3500 HTTP servers
Analysts rely on multiple tools

o Analysis takes more time

Popular tools are not very usable

o Primarily text based
o Do not scale well for large networks
o Graphical representations are not intuitive

GIS adds context as well as scalability



‘ Current Security Tools — Text-based
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urrent Security Tools — Graphical

The Network Visualizer Rumint
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‘ Study Design - Participants

= Virginia Tech system administrators
= SANS IT professionals
= U.S. Army network engineers

[ 50 respondents ]
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‘ Study Design — Question Areas

= Background Information
= System Information

= Security Information

= Security Tools

= GIS Information
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‘ Study Results — Background

Researcher
2%
Software
engineer
4%
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‘ Study Results - Preferences

= Top usability
Improvements
o Improved user interface
o Better summary of

Information

o Improved visual
representation

°‘: = Other findings

T o Prefer customizability

o Multiple tools = longer
time to I1solate threats

Most important aspects of security tools
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Study Results - Visualization

Visualization not widely used
0 50% never used it to visualize networks
0 76% never used it to visualize security

Openness to GIS visualization

o 76% feel GIS tool would be useful for network
visualization

0 50% envision using it for security visualization

Helpful in explaining security to technical and
nontechnical audiences



[@VirginiaTech Information Technology

Invent the Future

T

Enter your search here GO ol

CyberSecurity Operations Center

rototype

Design

|Services
Mictosoft BPC
Microsofn SQL
Hetbicos

Pastgoes

Color-coded 4 _ \ v TR
Security status ; % RN .. X < ' : o .E.):.BhieIdRepons

Top 10 Momt Wanted |'A'
\Top 10 Ports
Port Report
|attacker IF
Tazget IF
|Subnet Rapore

B

Filter Threats by Severity

[1ow 1
|med ium
Ihigh

Ability to drill % e 25 Vo A BT e e

|me know it

down P AR Vaic 3 i g Filter Threats by Data

Source

Filtering

options

| 108
|Dshield

Filter by Caote Raouter

|AISE |
1P Adgress  BADNUM BLONAME Domain Name
“ . 219 MATHEMPORUM emporumn.t edu —y e - 120 8040 Joas==tl
L% L e 177 CAROLAL NEWMAN LIBRARY Hb.vt.edu - N AR jOwens
. . I 191 MOCOMAS HALL- Schiffert Health Center  shs.viedy - - 372306891 3042 |Shanks

DeVI Ce d etal IS AT MES 177 BCAROUM. NEWMAN UBRARY lb.vt.edu - e ms 12T 041
- o3 58 vavt.edu - - - - 3720383439 -80.41
- @ 5e abat.eoy - 3720333433 0.4
- 2 ue dbvtedy — - 17.20083439 -80.41 Filter by Location
e @ me dbat.edu — 37.70383439 -80.41
- o 155 DERRING HALL geos.vtedy - - 372750803 -80.47
- @ 58 ce.vtedy e - 37.20383439 -30.41 uilding 2706
- I rwavtedu — s e 100D 041 | (02706)
e @ ne wat.edu e 3730383439 8041 |Building 270H
S o se cnsvtodu — - 37.20353439 8001 | (0z70H)
- @ ne Favtadu - - - 17.20083439 4041 |Building 2700
m L9 BAOMNFORMATICS FACILITY PHASE | bicinfomatics. ety s - . 172000019 -00.42 | (0zR040)
- 10 PRCEMAL —— - 172571060 8042 'Bull Barn (0484)
0 Lo 02 PRICEMALL - - 1723579661 8042 |Burchard Hall (0171)
. 19 BONTORMATICS FACILITY PHASE 1 grointormatics. viedy - - - 372208009 -80.42 Eurzuss Hall (0L75) .
R 115 BSANFORMATICS FACILITY PRASE 1 Biinformatics. ety .y e 4 e 172208019 -80.42 o) [
MEMSMAN 12 PRCEMAL ento.vtadu - - 172237661 042 . 2
" 1ns BONFORMATICS FACIUTY PwASd & Bloinformatics.vi.edy e 4 - - 17.2200019% -30.42 L
w us BI0RNFORMATICS FACILITY PHASE L bioinformatics.vi.edy - - - - 17.220801% -80.42
" 19 BIONFORMATICS FACILITY PHASE L Biciormanics. vi. ety - - 37.220801%6 8042
- @ e cetoty - - II0EMY 2041
» 118 BSONFORMATICS FACILITY PHASE 1 bioinfomatics. 1. adu ~ - ae 1722080196 80,43

Usable Security - Virginia Tech Home | Information Technology |IT Security

Last updated Fall, 2009




‘ Detailed View
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‘ Future Work

= Build working model of prototype

= Conduct usability study
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‘ Questions
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