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Abstract — The PRIME project develops privacy enhancing identity management systems that allow users in various application areas such as e-commerce to regain control over their personal spheres. This paper introduces the PRIME technical architecture that also includes special trust-enhancing mechanisms, and shows how PRIME technologies can enhance privacy and trust of e-shopping customers. It also discusses the socio-psychological factors and HCI aspects influencing the end user’s trust in privacy enhancing identity management, and shows why HCI research, user studies, and socio-psychological research, are necessary efforts to accompany system design. 
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I. INTRODUCTION 
In today’s Information Society, users have lost effective control over their private spheres. For instance, when using e-shopping today, various personal data about the customers are typically exposed to the merchants and to the customers’ banks or credit card companies. This includes personal data, such as age sex, credit card data, email address, as well as other data such as shopping habits and interests. Such information could be stored and aggregated in extensive databases for the purpose of consumer profiling and direct marketing and can possibly be shared with other merchants. There are usually no effective means for users to control these data releases. Various surveys show that consumers are concerned about security and privacy breaches over the Internet and that those concerns affect their engagement in e-commerce applications.  

Powerful tools for technically enforcing user and consumer control and informational self-determination as well as pseudonymity and anonymity can be provided by a privacy-enhanced Identity Management system, as currently developed within the EU FP6 integrated project PRIME 
 
The authors are listed in alphabetic order. The work reported in this paper was supported by the EU project PRIME which receives funding from the Community’s Sixth Framework Program and the Swiss Federal Office for Education and Science. The Centre for HumanIT at Karlstad University supported the finalization of this paper. 

(“Privacy and Identity Management for Europe”1). Identity Management subsumes all functionalities that support the use of multiple identities by the identity owner and by those parties with whom the owner interacts and those who receive her data. PRIME is based on the principle that design must start from maximum privacy. This means that with PRIME a priori all interactions are anonymous, and individuals can select different pseudonyms with respect to communication partners or activities to link different interactions to each other and can choose to bind attributes and capabilities to pseudonyms. Whether or not interactions are linked to each other or to a certain pseudonym is under the user’s control. Besides, PRIME provides policy handling and management tools to provide users’ control over the release of their personal data including transparency about who has received what personal data related to them and possibilities to trace personal data being passed on. The PRIME technical architecture [1] is a novel system architecture that to the best of our knowledge integrates for the first time novel and state-of-the-art privacy and security mechanisms to provide a comprehensive architecture for privacy-enhancing identity management with a focus on end user control.  In contrast to most existing privacy tools and solutions, trust plays a major role in PRIME because users need to 1) trust their own platform to manage their data accordingly and 2) trust the remote set of platforms that receives identity data to deal with these data appropriately. Today, trust is mainly based on brand image, i.e., people are much more likely to trust major companies with a valuable brand than small unknown companies. The PRIME architecture allows establishing trust in an IT processing environment of a service provider by technical means, i.e., evidence is provided to the user that the data she discloses will be treated as defined. This can potentially enhance the trust of users and online consumers in any data processing environment of a service provider. Nevertheless, for investigating whether and how such technical means can be best exploited for enhancing the trust of not only of technical experts but also of ordinary  
1 http://www.prime-project.eu.org/ 
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ABSTRACT 
Privacy-enhanced Identity Management can enable users to retain 
and maintain informational self-determination in our networked 
society. This paper describes the usability research work that has 
been done within the first year of the European Union project on 
“Privacy and Identity Management for Europe” (PRIME). It 
primarily discusses and compares three alternative UI paradigms 
for privacy-enhanced Identity Management, and presents how 
important legal privacy principles derived from the European 
Union Directives have been mapped into suggestions of user 
interface solutions for PRIME. Besides, it discusses results and 
encountered problems from conducted usability tests on mock-ups 
implementing the different UI paradigms and proposes means for 
addressing those problems. The paper concludes with remarks on 
the characteristics of usability work for privacy-enhancing 
technologies. 

Categories and Subject Descriptors H.5.2 [Information Interfaces and presentation]: User 
Interfaces – evaluation/methodology, interaction styles 

General Terms 
Security, Human Factors, Legal Aspects. 

Keywords 
HCI, Privacy-Enhancing Technologies, Identity Management 
1. INTRODUCTION In today’s information society, users have lost effective control 
over their personal spheres. The promotion of Ambient 
Intelligence applications, where individuals are mostly unaware of 
a constant data collection and processing in their surroundings, 
will even sharpen this problem. It is however critical to our 
society and to democracy to retain and maintain individual’s 
autonomy and thus to protect privacy and particularly the 
individual’s right to informational self-determination. Powerful 
tools for technically enforcing user control and informational self-
determination as well as pseudonymity and anonymity can be 

provided by privacy-enhanced Identity Management systems, as 
currently developed within the EU FP6 integrated project PRIME 
(“Privacy and Identity Management for Europe”1

). However, 
PRIME technologies will only be successful if they are accepted 
and applied by the end users. For this reason, the PRIME project 
has also put an emphasis on human-computer interaction (HCI) 
research on new user interface (UI) solutions and paradigms for 
privacy-enhancing identity management. This paper will present 
the first results from the PRIME HCI research activity. It will first 
present the aims and scope of the PRIME project and related 
work, on which we have partly based our research for PRIME UI 
solutions. It will then discuss paradigms for privacy-enhanced 
Identity Management (IDM) control elaborated within PRIME 
and furthermore the mapping of related legal privacy principles to 
specific design solutions for HCI. Some pertinent results from 
usability evaluations are reported. Finally we reflect on 
characteristics of usability work within the IDM sphere. 

2. PRIME – AIMS AND SCOPE The PRIME project can be described and motivated as follows: In 
everyday life, individuals are frequently and naturally playing 
different roles, for example as family members, citizens or 
patients, and are participating in different communication 
relations. Typically, when individuals are performing a certain 
role or are participating in a certain communication relationship, 
they do not reveal all personal data about themselves but only 
parts of their personal data (i.e. parts of their identities). Hence, 
each role or communication relationship could be associated with 
a partial identity of this person. For example in Figure 1, Alice 
reveals different partial identities to different communication 
partners. In the non-electronic world, individuals naturally had 
control over the releases of partial identities to other parties. In 
our modern age of electronic communication, an Identity 
Management System can help the user to manage all her/his 
partial identities, i.e. depending on the user’s current role or 
communication partner, the Identity Management System 
supports the user to control what personal information about him 
is revealed to others.  

Identity Management subsumes all functionalities that support the 
use of multiple identities by the identity owner (user-side IDM) 
and by those parties with whom the owner interact (services-side 
IDM). The PRIME project addresses privacy-enhancing IDM to 
support strong privacy by particularly avoiding or reducing                                                                     1
 http://www.prime-project.eu.org/ 

 

Copyright is held by the author/owner. Permission to make digital or 
hard copies of all or part of this work for personal or classroom use is 
granted without fee.  
Symposium On Usable Privacy and Security (SOUPS) 2005, July 6-8, 
2005, Pittsburgh, PA, USA.  
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Paper 1
 Exploring the 

Feasibility of a Spatial 
User Interface 
Paradigm for Privacy-
Enhancing Technology
Bergmann, Rost, 
Pettersson

 ISD 2005, 8 cites
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Motivation/Overview
 electronic devices facilitate communication

 hence, pose privacy & security risks
 users should control personal info disclosure 

(identity mgmt, info self-determination)
 preference settings management
 diff roles, diff communicators treated differently
 not required to change settings in ordinary use
 for users of various levels of education

 new paradigm, spatial interface, “Virtual City”
 study of PRIME UI

7
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The TownMap

 “hierarchical”
 richness of 

possible structure
 intuitive
 each space 

corresponds to a 
bundle of prefs.

 set several prefs. 
at once

8
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The Town Map, Cont’d

 different regions
 bounded by “districts,” “walls,” “connectors”
 objects arranged by “similarity”
 predefined policy with at least 4 areas

 public area = anonymous
 business related area = employer knows more
 my home area (inside private area) = personal
 private area = specific close contacts have access

 entering new area will change privacy 
settings to those defined for that area

9
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User Study

 34 undergraduates
 Lecture hall batches
 Pictures and animated narrative shown
 Use Cases:

 opening up communication with a SP
 user connected to two SP’s
 user connects to an unfamiliar SP

 2 interfaces: 3D TownMap & 2D CrossRoad
 TownMap was populated with more objects than 

the browser

10
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User Study

 Comparative study
 Scenario
 Questionnaire?

11

 “...the goal was not to see if a town map was 
better than a traditionally styled browser. Instead, 
the purpose was to get a basis for discussions 
within the PRIME project, and of course with 
interested parties in the rest of the research 
community, about the semiotic dimension one 
should venture to play on in more costly 
prototyping.”

“The user dragged a name icon and a credit card icon 
to a pay service; his own house and two icons representing the relevant service providers were 
visible in a tilted town map shown in Figure 4. Later the user also inquired about who had received 
his name by dropping his name icon on a symbol for his data transactions database (Figure 2).”

Tuesday, December 1, 2009
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Results

12

“As expected, the traditional-styled browser got in general a positive response. More 
than half of the answers gave positive descriptions of it. The maps, on the other hand, 
were considered by many to be messy.”

“On the question about their impression of the display of data and money transaction, 
19 answered that it facilitates while 11 regarded it as superfluous. Nine of these eleven 
persons also thought that it looked childish; fifteen thought it looked OK.”

“When ranking the alternatives, 24 persons put the traditional browser as their primary 
choice; they also seemed to prefer the simple CrossRoad as a secondary choice. Seven 
preferred the realistic TownMap and three preferred the simplified CrossRoad, but there 
was no tendency for the secondary choice.”

“One should further note that more than half of the participants answered that animation 
of transactions ‘facilitates.’”

“Two fifths of the participants answered that they would like to be able to switch 
between designs.”

 -Bergmann et al., 2005
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Discussion

 there was “some interest” in the town map
 maps may have seemed messier because 

more objects were in the town map
 meaningful to use TownMap-like formats for 

informing the user of ongoing transactions or 
for getting user input on data releases

13

“...the question of visualizing with a town map may not only be thought 
of as replacing the old desktop but may be introduced via the back door 
of tutorials.” -Bergmann et al., 2005
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Criticism

 unclear description of the system
 poor study design for the conclusions
 weak/unsubstantiated results

14
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Paper 2

 Making Prime Usable
Pettersson, Hübner, 
Danielsson, Nilsson, 
Bergmann, Clauss, 
Kriegelstein, 
Krasemann

 SOUPS 2005, 
16 cites
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ABSTRACT 
Privacy-enhanced Identity Management can enable users to retain 
and maintain informational self-determination in our networked 
society. This paper describes the usability research work that has 
been done within the first year of the European Union project on 
“Privacy and Identity Management for Europe” (PRIME). It 
primarily discusses and compares three alternative UI paradigms 
for privacy-enhanced Identity Management, and presents how 
important legal privacy principles derived from the European 
Union Directives have been mapped into suggestions of user 
interface solutions for PRIME. Besides, it discusses results and 
encountered problems from conducted usability tests on mock-ups 
implementing the different UI paradigms and proposes means for 
addressing those problems. The paper concludes with remarks on 
the characteristics of usability work for privacy-enhancing 
technologies. 

Categories and Subject Descriptors H.5.2 [Information Interfaces and presentation]: User 
Interfaces – evaluation/methodology, interaction styles 

General Terms 
Security, Human Factors, Legal Aspects. 

Keywords 
HCI, Privacy-Enhancing Technologies, Identity Management 
1. INTRODUCTION In today’s information society, users have lost effective control 
over their personal spheres. The promotion of Ambient 
Intelligence applications, where individuals are mostly unaware of 
a constant data collection and processing in their surroundings, 
will even sharpen this problem. It is however critical to our 
society and to democracy to retain and maintain individual’s 
autonomy and thus to protect privacy and particularly the 
individual’s right to informational self-determination. Powerful 
tools for technically enforcing user control and informational self-
determination as well as pseudonymity and anonymity can be 

provided by privacy-enhanced Identity Management systems, as 
currently developed within the EU FP6 integrated project PRIME 
(“Privacy and Identity Management for Europe”1

). However, 
PRIME technologies will only be successful if they are accepted 
and applied by the end users. For this reason, the PRIME project 
has also put an emphasis on human-computer interaction (HCI) 
research on new user interface (UI) solutions and paradigms for 
privacy-enhancing identity management. This paper will present 
the first results from the PRIME HCI research activity. It will first 
present the aims and scope of the PRIME project and related 
work, on which we have partly based our research for PRIME UI 
solutions. It will then discuss paradigms for privacy-enhanced 
Identity Management (IDM) control elaborated within PRIME 
and furthermore the mapping of related legal privacy principles to 
specific design solutions for HCI. Some pertinent results from 
usability evaluations are reported. Finally we reflect on 
characteristics of usability work within the IDM sphere. 

2. PRIME – AIMS AND SCOPE The PRIME project can be described and motivated as follows: In 
everyday life, individuals are frequently and naturally playing 
different roles, for example as family members, citizens or 
patients, and are participating in different communication 
relations. Typically, when individuals are performing a certain 
role or are participating in a certain communication relationship, 
they do not reveal all personal data about themselves but only 
parts of their personal data (i.e. parts of their identities). Hence, 
each role or communication relationship could be associated with 
a partial identity of this person. For example in Figure 1, Alice 
reveals different partial identities to different communication 
partners. In the non-electronic world, individuals naturally had 
control over the releases of partial identities to other parties. In 
our modern age of electronic communication, an Identity 
Management System can help the user to manage all her/his 
partial identities, i.e. depending on the user’s current role or 
communication partner, the Identity Management System 
supports the user to control what personal information about him 
is revealed to others.  

Identity Management subsumes all functionalities that support the 
use of multiple identities by the identity owner (user-side IDM) 
and by those parties with whom the owner interact (services-side 
IDM). The PRIME project addresses privacy-enhancing IDM to 
support strong privacy by particularly avoiding or reducing                                                                     1
 http://www.prime-project.eu.org/ 

 

Copyright is held by the author/owner. Permission to make digital or 
hard copies of all or part of this work for personal or classroom use is 
granted without fee.  
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Motivation/Overview 

 Users have lost control of personal info
 Ambient intelligence apps exacerbate this
 Critical to democracy to maintain autonomy 

and right to information self-determination
 PRIME is an Identity Management (IDM) 

system that addresses this need
 Three design paradigms for IDM PRIME
 Legal requirements inform PRIME usability
 HCI studies of PRIME IDM paradigms

16
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PRIME

 roles, partial 
identities

 user/services-side 
IDM

 design must start 
from max privacy

 user-controlled 
pseudonyms

 user-controlled 
linkability

17
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PISA

 derived HCI guidelines from privacy law
 Just-In-Time-Click-Through Agreements 

(JITCTAs)
 Drag-And-Drop Agreements (DADAs)
 PRIME seeks to build off PISA

18
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Role-centered Paradigm

 control of data dictated by roles
 each role has different disclosure prefs. for 

diff. data types
 icon bar that fits into browser
 user has to click role before transaction, has 

to switch role when is no longer appropriate
 didn’t user test these mockups

19
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Relationship-centered Paradigm

 user defines diff. 
privacy prefs. for each 
service provider

 bookmarks are used to 
store service providers
 default relationship is 

“anonymous” but can be 
overridden

 no extra steps 
introduced during 
browsing

20
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TownMap-based Paradigm

 roles map to areas
 Neighborhood (rel. 

pseudonymity, default)
 Public (trans. pseudonymity, 

default)
 Work (rel., role pseudonymity)

 houses
 user’s house
 bookmarked service 

providers

21

Tuesday, December 1, 2009



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

Legal Privacy Requirements to PRIME

22

Info to be 
provided to 
user

user right to 
access / rectify / 
block / erase data 
& object

obtaining consent 
from user

data 
minimization

users must 
know who is 
controlling 
data and for 
what purpose

user is conscious 
of, understand, 
and can exercise 
rights

“unambiguous,” 
“explicit,” or 
“informed” user 
consent

n/a

machine-
readable 
policy, 
displayed by 
PRIME UI, link 
to full policy, 

info about data 
subject’s rights 
has to appear in 
the policy, 
obvious tools for 
exercising rights

automatic 
disclosure; 
dialogue box; 
mobile phone 
informed consent; 
consent by DnD

possible 
conflict: 
predefined 
roles and 
defaults
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Obtaining User Consent
 auto disclosure: certain data to specified parties 

for specified purpose
 user can change/disable
 user should be reminded of periodically

 dialogue box: informed click-through
 mobile phone IC

 linked or scrollable full text
 bandwidth limits, “Send Data?” should wait for dl

 consent by DnD
 avoid automatic behavior, shows understanding
 can be used for confirmation, not stating conditions

23
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Evaluation

 8 usability tests, 71 
participants

 2 sets questionnaires, 
34 participants

 1 comparison, 66 
participants

 pilots, interactive 
mockups, 1-on-1 
post-interviews

24
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Discussion
 users had diverse preferences for icons to symbolize roles 

 so, let users define icons
 users had problem mentally differentiating between user- 

and services-side IDM
 HCI principle: UI should clearly distinguish

 users have trouble trusting the claims of the system, 
although reasoning is irrational
 visible assurances that user can find instructions

 unclear perception of interdependence between 
pseudonyms and “real life” data
 prevent manual entry of data into web forms

 transaction animations with spatial metaphors “facilitate”

25
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Criticism

 contributions
 3 paradigms
 law-derived PRIME usability guidelines

 study findings are weakest
 not enough methodological description
 not enough raw data presented

26
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Class Discussion
 informational self-determination?

27

Dan Ariely, “Are We In Control of Our Own Decisions?” 2008 TED Talk

 what does this mean for us? ethics? research?
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 Does education have a role? 
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Class Discussion

28

“ʻInternet is insecure anyway because people must get 
information even if it is notʼ traceable by the IDM 
application, to partly quote one test participant interviewed 
after a PRIME usability test session” -Pettersson et al., 2005

So, we've got password protection--there's password 
protection for everything--they're like 'don't write it down', I'm 
like 'excuse me' <inaudible> if somebody really wanted what's 
on this computer, it's not gonna give them, I mean, they'd have 
to know how to navigate the system which, is not the easiest 
thing to do... but there's really nothing on here. I mean, I think 
they could get on other programs that we don't use, possibly. 
But, if somebody really wants on they're gonna be smart 
enough to get on it, whether I have a nice long 12-letter multi-
digit pass code or not. I mean, if you're a hacker, you're a 
hacker for a reason, and with our systems, I mean, I'm sure 
there's other information with other agencies that are more 
prudent than our little licensing stuff.”  -childcare licensing agent
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Class Discussion

 Is TownMap a priori better than a slider bar?

29

TownMap Slider Bar

- difficult metaphor + standard metaphor

+ may increase awareness 
of how many institutions 
have their information

+ probably faster

<add your own> <add your own>
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Class Discussion

 how do we know that we can trust these user 
studies if we are missing methodology, 
results in the papers?

30

"I believe that all research ultimately depends on trust, whether it is qualitative 
or quantitative"  -Deborah Tatar, in a meeting 11/18/09

“As Allan Cooper explained about targeting a product to a receptive user 
group: “80% of people in focus groups hated the new Dodge Ram pickup. 
[Chrysler] went ahead with production, and made it into a bestseller because 
the other 20% loved it. Having people love your product, even if it is only a 
minority, is how you succeed.”  -Bergmann et al., 2005

 What counts as evidence?
 What counts as substantial contribution?
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Goals/Values
 important to limit up-front customization while 

providing for variety of customization
 should help the user enforce his rights of 

informational self-determinism
 should avoid PET jargon
 should be “comfortable” for both novice & 

expert users 
 should not require explicit learning process 
 should not demand extra clicks/key-presses
 should err on the side of anonymity

31
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