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‘ Introduction: the Papers
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‘ Introduction: the PRIME project
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Paper 1

Explorin

Feasibility of a Spatial
User Interface |
Paradigm for Privacy-
Enhancing Technology
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Bergmann, Rost,

Pettersson
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Exploring the Feasibility of a Spatial User
Interface Paradigm for Privacy-Enhancing
Technology

Mike Bergmann’, Martin Rost? and John S¢ren Pettersson®
' Technical University Dresden, Germany. mb4l@inﬁtu—dresden.de
Independent Centre for Privacy Privacy Protection (ICPP), Germany.
mam'n.rost@datenschulzzcmrum.de

* Karlstad University, chden.johnﬁsoren.peltcrsson@kau.se

Introduction

Electronic deviges get more and more involved in many of our communj.-
cation processes for personal and professiona] activities. Each communica-
tion process may implicitly affect our privacy. An example may be the -
cation trace of mobile phones, Experts present identity management
Systems to preserve the user’s' privacy [2]. In digital correspondence users
should decide about disclosure of personally identifiable information (in
the following simply called “data”), However, identity Management for
Everyman is not yeta commonplace,

To address the whole area of identity Mmanagement, it js necessary to

Mmanage severa] preference settings, so that different communication part-
ners are treated differently by the user’s identity Mmanagement tool without
demanding the yger to change settings during ordinary use of his commu-
nication devices, We refine the “Virtual City” idea, originally proposed by
Andreas Pfitzmann and published in [7], using a town map as a user inter-
face, to manage identity relateq processes regarding these devices. This in-
terface could Ppotentially allow ysers with various levels of education to
manage their digital identities intuitively by transferring their existing ex-

"In the context of this paper, the term “user” describes the Person who is using the
digital equipment related to the identity management sensitive activities,

Advances in Information Systems Development: Bridging the Gap between
Academia and Industry. Editeq by A.G. Nilsson etal, Springer, 2005
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Motivation/Overview

electronic devices facilitate communication

2 hence, pose privacy & security risks

users should control personal info disclosure
(identity mgmt, info self-determination)

0 preference settings management

2 diff roles, diff communicators treated differently

2 not required to change settings in ordinary use

2 for users of various levels of education

new paradigm, spatial interface, “Virtual City”
study of PRIME Ul
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“The TownMap

» “hierarchical’

= richness of
possible structure

= intuitive
" each space

corresponds to a
bundle of prefs.

= set several prefs.

Fig. 1. A town map with some attributes and a simple drop-down menu
at once B A S——
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The Town Map, Cont’d

different regions
2 bounded by “districts,” “walls,
0 objects arranged by “similarity”

0 predefined policy with at least 4 areas
public area = anonymous
business related area = employer knows more
my home area (inside private area) = personal
private area = specific close contacts have access

entering new area will change privacy
settings to those defined for that area

P11 P11

connectors”
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User Study

34 undergraduates
_ecture hall batches
Pictures and animated narrative shown

Use Cases:

2 opening up communication with a SP
0 user connected to two SP’s

0 user connects to an unfamiliar SP

2 interfaces: 3D TownMap & 2D CrossRoad

2 TownMap was populated with more objects than
the browser

10
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User Study

Comparative study
Scenario
Questionnaire?

“...the goal was not to see if a town map was
better than a traditionally styled browser. Instead,
the purpose was to get a basis for discussions
within the PRIME project, and of course with
interested parties in the rest of the research
community, about the semiotic dimension one
should venture to play on in more costly

prototyping.”

“The user dragged a name icon and a credit card icon
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to a pay service; his own house and two icons representing the relevant service providers were
visible in a tilted town map shown in Figure 4. Later the user also inquired about who had received
his name by dropping his name icon on a symbol for his data transactions database (Figure 2).”

11
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Results

“As expected, the traditional-styled browser got in general a positive response. More
than half of the answers gave positive descriptions of it. The maps, on the other hand,
were considered by many to be messy.”

“On the question about their impression of the display of data and money transaction,
19 answered that it facilitates while 11 regarded it as superfluous. Nine of these eleven
persons also thought that it looked childish; fifteen thought it looked OK.”

“When ranking the alternatives, 24 persons put the traditional browser as their primary
choice; they also seemed to prefer the simple CrossRoad as a secondary choice. Seven
preferred the realistic TownMap and three preferred the simplified CrossRoad, but there
was no tendency for the secondary choice.”

“Two fifths of the participants answered that they would like to be able to switch
between designs.”

“One should further note that more than half of the participants answered that animation
of transactions ‘facilitates.””

-Bergmann et al., 2005

12
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Discussion

there was “some interest” in the town map

maps may have seemed messier because
more objects were in the town map

meaningful to use TownMap-like formats for
informing the user of ongoing transactions or
for getting user input on data releases

“...the question of visualizing with a town map may not only be thought

of as replacing the old desktop but may be introduced via the back door
of tutorials.” -Bergmann et al., 2005

13
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‘ Criticism

= unclear description of the system
= poor study design for the conclusions
= weak/unsubstantiated results
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‘ Paper 2

L
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Jenny Nilsson TU Dresden 24103 Kiel, Germany
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1 N I | S S O I I L) ABSTRACT provided by Privacy-enhanced Identity Managemeny systems, as
D a I I I e S S O ) Privacy-enhanced Identity Management can enable users (o retain cumently developed within the £y FP6 integrated project PRIME

and maintain informaiona self-determination in oyr networked (“Privacy ang ldentity Management  for Europe™). However,

society. This paper describes (he usability research work (hg has PRIME technologies will onfy pe successful if they are accepted

u S S been done within the first yeqr of the European Union project o and applied by the enq users. For this reason, the PRIME projec

n n y “Privacy and Identpy Management for Fopapor (PRIME). It has also put oy emphasis on human-computer interaction (HCr)

e r l I I ) primarily discusses ang compares three alternative g paradigms research on new user interface (Ur) solutions and paradigms for

" privacy-cnhanced 1dapn: Management, and presmmpe £ the oy enhancing identity management, Ty Paper will present

. mporant Tegal privacy pripaipt derived from the European the firat rouy from the PRIME HCT research activity. It will first

] n Union Directives haye pogy Mapped into suggestions of user  present the s and scope of the PRIV Project and related

e S e y interface solutions for PRIME. Besides, it discusgey results and work, on Which we haye partly based our rescarch for i RIME ur

imeountered problems from conducreq usability tests on mock-ups solutions. It will then discysy Paradigms for privacy-enhanced

implementing the different ] paradigms and proposes means fop Identity Managemen (IDM) control claborated within PRIME

addressing those probloms, T Paper concludes with remarks oy~ and furthermore the mapping of relgieq legal privacy principlcs 1o

n n the characterigion ot usability work g privacy-cohancing  specfic design solutions for HC], Some pertinent results frop

ra S e technologies, wsabilty evaluations are  reporieq. Finally we  reflecy o
characteristies of usability work iy, the IDM sphere,

Categories angd Subject Descriptors

H52  [Information Interfaces ang Presentation]:  Uger 2. P R'ME._ AIMS AN_D scop E

nterfaces — evaluation o dology, interaction sy The PRIME project can pe described and motivateq 4 follows: In
everyday life, individuals ar frequently and naturally playing

different roles, for example o5 family members, - citizens op

General Terms patients, and are participating in diffuren; communication

Security, Human Factors, Legal Aspects. relations. Typically, whep individuals are performing a cerajp
role or are participating ip certain communication relationship,
Keywords they do not reveal all person| data about themselyes by only
HCL Privacy-Enhancing Technologies, Identiy Management parts of their personal data (ic. pares of their identities). Hence,
. b ) cach role or communication relationship could be associated ity
& partial identity of this persop, proy example in Figure | Ajige
L INTRODUCTION reveals different partialidentioy different. communication
In today’s information society, users have lost effective control partners. In the non-clectronic world, individuals naturally had
. over - their personal - spheres, The promotion of Ambient control over the relegses of partial identities to ofher parties. In
Intelligence applications, where individuals are mostly unawape pf our modern age of clecqunie communication, anIqentiy
2 constant data collection ang Processing in their surroundings, Management System can help the user 1o mangge. g1 her/his
Will even sharpen this. proplem. It is however critical 1o gy partial identities, i e depending on the user’s eypon role or
society and to democracy (o Tetain and maintain- indiyidyg g communication  parner. (e Identity  Management System
autonomy and thys o Protect privacy ang Particularly - the SUPPOTS the user to control whqt personal information about i
individual’s right to.informatina: self-determination, poyerfy] is revealed (o others,

tools for technically enforcing ygey control and informationg sef. ) o
determination as well as Ppseudonymity ang anonymity can pe Identity Management subsumes aj functionalities that support the
use of multiple identities by gy, identity owner (user-sige IDM)
and by those parties with whon the owner interact (services.sice
OBYHENL S held by the author/oune. Permission o make digita] o IDM). The PRIME project addresses privacy-enhancing DM (o
hard copies of gl or part of this work for Personal or classroom use js support  strong privacy by particularly avoiding or reducing

granted without fee.

Symposium On Usable Privacy gng Seaurity (SOUPS) 2005, uty 68,

2005, Pittshy h, PA, USA. N .
Hisburg A ‘hnp://www.pmne-pmjecz.cu.org/
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Motivation/Overview

Users have lost control of personal info
Ambient intelligence apps exacerbate this

Critical to democracy to maintain autonomy
and right to information self-determination

PRIME is an ldentity Management (IDM)
system that addresses this need

Three design paradigms for IDM PRIME
Legal requirements inform PRIME usability
HCI studies of PRIME IDM paradigms

16
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PRIME

= roles, partial
identities

= user/services-side
IDM

= design must start
from max privacy

= user-controlled
pseudonyms

= user-controlled
linkability

k_. Husband Glenn
— N

Alice’s identity Hospital

Figure 1. Partial identities of a person for different roles

and relationships.
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PISA

derived HCI guidelines from privacy law

Just-In-Time-Click-Through Agreements
(JITCTAS)

Drag-And-Drop Agreements (DADAS)
PRIME seeks to build off PISA

18
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Role-centered Paradigm

control of data dictated by roles

each role has different disclosure prefs. for
diff. data types

icon bar that fits into browser

user has to click role before transaction, has
to switch role when is no longer appropriate

didn’t user test these mockups

19
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‘ Relationship-centered Paradigm

= user defines diff. —
(e |

Fle Edt Vew Favorkes Took Heb

privacy prefg. foreach = = = = = =
service provider '--  rr—— i

Ll

0 default relationship is Organte Favertes,
“anonymous” but can be [T e

overridden i,
= no extra steps @ oo W
introduced during Rt e
brOWSmg —— ,,mark list with role jeopg
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‘ TownMap-based Paradigm

= roles map to areas

2 Neighborhood (rel.
pseudonymity, default)

2 Public (trans. pseudonymity,
default)

3 Work (rel., role pseudonymity) N

= houses
3 user’s house

2 bookmarked service
providers

Figure 4, TownMap with by ullding tools visible

Figure 8, Tilted TownMap visible
LS.

”" — A
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Legal Privacy Requirements to PRIME

Info to be user right to obtaining consent |data
© o |provided to access / rectify /  |from user minimization
35 |user block / erase data
- < & object
» |users must user is conscious |“unambiguous,” n/a
O & |know whois |of, understand, “explicit,” or
L3 controlling and can exercise |“informed” user
< © :
) 5 |data and for |rights consent
o O |what purpose
machine- info about data automatic possible
O o |readable subject’s rights disclosure; conflict:
T O . : : :
= policy, has to appear in  |dialogue box; predefined
= 3 |displayed by |the policy, mobile phone roles and
E S PRIME Ul, link {obvious tools for |informed consent; |defaults
to full policy, exercising rights  |consent by DnD

22
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‘ Obtaining User Consent

= auto disclosure: certa ppe— e i .|

-------

for specified purpose Send d;gg; i )

0 user can change/disab = oo e \
4 user should be remin

= dialogue box: inforn

= mobile phone IC
linked or scrollable f
0 bandwidth limits, “S

Figure 7. DAD, o0 send credj :
] Consent by DnD ADA ¢t .d redit card info (upperpanofa

screen shot),
=

0 avoid automatic behavi oo ot |

A can be used for confirn Figure 6. Send data?
W-'

- - -
— -
-~

Anon P, ayService
SWeden
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Evaluation

= 8 usability tests, 71

participants

m 2 sets questionnaires,

34 participants

= 1 comparison, 66
participants

= pilots, interactive
mockups, 1—on-1
post-interviews

Disclosure icons short test: 18 participants (high school
students) tested on two triplets for setting disclosure
options for personal data.

Rc]ationship-ocmtrcd ¢-shopping in the mock-ups: one
whole-scenarios usability test with 7 test participants: a

(the laptop solution made jt possible to visit participants
in their homes),

Town.\‘lap preference test (briefly described in 6.2.5):
34 test participants.

y ) V g

et
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Discussion

users had diverse preferences for icons to symbolize roles
0 so, let users define icol =X

users had problem m¢ |- 2| ( )
and services-side IDN | ‘ :

o HCI principle: Ul shoulc

Figure 8. “Anonymous” and PRIME masks

users have trouble tru
although reasoning is

0 visible assurances that

unclear perception of |
pseudonyms and “real
o prevent manual entry of

g a name icon to see transmission history \

Figure 9. Draggin

transaction animations (foot print icon at the gate)

7 —

25
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Criticism

contributions

2 3 paradigms

0 law-derived PRIME usability guidelines
study findings are weakest

2 not enough methodological description
2 not enough raw data presented

26
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Class Discussion

iInformational self-determination?

Dan Ariely, “Are We In Control of Our Own Decisions?” 2008 TED Talk

what does this mean for us? research? ethics?

27
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‘ Class Discussion

Supporting Trust Decisions
Internet users are increasingly being asked to make trust decisions,
and the consequences of a wrong decision can lead to viruses,
Spyware, and identity theft. Our goal is to understand how people
make trust decisions, currently in the context of phishing scams, and
to develop user interfaces, algorithms, and other support tools to help
People make better decisions. This work is funded by National Science
Foundation CCF-0524189

¢ Getting Users to Pay Attention to Anti-Phishing Education: Evaluation of
Retention and Transfer (APWG eCrime 2007)

® User Interfaces and Algorithms for Fighting Phishing, a talk in August 2007
Summarizing our work to date. An older version of this talk is available as a
Google TechTalk.

. Anti-Phishing Phil: The Design and Evaluation of 3 Game That Teaches People
Not to Fall for Phish (SOUPSZOO?)

. Anti-Phishing Phil game

e CANTINA: A Content-Based Approach to Detecting Phishing Web Sites
(WWW2007)
Protecting People from Phishing: The Design and Evaluation of an Embedded
Training Email System (CHI 2007)
Phinding Phish: An Evaluation of Anti-Phishing Toolbars (NDSS 2007)

' 2
» Does education have a role”

y ) V g
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Class Discussion

Is TownMap a priori better than a slider bar?

TownMap

Slider Bar

- difficult metaphor

+ standard metaphor

+ may increase awareness
of how many institutions
have their information

+ probably faster

<add your own>

<add your own>

29
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Class Discussion

how do we know that we can trust these user
studies if we are missing methodology,
results in the papers?

"l believe that all research ultimately depends on trust, whether it is qualitative
or quantitative" -Deborah Tatar, in a meeting 11/18/09

What counts as evidence?
What counts as substantial contribution?

“As Allan Cooper explained about targeting a product to a receptive user
group: “80% of people in focus groups hated the new Dodge Ram pickup.
[Chrysler] went ahead with production, and made it into a bestseller because
the other 20% loved it. Having people love your product, even if it is only a
minority, is how you succeed.” -Bergmann et al., 2005

30
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Goals/Values

important to limit up-front customization while
providing for variety of customization

should help the user enforce his rights of
informational self-determinism

should avoid PET jargon

should be “comfortable” for both novice &
expert users

SNou
SNou
SNOou

d not require explicit learning process
d not demand extra clicks/key-presses
d err on the side of anonymity

Gl
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