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Purpose of Paperp p
Investigates social representations of IS in 
healthcarehealthcare. 
Consider questions of IS security as socially 
constructedconstructed.
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Social Representations Perspective
Social Representations Perspective …

are Socio-cognitiveg
assumes social representations and practices are related to each 
other and mutually influence each other over time
act as sensitizing conceptsact as sensitizing concepts
are Polyphasic
are not static
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Employee Age and Yrs at Hospital
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Interview Focus
1. background information on respondent’s job 

and situationand situation
2. respondent’s use of IS
3 definition of IS security3. definition of IS security
4. threats to IS security

management of IS security5. management of IS security 
6. peers and future perspectives on IS security 

d t iti l i id t l t d t IS7. anecdote or critical incident related to IS 
security
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Categories From Respondents’ Disclosure
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Mean frequency of occurrence of topics defining IS security
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Mean frequency of occurrence of topics defining IS security
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Mean frequency of occurrence of topics defining IS security
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Employee Comments
Technician:

“Everybody [is responsible for IS security] All of usEverybody [is responsible for IS security]. All of us. 
Everybody who works here has some kind of access 
to patient information, so anybody could be a potential 
leak.”

Physician:
“I th h it l h ti t th t i“In the hospital, we have patient care that is 
confidential. It [patient care] is between a patient and a 
physician, or with the people who are taking care of p y p p g
this patient. You don’t want it to be out in the open.”
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Employee Comments
Manager:

“Sometimes HIPAA is applied a little bit too well It isSometimes HIPAA is applied a little bit too well. It is 
practiced and sometimes it gives very funny results…”

Nurse:
“Physicians have an access to systems that is 
different from the one that nurses have. Depending on 

titl it d t i h h t Wyour title, it determines how much access you get. We 
know that physicians go get the charts they are not 
supposed to get and [they] try to change things pp g [ y] y g g
because they forgot to do something. Sometimes, they 
steal someone else’s password.”
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Employee Comments
IS Professional:

“We have viruses that keep coming in They canWe have viruses that keep coming in. They can 
dismantle the hospital’s systems within minutes, so we 
are continuously developing more and more 

f faggressive tools for virus detection, and for intruders. 
We are doing things of that nature on a daily basis.”
“In my view you have IS security when you have yourIn my view, you have IS security when you have your 
computer to work its best.”
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Conclusion
IS Concerns

IS Professionals focus on computer attacksIS Professionals focus on computer attacks.
Hackers
Malware
Security awareness

Others on human element.
Other employees curiosityOther employees curiosity
Password sharing
User responsibility

Need for better communication on IS 
concerns
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Discussion
Had there ever been a case of theft of 
information at the hospital?information at the hospital?
Did other factors effect the answers?

th t f ti i th fi ldthe amount of time in the field
age
personal involvement in an IS incidentpersonal involvement in an IS incident

What kind of IS training was provided?
O l 39 f 2 000 l Th ’Only 39 out of over 2,000 employees.  That’s 
less the 2%.
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