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“Privacy is an interaction, in which the 
i f ti i ht f diff t ti llidinformation rights of different parties collide. 
The issue is of control over information flow 
by parties that have different preferencesby parties that have different preferences 
over ‘information permeability’.” ~ Eli Noam
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Ubiquities Computing Privacy Issues
1. Data invisibly captured and analyzed

B ki d i ti h i l d i l2. Breaking down existing physical and social 
boundaries in local settings
D t ibl t l d ti f3. Data accessible at places and times far 
removed from its original context

4. Easy access to information gathering 
devices
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OM-AM
Objectives, Models, Architectures, and 
Mechanisms (OM AM) frameworkMechanisms (OM-AM) framework

Requirements
Objectives and ModelObjectives and Model

How to meet these requirements 
Architecture and MechanismsArchitecture and Mechanisms 

Objectives
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Asymmetric Information
Environments with asymmetric information 
describe situations in which some actors holddescribe situations in which some actors hold 
private information that is relevant to 
everyoneeveryone.
Effect on market

PositivePositive
Negative
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Asymmetric Information
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Principle of Minimum Asymmetry
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Principle of Minimum Asymmetry

Bob (Data Collector)

Alice (Data Owner) Carol (Future Data User)
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Principle of Minimum Asymmetry
Market Forces
S i l FSocial Forces
Legal Forces

Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech



AIF
Approximate Information Flow (AIF)

Information SpaceInformation Space
Data Lifecycle
Themes for Minimizing AsymmetryThemes for Minimizing Asymmetry
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Information Space
Principals

Persistence of dataPersistence of data
Observational accuracy of data
Observational confidence of dataObservational confidence of data

Boundaries
Ph i l b d iPhysical boundaries
Social boundaries
Activity based boundariesActivity-based boundaries
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Data Lifecycle
Collection

the point at which data is gatheredthe point at which data is gathered
Access

th i t t hi h d t i i iti ll t dthe point at which data is initially requested
Second use

use and sharing of data after initial access has 
been made
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Themes for Minimizing Asymmetry
Prevention

k t th t d i bl fseeks to ensure that undesirable use of 
private data will not occur

AvoidanceAvoidance
carefully considering the context in which data 
exchange takes placeexchange takes place

Detection
th t d i bl illassumes that some undesirable use will occur, 

and seeks to find such incidents in the hope that 
privacy violators will be held accountable
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privacy violators will be held accountable



Design Space of Privacy Solutions
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Contributions
The AIF model useful for analyzing tools.
Th id th i i i i t i dThe idea the minimizing asymmetry is good 
for all parties involved.
U i AIF t tif d tUsing AIF to certify products.
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Discussion
Would it be to difficult to move from the 
asymmetric information flow model we haveasymmetric information flow model we have 
now?
Could this be legally enforced?Could this be legally enforced?
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