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Papers

A User Study of Policy Creation in a Flexible 
Access-Control System

User study comparing ideal vs. Grey policies

Seeing-Is-Believing: Using Camera Phones 
for Human-Verifiable Authentication

SiB – a system that uses 2D barcodes and 
camera phones for authentication

Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

A User Study of Policy Creation in a 
Flexible Access-Control System

Lujo Bauer
Lorrie Faith Cranor
Robert W. Reeder
Michael K. Reiter

Kami Vaniea

Carnegie Mellon University, 
Pittsburgh, PA, USA

University of North Carolina, Chapel 
Hill, NC, USA

Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

Outline

Introduction/Motivation
Grey
Methodology

Ideal Policies
Physical Key Policies

Assumption about hidden keys
Grey Policies

Discussion 

Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

Introduction

A study of an access control system, Grey.
Almost identical setup as in the user study 
from Tuesday.

Same building.
Differences:

More users, 29.
Longer period, 11 Months.
Only access to physical resources studied.
Focus is on user policy - “ideal” vs. actual
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Contributions
Document a collection of ideal policy data.

Develop a metric and methodology for quantitatively 
comparing the accuracy of implemented policies.

Present a case study in which a smartphone-based 
discretionary access-control system outperforms keys 
in overall security and effectiveness of implementing 
users’ desired policies, and identify the features that 
account for these improvements.

Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

Grey

Distribute access-control system.
Uses off-the-shelf smart phones.
Smart phones can communicate with 
computers imbedded in the doors to gain 
access.
Owner of a resource can define proactive and 
reactive policies, e.g. give access on request 
or proactively grant access.  
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Methodology

Environment
Office building.  

Users
Professors, Students, and Administrative staff.

Procedure
Extensive data logs and user interviews.
Initial interview

Ideal policy
Regular interviews

Physical key and Grey policy. 
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Methodology cont.
Analysis

Access-control policy defined per resource, with a 
rule for every resource user.
9 resources, 27 users each.
Analyzed log data to determine all 244 rules in the 
Grey policies.
Obtained physical key policy from interviews. 
Determined discrepancies between ideal and 
actual policies and recorded false accepts, and 
false rejects.
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Ideal, physical key, and Grey policies

Ideal policies 
constructed 
from interviews
Physical key 
and Grey 
determined 
from actual 
practices.
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Physical Key Policies

Causes of discrepancies
Hidden keys were available to unauthorized users.
Logging (I2) was not supported.
Notification (I3) was not supported.
Approval upon request (I4) when the owner is not 
physically present at the resource was not possible.
Key distribution was inconvenient.
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Hidden Key Assumption
Optimistic assumption

Users will respect the key policy

Moderate assumption
Users will use any hidden key located in a space to which they 
have access by the key policy, e.g. cubicle farm.

Pessimistic assumption
Users will use any hidden key, e.g. hidden key in a professor’s 
office.
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Hidden Key Assumption cont.

Counts of key policies’ false accepts and rejects by cause, under 
the moderate assumption about knowledge of hidden keys.
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Grey Policy 

Closely matched ideal 
Deferred delegation assumption 

10 false rejects
No support for notification

3 false rejects
Grey can easily be extended via a services like 
SMS
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Results



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

Discussion/Conclusion
“Permissiveness”

Easy delegation does not cause excessive permissiveness.
Because people can easily manipulate policies the grey policies 
are more restrictive than the physical key ones, manly due to the 
hidden keys.

Transitive delegation
Outside the study – some users wanted non-transitive delegation 
as well, e.g. for “trusted person”.

Arbitrary grouping granularity
This feature of Grey was not explored due to small participant 
pool.

Conclusion: Grey policy matches ideal more closely than 
physical key policy.
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Class Discussion

Is the study setup to succeed? 
Not clear how ideal policies are derived.
How about temporal policies?
Non-transitive delegation.

As the paper points out, the study evaluates 
the needs of the resource owner, which might 
be different from the ones of the recourse 
user. 
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Seeing-Is-Believing: Using Camera 
Phones for Human-Verifiable 
Authentication
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Introduction

How to tackle the problem of authenticating 
communication between devices?
Researchers observe that in many cases 
users can visual identify the device.
Solution:
Exploit this secure “visual channel” using 
camera-equipped mobile phones as a way to 
“bootstrap” secure communication over an 
unsecure channel, such as Bluetooth.
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Related Work
Diffie-Hellman key exchange is a classic mechanism 
for establishing a secure communication.
Suffers from Man-in-the-middle attack (MITM)
Solutions in related work:

Pre-established secret password
Not practical in devices with limited keyboards

Visual metaphors for keys
Requires users to manual inspect metaphors

Physical contact
Cumbersome

Another solution: SiB!
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Seeing-is-Believing (SiB)
SiB solves the MITM 
attack. 
Also provides 
demonstrative 
identification – the user is 
sure that her device is 
communicating with that
device. 
The requirement is that 
both devices have a 
camera and can display a 
2D barcodes.
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Diffie-Hellman key exchange 
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Diffie-Hellman key exchange 
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Eavesdropper Eve can intercept the 
communication but can’t modify it.
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Diffie-Hellman key exchange 
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base

huge prime 
number

private key

public key

unsecure channel

private key

shared secret
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Diffie-Hellman key exchange 
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Eavesdropper Eve cannot construct K from 
this information
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Diffie-Hellman key exchange 
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If Eve can tamper with the channel, she 
can discover Alice, and Bob’s secret
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Diffie-Hellman key exchange augmented 
with SiB

Solution:
Compute a hash of the 
public key
Transform hash to 2D 
barcode
Transfer it over secure 
visual channel
Transfer public key over 
Bluetooth
Recompute and compare 
hashes
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Requirements for SiB

Authentication can 
be:

Unidirectional
Biderectional

Presence
Authenticating device 
is certain of its 
proximity to the other 
device

Useful in a smart-home
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Can device of type X authenticate 
device of type Y?
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Applications of Unidirectional Authenitcation 

Sticker
Wireless access point
Public network printer

Uses with Trusted 
Platform Module 
(TPM) in TCG-
compliant computing 
platform
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Application with a TPM 

TPM configured by user or vendor with Owner 
Authorization Data (OAD), e.g. password 
“Spyware” can log keystrokes and other inputs 
on a computer.

It can capture the password while user enters it.
Solution:

Hash code of the public key is affixed to the 
computer.
OAD is stored on the phone.
Transmitted only if TPM’s public key is authenticated.
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Application with Screen Ownership  
Platform Configuration Registers (PCRs) 

Can be used to ascertain that particular software 
configuration is running.

Solution:
Initial configuration

Generate public/private key pair based on PCRs.
Generate barcodes based on the public key and 
capture them with the camera.

Subsequent verification
Phone presents cryptographic challenge.
Application signs it with private key. 
Only untampered application will display the correct 
barcodes.

Requirements (for window manager)
Application is “always-on-top”.
Other application cannot screen capture.
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Presence 

Device with no camera can detect the “presence” of 
another device near it.
The device displays a barcode.
Only devices that can “see” the barcode can properly 
encode data and send it to the authenticating device.
Useful in the context of a smart home.
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Implementation Details

Run on Nokia 6600 runnig Symbian OS.
Barcode has Reed-Solomon bits to detect 
errors in recognition.
SiB is able to process 2 or 3 barcode 
snapshots per second.
Successfully read up to 5 barcodes from a 
single image for a sustainable rate of 10 to 15 
barcodes per second.
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Security Analysis

Small barcodes can be susceptible to brute 
force attacks.
Solution:

Use multiple barcodes to achieve useful data 
content of more than 80 bits – industry standard.
Use ephemeral Diffie-Hellman keys.

Very limited time for the hacker to discover key.
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Security Analysis cont.
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Conclusion

SiB achieve human identifiable authentication 
between two devices

Protects against MITM attacks
Provides demonstrative authentication

SiB can be used in
Bi-directional authentication
Unidirectional authentication
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Class Discussion

Is SiB practical in any case other than when 
both devices have cameras and displays?
Both in the TPM case and other unidirectional 
authentications, SiB protects only against 
software-based attacks. Is that sufficient, for 
example, in the public printer case?
Can bigger displays and better cameras for 
current cell phones be used to improve the 
system?
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