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Human factors and system’s engineering
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Privacy
Non-electronic situations

A “boundary regulation process” of accessibility depending 
on “context” (Altman)
A “personal adjustment process” (Westin) balancing the 
desire for privacy against the desire to interact in the 
context of social norms and their environment

Electronic systems
A distinction (Solove) between access control (regulating 
access to information about oneself) and risk management
(reducing likelihood of unintended/undesired usage)
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Personal attitudes
Behavior does not always coincide with expressed attitudes

Economic perspective (“privacy economics”)
efficiency of transactions aided by disclosure or 
value of short-term disclosure weighed more heavily than long-term 
effects)

Psychological perspective
the temptation to reveal
more concerned about disclosing information perceived to be varying 
from the norm

Highly variable from person to person
“Unconcerned” or “marginally concerned” (20-25% of the 
population)
“fundamentalists”
“pragmatists”

“identity aware” (concerned with specific personally identifiable 
information)
“profile aware” (concerned with characterizing information)
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Human factors 
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Importance of human factors (“Since security mechanisms are 
designed, implemented, applied and breached by people, human factors 
should be considered in their design.”)

Studies show that users do not employ 
recommended practices in password 
management (e.g., short passwords kept for long periods)

A study:
Web survey (139 responses)

Half of respondents from Company A
Remainder from global community

In depth interview (30 subjects)
Equal numbers from Company A and B
Semi-structured, allowed open-ended 
suggestion of new issues

Findings in four areas

Theme: user-centered design and user training are 
central to good security
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Finding 1: Multiple Passwords
Multiple passwords 

required by different applications/systems
Mandatory expiration often enforced

These factors encourage users to employ unsafe 
practices

write down the passwords (50% of survey respondents)
poor password design

Repeated use of same password
Short/easily cracked passwords
password linking (name1, name2, name3,…) (50% of 
respondents)

The dilemma: users “perceive their behavior to be 
caused by a mechanism designed to increase 
security.”
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Finding 2: Password Content

In selecting passwords
Users have inadequate knowledge of how to select 
passwords (dictionary words and names were often used)
Users did not understand how cracking works

Dilemma: 
“restrictions introduced to create more secure password 
content may produce less memorable passwords, leading 
to increased password disclosure”
“having to circumvent security procedures lowers users’
regard for the overall security arrangements in the 
organization, which, in turn, increases password 
disclosure.”
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Finding 3: Work Practices

Passwords must (be perceived to) be 
compatible with work practices

Users in Organization A found individual 
passwords for group work to be undesirable 
(individual passwords were seen by Organization 
A as allowing better accountability/audits)
Users rejected Organization B’s practice of having 
group passwords for individual personal 
information (email)
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Finding 4: User’s perceptions

Lack of information on security threats and security 
goals lead users to develop their own (“often wildly 
inaccurate”) models that guide their behavior

Users considered personnel files and email as sensitive but 
customer information was seen as less sensitive (was this 
in line with the organization’s interests?)
Users considered their password safety less important 
because their role in the organization was not important.
Users had confusion about authentication (believing that 
user IDs were similar to passwords and had to be 
constructed and secured in the same manner).
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The downward spiral

Security departments, motivated by the need-to-know principle, 
insufficient inform users of treats and security procedures

Security mechanism/policies are developed that are not based on 
user-centered design and, therefore, have lower usability

Users perceive that the security mechanisms/policies interfere with 
work practice and, lacking better information, develop behaviors
based on incorrect models of threats and information sensitivities

Security departments perceive users’ behavior as “inherently 
insecure,” which reinforces their reluctance to share information 
with users
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Recommendations

Inform users
Good practices on password design; provide feedback 
during password construction process.
Existing and potential threats
Which systems/information is sensitive and why.

Security should be visible
Detect and challenge in a constructive manner insecure 
user behaviors

Employ a user-centered design philosophy to 
ensure that security mechanisms align with user 
practice.
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Engineering for privacy

Three technical “spheres”
User (person’s device)
Recipient (organization to 
which user’s information 
is disclosed)
Joint (data hosting and 
related service, aka the  
“cloud)

Privacy concerns 
(see table)



Usable Security – CS 6204 – Fall, 2009 – Dennis Kafura – Virginia Tech

Fair Information Practices

Focuses on “notice” and “choice”
Tailored to e-commerce
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Design factors

Network centricity (e.g., a location aware 
system in which the user does not have to 
disclose their location to a central server vs. 
one where the central server knows (and can 
possibly share with others) their location)

Identifiability (a (pseudo) anonymous identity 
or providing attributes (role, right) rather than 
identity to accomplish a transaction
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Architecture types

Privacy-by-architecture (the way the system is built)
Privacy-by-policy (the rules which control the system)
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Degrees of Identifiability
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Implementing Privacy-by-policy
A site can instill trust by revealing:

type of information collected
use of information
conditions for sharing this information with others

and restriction upon or policies of such third parties
security of the information
how users access information about themselves

access to full individual profile should be accessible
how to provide/withhold consent

Notification of collection/consent
judicious interruption of user
user Preference policies can minimize interruptions

Enforcing compliance
Compliance engines (validates access against privacy policy)
Auditing mechanisms (reveals possible breaches leading to sanctions)


