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ABSTRACT

‘We address the problem of providing data subjects with self-selected
controls on access to their personal information. Existing approaches
for this are not always sufficient in terms of offering the degrees of
control and scope for individualization of access policies that are
needed for personal data protection (and usage). We introduce a
conceptual framework, a syntax, a semantics, and an axiomatiza-
tion of a generalized form of access control meta-model, which
may be specialized in various ways to enable data subjects to spec-
ify flexibly what access controls are to apply on their personal data.

Categories and Subject Descriptors

D.4.6 [Security and Protection]: Access Controls.; D.2.8 [Software
Engineering]: Metrics—Logic, Security

General Terms
Security. Theory.

Keywords

Access Control Models, Integrity, Privacy Policies

1. INTRODUCTION

The emphasis in access control has been primarily on organi-
zations determining, specifying, maintaining and enforcing poli-
cies for controlling access to the “organization’s” data. There are,
however, a number of applications that require individual (espe-
cially human) entities to be able to choose flexibly what of their
data should be accessible to whom, for what purpose, and in what
circumstances.

The idea of entities having more control over the release of ele-
ments of their medical information (e.g., for health insurance quotes)
to selected recipients has received attention (see, for example, [26])
and the idea of entities having control on access to “their data”
when it is stored in e-form has even been viewed as an (inalien-
able) right [28]. A key research question thus arises: how can enti-
ties be provided with adequate means to enable them to define the
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often highly subject-specific access control policies that they may
require to hold on their data?

The closely related problem of helping to preserve the privacy of
an entity’s personal data has recently received attention (see, for ex-
ample, the work on P3P [18], EPAL [5], Hippocratic databases [21],
and XACML [2]), and several researchers in the access control
community have proposed various “privacy-aware” access control
models [23, 22]. Although these approaches allow data subjects' to
express some controls on access to their personal information, we
argue that, to differing extents, they do not provide sufficient ex-
pressive power for individually tailored access policies (e.g., typi-
cally they offer only limited opt-in/opt-out choices) and they fail to
accommodate adequately several elements of access control (e.g.,
trust, delegation, meta-policy specification, and multi-policy speci-
fication). We also argue that, to varying degrees, these existing pro-
posals have shortcomings in terms of at least one of the key criteria
of: providing a shared conceptual view of core access control con-
cepts, providing a common, shareable syntax, having an axiomatic
base, and having a well-defined declarative semantics.

The limited expressive power that is offered by existing propos-
als for personal data protection, compromises the flexibility that
data subjects have for specifying the precise access controls they
wish to apply on “their” data. As such, existing approaches fail
to satisfy adequately Westin’s much quoted requirement, for pri-
vacy, that agents must be able “to choose freely under what cir-
cumstances and to what extent they will expose themselves, their
attitudes, and their behavior, to others” [29].

Our focus is on providing data subjects with means for defin-
ing access controls on their data, to help to ensure its confiden-
tiality and so that the data may be used for the data subject’s per-
sonal advantage. We regard privacy as essentially a confidentiality-
preserving problem that demands that extensions to existing access
control models be developed.

The contributions that we describe in this paper may be summa-
rized thus. We introduce a novel form of general (and thus com-
monly applicable), abstract meta-model of access control that can
be specialized in multiple ways. We define a syntax, a semantics
and an axiomatization for the model, which may be shared by data
subjects, data controllers and data requesters. All of the models
and policies that are expressed in terms of the syntax that we intro-
duce have a common logical semantics and a common semantics is
given to certain predicates that are included in the language that we
introduce for defining our meta-model. Our key motivations are
to provide shared concepts, syntax and semantics to facilitate ac-

"Henceforth, we use the term data subject to refer to a human user
that contributes personal data to a data controller, which manages
the storage of that data. A data user requests access to a data sub-
ject’s information held by a data controller.



cess control policy representation, negotiation and exchange. An-
other motivation is methodological: we regard access control as
representable in terms of a finite set of “self-evident axioms” (cf.
Spinoza’s Ethics) and access control models and policies as par-
ticular theories derivable from the (general) axiomatization. Our
approach may also be viewed as defining a meta-model of access
control that may be specialized to derive particular access control
models and policies. Our methodological position is to emphasize
universal not particular concepts and with a view to avoiding the
(counter-productive) development of the next 700 access control
models and 700 privacy models (cf. [6]).

In this paper, the specific focus is on the use of our general ap-
proach for deriving specialized access control models for personal
data protection and exploitation; the example policies that we de-
velop for this purpose will be referred to as the self-managed access
control (SMAC) policies.

SMAC policies provide data subjects with control over a variety
of aspects of their personal data; in particular, data subjects may
specify the purposes for which their data may be stored and used,
and the recipients that may access this data. Purpose and “exter-
nal recipients” are common features in privacy policies; retention
is the third key component that is typically found in privacy pol-
icy specifications and is usually interpreted in terms of data stor-
age times. However, we prefer to consider contextual accessibility
criteria. We argue that personalized access control is a highly rel-
ative notion and that contextual accessibility is fundamentally im-
portant for providing a policy author with the flexibility to define
various context-based constraints on access to their personal data
(e.g., times at which personal information is to be made accessi-
ble). Contextual accessibility subsumes retention as data storage
and allows for highly dynamic policies to be defined by data sub-
jects for protecting their personal data. Another novel feature of our
approach is that policies on access to personal data is facilitated in
a distributed as well as a dynamic context. In particular, we allow
data subjects to choose freely what sources of information are to be
used to determine authorized access to their data. The term “pol-
icy author” is interpreted quite liberally by us as applying to both
data controllers and data subjects. Data subjects may revise a data
controller’s policy on the release of their personal data or the data
subject may define its own policy on the release of this data. We
use logic (rather than languages like P3P and EPAL) for succinct
policy specification and to facilitate policy review and compliance
checking by theorem-proving.

Although we recognize their importance in self-managed access
control, due to space constraints, we will not consider obligations,
audit policies, and hierarchies of objects or of purposes. We as-
sume that data is stored and transmitted securely and that sound
methods of authentication of data subjects, controllers and recipi-
ents are employed.

The remainder of the discussion is organized thus. In Section 2,
we describe basic technical notions. In Section 3, we describe the
core relations and axioms of our meta-model of access control. In
Section 4 and Section 5, we consider the representation of various
privacy-enhanced access control models and policies in terms of
our formal framework. In Section 6, we consider practical matters.
In Section 7, we discuss related work. In Section 8, conclusions are
drawn and further work is suggested.

2. TECHNICALITIES

In this section, we describe the language for formulating our
meta-model and specialized instances of it. We only describe the
basic syntax and semantic notions (the minimum details to make
this paper self-contained in terms of formal details); we refer the
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reader to [9] for further information on the formal language. It is
essential to note from the outset that the logic language is used as
a meta-language to describe object-level access control concepts in
a precise way. Our approach does not rely on our particular choice
of meta-language for description.

The main sorts of constants in the (non-empty) universe of dis-
course that we assume are as follows:

e A countable set C of categories, where co, c1, . . .
used to denote arbitrary category identifiers.

are (strings)

e A countable set /Iy of data subjects and a countable set /Cgy,
of data users (requesters for access) where o, K1, ... are
used for (key) identification.

e A countable set A of named atomic actions, where ag, a1,
. are (strings) used to denote arbitrary action identifiers.

e A countable set R of resource identifiers, where ro, r1, ...
denote arbitrary resources (e.g., process identifiers, IRIs);
r(t1,...,tn) is an arbitrary n-place relation that represents
an “information resource” where ¢; (1 <4 < n) is aterm, a
function, a constant or a variable. An n-ary relation may be
uniquely identified from the combination of predicate sym-
bol, arity and location e.g., its URL.

e A countable set P of purposes, where po, p1, . .
used to denote arbitrary purpose identifiers.

. are (strings)

e A countable set of meta-policy identifiers; for example, c (for
closed policies), o (for open policies), do (for a denials over-
ride policy), . . .

e A countable set 7 of time points, 0,71, .. ..

e A countable set £ of event identifiers, eo, e1, . ..

Informally, a category (a term which can, loosely speaking, be
interpreted as being synonymous with, for example, a type, a sort,
a class, a division, a domain) is any of several fundamental and dis-
tinct classes or groups to which entities may be assigned (cf. [6]).
In addition to allowing arbitrary forms of categories, the language
that we choose is also not fixed in terms of things like the specific
actions or purposes that are admitted (for generality). It should be
noted that categories are not restricted to representation as prop-
erties; relations may be relevant too (cf. “taller than” and “tall”).
The categories of interest will be application-specific and are de-
termined by usage (individual, community or universal) rather than
by necessary and sufficient conditions.

Times and events are important in our language to treat entities
that may change category assignments. On times, we adopt a one-
dimensional, linear, discrete view of time; a total ordering of time
points that is isomorphic to the natural numbers. In this paper, we
represent times in YYYYMMDD format. Two special time points
will be important: 0 denotes the start of time and oo is an arbitrary
maximal future time. We omit details on our choice of signature,
but we assume that various comparison operators exist on times
{<, <, >, >}, with their usual interpretation (e.g., t1 < t2 iff time
point ¢; is earlier than or the same time point as ¢2), and that arith-
metic operators may be applied on times, e.g., {+, —} for relative
times. It is important to note that we adopt a “first-order” view of
time, but other temporal systems can be incorporated in the scheme
that we describe (fibring [20] is entirely consistent with our aim of
generality).

The access control models and policies that we will develop are
expressed using identification-based logic program (IBLP) rules [9],
which take the form:

A— AL — v, ..., Am < U, not Amt1 < Umy1,
.y not Apgn < Uman (m > 0,1 >0)



Here, the head A and each A; (1 < i < m -+ n) are atoms, and
each v; (1 < i < m +n)isaURIinR. The condition A; <« v;
is to be understood as A; as defined at v;. Where v; is omitted
from a condition then the literal in the condition of a rule is defined
in a local access control policy specification; conditions may be of
the form A; <= X where X is a variable that may be instantiated
by a URL. In simple terms, the semantics of an IBLP rule is that A
is true if A; is true at v; (1 < 4 < m) and not Aj is true at v;
(m+1 < j < m+n), where not A; is true at v; if A; is not
finitely provable at v;.

Functions are restricted to those satisfying the bounded-term-
size property [15]. Attention is restricted to finite structures. As
is conventional, variables in rules appear in the upper case; con-
stants are in the lower case. An access control policy is a finite
set of (locally) stratified IBLP rules [9], which admits a (finite)
categorical model-theoretic semantics. IBLP rules are expressed
in terms of a small number of core relations, each of which has
a fixed interpretation. Policy-specific predicates may be defined
by adding non-logical axioms to the logical axioms that define our
meta-model.

3. THE m” MODEL

In this section, we describe the common conceptual interpreta-
tion of access control and the common syntax and semantics that
are adopted in our proposed meta-model of access control.

We note that the point has previously been made [6] that multi-
ple access control models can be expressed in terms of a small set
of primitive concepts. In this paper, we develop a range of privacy
models, or (better) “privacy enhanced” access control models, from
the meta-model of access control, denoted by M, that we first in-
troduced in [6]. When M was first introduced, we argued that
its core elements could be variously specialized to meet particular
requirements. The privacy-based interpretation of M, henceforth
denoted by M7, is essentially one such specialization. The other
key point to note at the outset is that our concern is to define an ax-
iomatization of access control in its generality. From this axiomatic
base, access control models and policies may be developed (as log-
ical theories) to which operational semantics (e.g., proof methods)
may be applied to derive authorizations (as theorems) and to prove
properties of policies (as theorems).

For MF, we extend M to accommodate data subjects, data con-
trollers, denials of access, the notion of purpose, contextual acces-
sibility criteria and the flexible specification of permitted recipients
of a data subject’s personal data. For that, the following core (in-
terpreted) relations of the M” model (defined with respect to our
many-sorted language) are used:

e PCA, ad-ary relation, Kgs X Kgy X C X P.

e ARCA, a 5-ary relation, Kgs X A X R X C X P.
o ARCD, a 5-ary relation, g5 x A X R x C X P.
e PAR, a3-ary relation, g, X A X R.

e PRM, a3-ary relation, K45 X R x M.

The semantics of the n-ary tuples in PCA, ARCA, ARCD,
PAR, and PRM are, respectively, defined thus:

o (Kds, Kdu, ¢, p) € PCA iff a data user kg, € Kay is as-
signed to the category ¢ € C for the purpose p € P according
to the data subject x4s.

e (Kas,a,r,¢,p) € ARCA iff the permission (a,r) is as-
signed to the category ¢ € C for the purpose p € P according
to the data subject kgs.
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o (Kas,a,r,¢c,p) € ARCD iff a the permission (a,r) is de-
nied to the category ¢ € C for the purpose p € P according
to the data subject k4.

o (Kdu,a,r) € PAR iff a data user Kqy € Kqy is authorized
to perform the action a € A on the resource r € R.

o (kgs,r,m) € PRM iff the data subject k45 “controls” ac-
cess to the resource 7 € R and kg4, asserts that the meta-
policy m € M applies to access on the resource 7.

The semantics of the pca, arca, arcd and prm predicates can
also be understood in terms of a “says” relation (cf. [1]). That is, if
11 = pca(Kds, Kdu, ¢, ), Where IT is an access control policy spec-
ification, then the data subject kqs “says” that the data user k4, 1s
assigned to the category c for the purpose p. Similarly, for arca
(arcd) if 11 | arca(kas,a,r,c,p) A1 | arcd(kas,a,r,c,p))
then the data subject k45 “says” that the a privilege on r is assigned
(denied) to the category c for the purpose p. If IT = prm/(kas, r, m)
then kq4s “controls” access to r and kqs “says” what meta-policy,
defined in terms of arca and arcd, is to apply to access on r.

The elements in the set P AR are defined in terms of PRM,
PCA, and a specification of a particular meta-policy m, which it-
self is defined with respect to ARC.A or ARCD. The rules defin-
ing par for different meta-policies (closed (c), open (0), and denials-
override (do)) are:

par(Kqu, A, R) — prm(Kqs, R, ¢), pca(K4s, Kau, C, P),
arca(Kqs, A, R,C, P).

par(Kau, A, R) «— prm(Kas, R, 0), pca(Kqs, Kau, C, P),
not arcd(Kqs, A, R, C, P).
paT(Kdlm A, R) — prm(de, R, do),pca(de, Kdu» 07 P)7
arca(Kqs, A, R,C, P),not arcd(Kgqs, A, R, C, P).

Other meta-policies may be freely defined, provided that they are
expressed in terms of the core predicates of M7T .

On the semantics of par, for Il &= par(k4u, a,r) the require-
ment is (informally) that there exists a data subject x4 that “con-
trols” access to resource r and that therefore may specify that: a
meta-policy m applies on access to 7, K4, 1s assigned to the cate-
gory c for the purpose p, and the a access privilege on r is assigned
or denied (as appropriate to satisfy the meta-policy) to members of
c for the purpose p.

Purposes are important for a data subject to be able to express
fine-grained, highly individual access control requirements for help-
ing to protect “their”” data. On this, it should be noted that although
the concept of purpose is important in determining authorizations,
there is no argument for purpose in the relation named par. The
extension of par is the set of authorization triples (kqs, a, ) that
represents the permissions (a, ) that the data subject k45 has. In
access control, generally, when a data subject requests a permis-
sion, the subject does so because it has an intention to act or a
purpose for acting. However, this intention is typically ignored. In
privacy-oriented approaches, intention often needs to be made ex-
plicit. For example, in “privacy-enhanced RBAC” a member of a
role doctor (say) may be viewed as having different authorizations
depending on the different purposes a principal might have when
acting in the doctor role (e.g., when treating a particular patient
and when acting as a medical researcher). We ignore purpose in
terms of requesters for access and argue that purpose specifications
are relevant only in terms of the relationship between data subject
and data controller: the data subject decides what of its data may
be released by the data controller for what purpose.

For representing hierarchies of categories, the following defini-
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tion is included as part of the axiomatization of MT (where _



denotes an anonymous variable):

contains(C,C) «— dc(C,_),

contains(C,C) «— de(_,C),

contains(C’,C") « dc(C’, C"),

contains(C',C") « dc(C’,C""), contains(C"',C").

Authorization may then be defined in M ¥ terms thus:

par(Kau, A, R) < prm(Kas, R, c), pca(Kas, Kau, C’, P),
contains(C,C"), arca(Kas, A, R, C, P).

In this instance, a closed policy is specified as being enforced by
all data subjects, and contains is a definition of a partial ordering
of categories that are elements in the transitive-reflexive closure
of a “directly contains” (dc) relation on pairs of category identi-
fiers de(ci, ¢;), such that: T |= dc(es, ;) iff the category ¢; € C
(s # ¢j) is senior to the category ¢; € C in a category hierarchy
defined in IT and there is no category ¢, € C such that [dc(c;, ck) A
dc(ck, ¢;)] holds where ¢ # ¢; and cx # c;. Although the partial
ordering of categories is often a feature of access control models, it
should be clear that other relationships between categories may be
easily defined within the M model.

A motivation for us developing M [6] was to provide core ac-
cess control concepts that may be specialized for specific needs. In
terms of MT, ARC.A may be defined as a 6-ary relation g5 X
A X R xC x P x T toadmit permission assignments at an in-
stance of time t € 7, MFT say, and if an interval-based semantics
is required then ARC.A may, for instance, be defined as a 7-ary
relation Kgs X A X R X C x P x Ty x Ta, MFT say, where
[t1,t2] is the closed interval for which the tuple (kas, a, 7, ¢, p) is
in the extension of arca. Similar enhancements are possible to al-
low for spatial constraints, for example. It should also be noted that
defining arca and arcd in terms of a range of modalities beyond
the interpretation of “can” as permission, as described in [6], are
possible within the M” family of models. Moreover, access con-
trol constraints, like separation of “duties” [3], may be defined as
statements of the form,

L— A v, ..., Am < Un,
not Am+1 < Um+1, ..., N0t Amin < Umin,

which have the following semantics: a specification II (expressed
in the context of the M” model) violates its constraints iff IT |= 1
(where L is falsum).

In summary, our formalization may be understood in terms of
a triple (®,T", A) where ® is a definition of PAR, I" defines the
relationships between categories, and A is a set of constraints. Each
of these elements are specialized from M? to construct particular
access control models and policies. We consider this next.

4. SPECIALIZING THE m* MODEL

In this section, we describe the representation, in M7 terms,
of a range of extended existing access control models for person-
alized access control. We start our discussion by considering the
representation of privacy-enhanced RBAC in M?* terms.

Standard RBAC models [3] assume a single (limited) form of
category: the role. In ANSI Hierarchical RBAC, role hierarchies
are the only form of category-category relationships that are admit-
ted. The axiom that defines authorization in hierarchical RBAC can
be expressed thus (cf. [6]):

par(P, A, R) «— pca(P,C), contains(C,C"),arca(A, R,C").

In this instance, contains is the definition of a partial order rela-
tionship between pairs of categories (here restricted to roles) and a
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principal P has A access on resource R if P is assigned to a cat-
egory C' (a role) that inherits from a category C’ (a role) that is
junior to C” and such that the A privilege on R is assigned to C”.

To develop, in the context of M¥, privacy-enhanced hierarchi-
cal RBAC with subject-specified access controls and purposes, the
definition of authorizations (par) is expressed thus:

par(Kgu, A, R) «— prm(Kgs, R, ¢), pca(Kas, Kau, C),
contains(C,C"), arca(Kqas, A, R,C").

That is, a data user (requester) K4, has A access on resource R
if a data subject K45, which controls access to personal data in
R, says that K g4, is assigned to a category C' (in this case a role)
that inherits the A privilege on R, to which a closed meta-policy
on access applies, from a category C” (a role) that is junior to C.
Only positive authorizations may be specified in ANSI Hierarchical
RBAC and so a closed meta-policy is represented in the specifica-
tion above. Moreover, K45 in ANSI RBAC is typically a security
administrator as security administrators (rather than data subjects)
formally specify an organization’s access policy.

Some matters of significance should be noted at this point in the
discussion. In ANSI Hierarchical RBAC, prm is not required but
only because RBAC adopts the implicit assumption that data sub-
jects are not policy administrators; policy administration is the re-
sponsibility of an organization-selected security administrator (SA).
It immediately follows from this that, in ANSI RBAC, it is not
a data subject that “says” that principal-category and permission-
category assignments hold; by default, these specifications are the
responsibility of the SA acting for an organization and therefore
there is no need to capture the “says” relation explicitly. ANSI Hi-
erarchical RBAC is a special case of M in another sense: for
ANSI Hierarchical RBAC, pca and arca simply need to be spe-
cialized to omit any reference to a data subject. Alternatively, pca,
arca and prm may be used exactly as specified in the MT model
but with the SA as the data subject. These different views may be
flexibly adopted as is convenient. Either way, “privacy” may be
added to access control in a seamless manner via the M” model.
The M? meta-model can also accommodate ‘privacy-enhanced”
integrity models and business rules policies. We illustrate some of
these points in the remainder of this section.

To accommodate purpose with subject-specified access controls
in status-based access control [9], the axioms of M may be sim-
ply specialized thus (with the above definition of contains as-
sumed, with E denoting an event, and with C' in this case being
a category that combines ascribed and action statuses):

par(KdTM A7 R) — prm(de, R: C),pCCL(de, Kdlu Cy P)7
contains(C,C"),arca(Kgs, A, R,C', P).
pca(Kas, Kau, C, P") «— current_time(T), happens(E,Ts),
agent(E, Kg),act(E,A"), Ts < T,
pea_init(E, Kqu, C, A', [Ts, T), P'),
not ended_pca(K 4, C, [Ts, T), P").

ended_pca(Kas, Kau,C,Ts, T, P') < happens(E',T"),

agent(E', Ka.), act(E', A"),
pea_term(E', Kgu, A", C, [Ts, T], P'),
T, <T,T <T.

SBAC can also be specialized to allow for multiple business rules
policies [8] and, by using the M” model, business rules with pri-
vacy features.

Although SBAC may be viewed as a general form of RBAC,
MAC and DAC can be viewed as special cases of RBAC [24]. In
terms of MT, a version of the Bell-LaPadula model [11], with pur-
pose P and subject-specified access controls, may be viewed as a
restricted form of the purpose-based Hierarchical RBAC model, in



which contains is as previously defined and with par defined thus,
where L1 and L2 are categories that are specialized as classification
or clearance levels:

par(Kqu,read, R) — prm(Kas, R, ¢), pca(Kas, Kau, L2, P),
contains(L2, L1), arca(Kgs,read, R, L1, P).

par(Kqu, write, R) «— prm(Kas, R, ¢), pca(Kas, Kau, L1, P),
contains(L1, L1), arca(K4s, write, R, L1, P).

In this case, the containment relationship is an ordering of cat-
egories that are restricted to being defined on a common set of
security classifications, for resources, and security clearances, for
subjects. The par definitions represent the rules “no read up” and
“write only at the subject’s classification level,” for a specified pur-
pose, which are the core axioms of strict MAC (as the latter term is
interpreted in Bell-LaPadula terms).

Privacy-enhanced DAC models may also be defined in terms of
our general definition of authorization, viz.

par(Kau, A, R) < prm(Kas, R, ¢), pca(Kas, Kau, C, P),
contains(C,C"),arca(Kqs, A, R,C’, P).

In this case, the pca and arca definitions are provided by K45 on
the resource R, as K45 is the owner of R, and the category-category
relationship is typically one of delegation (contains(C,C") if C
contains all delegees that C' " contains). In this case, Kg,, is able to
exercise the A privilege on R if K4, can inherit the (A, R) permis-
sion from a delegator.

Trust-based models that are extended with purpose and data sub-
ject control over personal data may also be defined within MT .
For that, a discrete trust category may be viewed as simply another
form of category on which subject-specific constraints on access to
personal information can be defined. History-based, personalized
access control models may also be represented in M”. For ex-
ample, once an event has occurred such that a data requester has
accessed a data subject’s personal data, the requester may be cat-
egorized as amongst the set of requesters that are prohibited from
further access to the data subject’s personal data (cf. Chinese Wall
policies [14]).

Integrity models, extended with purposes and data subject spec-
ifications of personal access requirements, may be defined in terms
of MY for example, the read and write rules of a Biba-like (strict)
integrity model may be defined thus:

par(K(ilu TECLd, R) — me(de, R: C)7pca(dey Kdu: L27 P)7
contains(L1, L2), arca(Kqs,read, R, L1, P).
par(Kqy, write, R) «— prm(Kgs, R, ¢), pca(Kas, Kqu, L1, P),
contains(L1, L2), arca(Kgs, write, R, L2, P).

A combined Biba with Bell-LaPadula model may be defined within
M? by simply combining axioms.

A task-based privacy model of the type described in [19] may be
naturally derived from M7 such that a data subject K 4., has access
to “private” data for the purpose P if K, is required to perform a
task T for which A privilege on R may be inherited from a task 7"
to which the A privilege on R has been assigned, to wit:

par(Kau, A, R) «— pca(Kas, Kau, T, P), contains(T,T"),
arca(Kqs, A, R, T, P).

A number of access control models, that differ in terms of the
constraints that they admit, may also be expressed with respect to
the core relations of M”. For example, the specification,

1« pea(Kas, Kau, ¢, P), pca(Kas, Kau,c, P'), P # P'.
L — arca(Kgs,write, p1,C, P), arca(Kqs, write, p2,C, P).
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represents that exactly one data user K4, may be assigned by a
data subject K45 to the category c for a specific purpose (a “separa-
tion of categories” constraint) and that write privilege on the pair
of resources (p1, p2) is impossible for all categories of data sub-
jects and for all purposes (a “separation of privileges” constraint).

S. SMAC POLICIES IN m”

In the previous section, we described, in high-level terms, a num-
ber of “privacy enhanced” access control models that can be de-
rived from M? . In this section, we give examples of SMAC poli-
cies as specialized forms of M. These examples are chosen for
exposition purposes and as examples that highlight functionality.

We first introduce a technical component: annotated IBLP rules.
An IBLP rule p may be annotated with A to represent that a data
subject is permitted by the controller to delete or modify p; the
annotation —A is used to specify that p cannot be changed by a
data subject. In the latter case, a data subject rqs is still free to
insert rules of kq4s’s choosing, but, not surprisingly, only for data
that refers to xkqs. Annotated IBLP rules take one of two forms:

A:A— A — v, ..., A < Unm, not Amt1 < Um41,
ey not Am+n — Um+n-
covy A 2 Uy nOt A1 < U1,

.oy Ot Amgn < Umtn.

—\A:A%A1<—’vl,

Although we restrict attention to annotations of rules in this pa-
per, it is possible to extend their use to relations and even to terms.
It is also important to note that, as we are concerned about access
controls on a data subject’s personal data, we assume that the in-
formation resource to be accessed by data requesters will contain a
personal identifier of a data subject to which the data refers. We
also assume that the objects to be accessed are relational struc-
tures [17];> functions are used by us to represent these structures,
but an equivalent relational form is, of course, possible by reducing
the term f(¢1,...,ty) to the sequence of terms (f, t1, ..., t,), for
example.

EXAMPLE 1. Consider the following policy of the CAL Medi-
cal Center (CALMC) on the confidentiality of patient data:

For the purposes of operating on a patient, the pa-
tient’s full medical history, which includes the patient’s
identifier, name, date-of-birth, and history of illnesses,
can be seen by any member of the category surgeon
(sur) for the purpose of operating (op). The patient’s
identifier, name, date of birth and diagnosed illnesses
in the past six months may be disclosed to the category
of non-surgical staff (nss) for the purpose of provid-
ing diagnostic support (ds). The pca definitions used
by CALMC are defined non-locally at v1. A closed ac-
cess control policy is to apply to the release of all data.
The access control policy as it relates to data subjects
generally is maintained by the CALMC administrator
denoted by K.

Suppose that the databases used by CALMC include an 8-place
relation p (where p is short for patient) that is defined at v and in-
cludes details of the patient’s identifier, the patient’s name, date of
birth, illness, room number (at the medical center), contact number
(at the medical center), time of admittance and time of discharge:

p(Id, Name, DoB, Illness, Rm, Pno, Admit, Discharge).

To represent their requirements, CALMC'’s policy on the release
of patient information may be represented as a SMAC policy, which

“This is a non-restrictive, assumption; objects could simply be file
identifiers, process identifiers, . . .



is simply derived from the M model, thus:

-A : pea(ke, Kqu, C, P) «— pca(kc, Kau, Cy, P) < v1.
=A : arca(ke,read, p(Kas, V,W, X,Y, Z, T, T"), sur, op) <
p(deauwa X7 Yv ZvTle) « U?vT Z OyTl S Q.
arca(kc,read, p(Kas, V,W, XY, Z T, T"),nss,ds) <
p(Kas, V,W, X, _,_, _,_) < va, current_time(T"),
month(T", M), month(T, M'), M' > M — 6.
: me(fic,p(KdS, Vv? W7 X7 Y7 Z7 T’ T/)a C)'
: par(Kgy,read, R) «— prm(Kgs, R, c),
pea(Kas, Kgu, C, P),arca(Kgs, read, R, C, P).

—A

-A
-A

O

From the example above, it should be noted that x. is the con-
troller of CALMC’s SMAC policy. If any data subject xqs were
free to change CALMC’s policy then k45 could deny access to data
users that need to have information on k4 in order to perform an
action of benefit to kqs (e.g., diagnosing xqs’s illness). Neverthe-
less, 45 does have the freedom to add to CALMC’s SMAC policy
specification in order to represent personal requirements on the re-
lease of Kqs’s data. The next example demonstrates this.

EXAMPLE 2. Consider the wishes of the patient John in rela-
tion to CALMC’s policy on the disclosure of patient information:

1 agree to the hospital’s policy on the release of my per-
sonal information for the purpose of operating. How-
ever, I also wish some of this information to be acces-
sible to the category of data users that I call family.
Specifically, the category family is defined by me (non-
locally) at vs and I want members of family to be
able to access (and only access) my name, bedside
phone number, and room number for the purpose of
contacting me while I am in hospital (a purpose that |
denote by ct, as shorthand for contact).

To capture John’s individual access control requirements, John
adds the following definitions:

prm(Kjohn, P(Kjonn, V,W, X, Y, Z, T, T, c).
arca(/ﬂjohna Tead,]?(/ijohm V7 s Y: Za — _)7 famllya Ct) —
p(ﬁjohn, Va W7 Xa Y7 Za T7 T,) — V2.

John then adds the following pca definition to CALMC’s policy
to express his required access controls applicable to his contacts
(where f_mbr is short for “family member”):

pca(ﬂjo}wu de familya Ct) — f_mbr(ﬁjohna Kdu) < V3.

O

Various access control features are exhibited in the example above.

For instance, sur is a role within a hospital and so par here will be
a specialization of the M” model that relates to roles; discretionary
access controls apply (i.e., John decides on assignment to the cate-
gory family); and content-based access control is supported. Del-
egation to third-party agents is represented by allowing a data sub-
ject to specify their own trusted third-party sources of additional
assertions. Restrictions on access to its personal data are defined
by a data subject in terms of the constants and variables that appear
in either the head or the body of a policy rule.

Consider next an example of the use of our approach that is per-
tinent in the context of access control for secure e-trading.

EXAMPLE 3. Suppose that Goods4U'’s access policy on the con-
fidentiality of customer transaction data is expressed thus:

Our preferred policy is to store a complete history of
each customer’s purchase transactions (the items bought,
the number bought and when); we retain this informa-
tion indefinitely and make it available at all times to
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subsidiaries of our choosing for the purpose of future
marketing (fm). Any company that we call a sub-
sidiary is assigned to the category that we call sub.
We assign subsidiaries, for the purpose fm, from the
time at which the subsidiary is first approved by us.
A closed meta-policy is to apply on all forms of data
release by default.

The databases that are used by Goods4U include a 3-place rela-
tion su, for subsidiaries, and a history of customer transactions is
recorded in a 4-place relation, tr:

su(Subld, Name, Start).
tr(Custld, Item, Number, Purchase_Time).

We assume that the definitions of predicates in su and tr are, re-
spectively, found at ve, and v7. The pca, arca and prm definitions
are assumed to be stored locally.

To represent their preferred access policy, Goods4U have the
Sfollowing expression of requirements:

A pea(ke, Kau, sub, fm) «— su(Kqu, N,T") < wve,

current_time(T), T’ =< T.
s arca(ke, read, tr(Kas,Y, N, T), sub, purch) «
tr(Kas, Y, N,T) < v7,T > 0,T < oo.
s prm(ke, tr(Kas, Y, N, T), c) « subject(Kas),
Kas # Kau,not prm(Kas,tr(Kas, Y, N,T),c).
: par(Kgy,read, R) — prm(Kgs, R, ¢),
pea(Kas, Kau, C, P),arca(Kgs, read, R, C, P).

A
A
A

Next, suppose that Paul is a customer with Goods4U and prefers
to define his own access controls on his transaction history. On
that, suppose that the following policy issues arise for Paul on ac-
cess to his data that is held by Goods4U:

I will allow my purchase history to be accessed but
only by your subsidiaries that have a Better Business
Bureau (BBB) rating that is equal or greater than B.
My purchase history can only be released to subsidiaries
that satisfy my additional criteria on BBB certification,
I will only allow access to my transaction data as it re-
lates to the purchase of widgets and the number of wid-
gets bought by me (as I am only interested in widget-
related purchases and data users may want to know if [
am a “major purchaser”). Moreover, I do not want any
release of my transaction data to any subsidiary for
fm purposes if my stock level of widgets, as recorded
in stock(item, quantity) at vso, is greater than 100
units and 1 will only release my transaction history
since 2009/01/01 and only until 2010/03/31 (after which
time I will not be making any widget-related purchases
so there is no reason for my data to be accessible to
any external recipients after this time).

Assuming that the binary relation BB Bgrade is stored at vs,
to represent his requirements, Paul’s specialization of Goods4U’s

SMAC policy can be represented thus:*
pca(ﬁpauh Kdu7 5ub7 fm) — pca(ﬁju Kdzu Sub7 fm)7
BBBgrade(Kqu,G) < vs,G > b.

arca(Kpaul, read, tr(Kpqut, widget, N, _), sub, fm)
— tr(Kpaw, widget, N, T) < vz,
T > 20090101, 7 < 20100331,
stock(widget, Q) < vs0, Q@ > 100.

prm(HPGUZv tT(Npaul, K N7 T)v C)'
O

Temporal accessibility constraints and conditions on access that are
defined in terms of notions like stock levels allow for dynamic

3Strictly speaking, > is a comparison operator on the set of inte-
gers Z, but character codes can, of course, be suitably mapped to
elements of Z.



SMAC policies to be formulated on data release. What Paul re-
gards as private may vary over time. SMAC policies can change
automatically in response to events and without requiring explicit
policy modification. Moreover, Paul freely specifies the sources of
access control information of his choosing to define allowed forms
of access to his data e.g., the use of BBBgrade/2.

Access controls may also be represented within the SMAC frame-
work by delegation because a “speaks for” relation is accommo-
dated (cf. [1]). On that, suppose that Kpriarn is Willing for his
transaction history to be released to Goods4U’s subsidiaries for the
purpose of “future marketing” if Kpq.: specifies that his transac-
tion history can be so released. That is, Kprian pPermits Kpgur to
“speak for” him in terms of the assignment of principals to cate-
gories (pca). However, suppose that unlike Kpqul, Kbrian does not
require a temporal constraint on the release of his transaction his-
tory. The required specification is:

prm(/fbm’ana tr(”briany Y: Na T)7 C)-

pea(Korian, Kau, sub, fm) — pea(Kpaut; Kau, sub, fm).

arca(Korian, read, tr(Kyrian, Yy, N, T), sub, fm) «—
t’l“(lib”‘an, Y, ]\/v7 T) — vU7.

The next example, highlights flexible, subject-specific policy spec-
ification.

EXAMPLE 4. Suppose that, like Kprian, George wants to adopt
Kpaul S definition of pca but wishes to impose controls on the re-
lease of his transaction data such that a denial override policy is to
be enforced to capture George’s requirement that all of his trans-
action history may be released to whichever subsidiaries Kpqu de-
fines within Goods4U ’s policy but no history of George’s purchase
of bolts may be disclosed. George’s preferences may be expressed
by him as follows:

prm(Kgeorge, tr(Kgeorge, Y, N, T), do).
pea(Kgeorge, Kau, sub, fm) — pea(kpaut, Kdu, sub, fm).
arca(Kgeorge, read, tr(Kgeorge, Y, N, T'), sub, fm)
tr(Kgeorge, Y, N, T) <« vr.

arcd(Kgeorge; T€ad, tr(Kgeorge, bolt, N, T'), sub, fm) «—

tr(Kgeorge, bolt, N, T) «— vr.
par(Kqy, read, R) — prm(Kas, R, do), pca(Kas, Kgu, C, P),

arca(Kgys,read, R, C, P),not arcd(Kg4s,read, R, C, P

O

That is, George uses a denial to define an exception to Goods4U’s
preferred policy on releases of transaction data in relation to his
purchase of bolts; he also requires that a “denials override” meta-
policy be enforced rather than Goods4U’s closed policy. Notice
too that when George adds his definition of par to Goods4U’s pol-
icy, the combined policy allows for access if an authorization exists
either under a closed meta-policy or a denial-overrides policy.

It is important to note that a data subject’s policy on the release
of personal data need not be more constrained than the controller’s
(for personalized control). The next example illustrates this.

EXAMPLE 5. Consider the following policy rule on Goods4U'’s
subsidiary-category assignments,

pca(de, K(iu, SUbv fm) — S’LL(Kdu, N: T/) > Vg,
current_time(T), T’ < T, BBBgrade(K g, a+) < vs.

Rather that accepting this policy, the data subject Ringo may adopt
the following policy rule to reflect his more liberal access condi-
tions on Goods4U'’s subsidiaries:

prm(’i”’ﬂgoa tr(’i”"ﬂgov Y7 N: T)a C)'
pea(kringos Kau, sub, fm) «— su(Kqu, N, T’

) Ve,
current tzme( ), T" <

<T.
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As a final example, we demonstrate how multiple policies can be
flexibly combined in MT .

EXAMPLE 6. Consider a data subject Yoko, three arbitrary pur-
poses p1,p2 and ps, a role in the context of RBAC p, a status o in
the context of SBAC, and a security clearance level \. Next, sup-
pose that Yoko has the following access control requirements (with
arca requirements omitted):

1 will allow any resource to be read by any data user
that is a member of p as defined by the data controller
K1 at Vo for the purpose p1, I will allow any resource
to be read by any data user that is a member of o as
defined by k2 at vg for the purpose p2, and I will al-
low any resource to be read by any data user that is a
member of A as defined by k3 at v., for the purpose p3.
In all cases, a closed access policy is to be enforced.

To capture her (highly-specialized) requirements, Yoko defines
the following SMAC policy (with the local prm and arca defini-
tions omitted):

PCa(Kyoko, deP,plg — pcagﬂla Kduapvpl) V-
pea(Kyokos Kau, 0, p2) < pealke, Kau, 0,p2) < v3.
pca’(‘%yOk07 du7)\7p3) <_pca(’€37Kdu7)‘7p3) — U’Y’
par(Kqu, read, R) «— prm(Kyoko, R, ¢
pca(myoko,Kdu,C P), arca(nyoko,read R,C,P).

0

6. PRACTICAL ISSUES

In this section, we briefly consider some practical issues relating
to policy specification and enforcement in the context of M”

We note first that the problem of determining whether an au-
thorization holds with respect to any policy defined in M? terms,
without structured terms, is a II} computation for the (locally strat-
ified) IBLPs that define policies in our scheme. In practice, we
believe that stratified IBLPs will be sufficient for many SMAC poli-
cies and other policies defined in terms of MT. On that, we note
that the stable model of a reduced IBLP [9] with n strata is a X¢
computation [4], and that an operational method exists for check-
ing authorizations that is quadratic in the size of a configuration of
IBLPs [27].

On an issue related to the complexity of deciding authorizations,
two other matters need to be accounted for: the general expres-
siveness of the meta-model and how properties of policies that are
defined in terms of M?” can be analyzed.

In simple terms, the expressiveness of MT is quantifiable in
terms of the meta-language that is used to define the object-level
notions that relate to M% . The meta-language is the language of
IBLPs with computations over a configuration of IBLPs [9]. The
configuration reduces to a (locally) stratified logic program. Lo-
cally stratified programs are sufficiently expressive to allow the
definition of all predicates that can be defined by programs with
a unique stable model, which is precisely the Aj sets. Of course,
specific access control models and policies, which may be repre-
sented in M? terms, will often require less expressiveness than
that required to define every hyperarithmetic set [12].

On the issue of proving properties of policies that are defined
in terms of M, we note that, as in the case of expressiveness,
many properties of policies that are defined in terms of MF are
immediate consequences of the operational semantics that may be
used for computation with respect to the meta-language used to
define M? (i.e., IBLPs). Establishing these properties is by proof.

Many properties of access control policies may be defined in
terms of M”. For example, as the intended meaning of a con-
figuration of IBLPs X is its stable model and the stable model of
¥ is unique, it follows that policies defined in terms of M¥ are



logically consistent. On the issue of inconsistency of permissions
and denials (i.e., is any data subject assigned to any category C'
permitted and denied the same permission for any purpose P?), it
is a simple matter to define a constraint,

14— —arca(Kas, A, R,C, P),arcd(Kas, A, R,C, P)

on a policy II that is defined in terms of M* and to determine

whether 1 _ is derivable (to decide whether it is the case that IT -
arca(Kqs, A, R,C, P) and Il - arcd(Kgs, A, R, C, P) for some
substitution for variables) by using a sound and complete method
for theorem-proving with respect to IBLPs.

Properties like security and availability [10] may be interpreted
in terms of the soundness and completeness of proof methods used
for computation with respect to access control models and policies
that are defined by (locally) stratified programs. A sound request
evaluator € allows for provable security with respect to a model
or policy IT defined in terms of MT: I F. par(kqu,a,r) —
II = par(kdqu,a,T), where Kqu,a and r denote, respectively, an
arbitrary data user, action and resource (i.e., every authorization
provable from II by € is a logical consequence of II). The con-
verse notion, of completeness, corresponds to availability: 11 =
par(Kqu, a,r) — II ko par(kqu,a,r) (i.e., every authorization
that holds according to the logical specification II is provable from
II by ).

Properties like category membership testing (is k4., assigned to
category c?) and reachability analysis (is it possible for some data
subject to access resource 7 in order to write r?) are expressible in
(locally) stratified logic and M T terms. Such properties can there-
fore be expressed as candidate theorems for proof from access con-
trol models or policies, as logical theories, that are defined in terms
of MP. In general terms, any property that is definable within a
(locally) stratified configuration 3 of IBLPs can be checked by us-
ing any sound and complete method for proof construction on .
Termination of operational methods for computing the stable model
semantics provide a guarantee on the decidability of access request
checking and property proving.

On compliance (or non-compliance) with policy requirements, a
data subject kg is free to determine which recipients have what
access to kqs’s data by evaluating par requests with respect to a
SMAC policy. From the results of a “failed” proof of compliance,
Kds may change the access controls on its data. We assume that
data controllers may be trusted not to implement any policy that is
hidden from k45 and that leaks x45’s personal information to a third
party without k4s’s consent. We envisage data subjects querying a
SMAC policy to extract information from the policy before choos-
ing to agree to what it entails. Enabling data subjects to query
SMAC policies and to understand their effects also provides a ba-
sis for policy negotiation.

On the practicality of our proposal, we note that SMAC poli-
cies may be implemented using Ciao Prolog [16] and in exactly the
same way as we have described in previous work on benchmark
testing of access control request evaluation [9]. As such, the attrac-
tive performance results reported in [9] can be expected to extend
to implementations of SMAC policies. Moreover, the approach to
policy specification that enables Jones Optimality to be achieved
(cf. [7]) may be directly used with access requests on SMAC poli-
cies.

The logic language that we have used to define M* has been
chosen because it has a semantics that is common to a variety of
practical languages that may be employed for implementation. For
instance, many SMAC policies may be implemented in core SQL
(with stratified negation) and for SMAC policy exchange, interop-
erability and policy enforcement on various rule-based processing
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platforms, RuleML may be used [13]. Our approach is technology-
neutral; the implementation of policies derived from M?¥, like
SMAC policies, is possible by using any method that computes the
intended semantics of IBLPs. Our proposed approach is also policy
neutral. That is, the M model allows for the flexible configura-
tion of access control primitives for representing a wide range of
access control model and policy requirements.

Access control models and policies that may be expressed in
terms of M* are expressed in high-level, declarative, logic terms.
In relation to the Saltzer-Schroder security principles [25], allow-
ing for a high-level, declarative representation of access control re-
quirements and requiring only a small number of concepts in M ¥
is important for helping to satisfy the practically important crite-
rion of psychological acceptability and the principle of economy of
mechanism. Even though IBLPs provide a high-level, declarative
language for policy specification it is, of course, possible to develop
tools, front-ends, or a natural language representation that make it
simpler still for data subjects to represent policy requirements in
terms of M*.

7. RELATED WORK

The work that we have discussed in this article is related to that
described in [6]. Our extended form of [6] includes features for ac-
commodating: data subjects, data controllers, denials of access, the
notion of purpose, contextual accessibility criteria, flexible meta-
policy representation, and the flexible specification of external re-
cipients of a data subject’s personal data. Specific enhancements
include the addition of the prm relation for data subjects to choose
what conflict resolution strategy to enforce on what of their data.
The work in this paper also builds on [6] by demonstrating that the
core concepts from [6] can be developed to include privacy as well
as access control.

Some of the issues that arise in the context of self-managed ac-
cess control have begun to be addressed in the work on P3P [18],
EPAL [5], and Hippocratic databases [21]. There has also been
some attempt to combine aspects of this work. One proposal has
been to use P3P or EPAL for access control policy specification and
to translate these specifications into policies that are implemented
by using Hippocratic databases. In the ensuing discussion, we re-
fer to this approach as the combined approach and we describe our
proposal principally in relation to this approach.

The M” meta-model and SMAC policies are based on a small
number of core relations and a simple axiomatization, which ad-
mits a well-defined model-theoretic semantics. The combined ap-
proach does not have the same clean, simple, conceptual and for-
mal basis. Hippocratic databases are not based on a satisfactory
conceptual model of access control and several useful access con-
trol notions are missing e.g., denials of access and support for open
policies. In addition, Hippocratic databases are an implementation-
based approach rather than being access control model-based. Our
proposal has been firmly grounded on well-defined access control
concepts that have been expressed in a logic language for which
formal semantics (declarative and operational) exist. The combined
approach does not have a satisfactory underlying semantics; com-
bining approaches is also likely to make the development of a satis-
factory semantics difficult to achieve. It is already well known that
the P3P proposal raises some troublesome semantic issues (so am-
biguous and inconsistent P3P policies may be specified) and EPAL
has an operational semantics that is dependent on rule order.

In the combined approach, there has been a failure to accom-
modate adequately several elements of access control e.g., trust,
delegation (especially distributed delegation), meta-policy specifi-
cation, and multi-policy specification. These elements are captured



in M” and specializations of it, like SMAC policies. Moreover,
unlike the combined approach, elements of integrity models and
privacy models may be represented and freely combined in the
MPF model and SMAC policies. By accommodating a range of
access control features in M”, we argue that it becomes possible
for data subjects to express more fully their individual requirements
on access to their personal data. For example, meta-policy speci-
fication is important in the context of self-managed data because
data subjects will often have different, individual requirements on
the release of their data. For some data subjects, making their data
available is key and so an open policy will be applicable; for other
data subjects, security will be of paramount importance and so a
closed policy will apply. In the SMAC specialization of MT, dif-
ferent meta-policies can apply to different data subjects for differ-
ent purposes on different data resources to different categories of
data users under different contextual conditions. This flexibility
is not provided in the combined model and the scope it offers for
individualization of access control policies is restricted as a conse-
quence.

Amongst other issues, it is our view that P3P, EPAL and Hip-
pocratic databases are essentially based on a “one-size fits all” as-
sumption about policies (with limited opt-in/opt-out choices) and
these approaches are too heavily focused on the privacy policies
that an enterprise (as opposed to a data subject) wishes to adopt.
Each of these features has the consequence of limiting the scope
that data subjects have to express their individual access control re-
quirements on their personal data. Moreover, each of P3P, EPAL
and Hippocratic databases has its own distinct shortcomings. For
example, in P3P the predefinition of things like data categories
and purposes restricts the scope that exists for subject-specified ac-
cess controls and Hippocratic databases are based on the assump-
tion that SQL is to be used for policy enforcement. Furthermore,
policy information is mixed in with ordinary data in Hippocratic
databases. In our approach, data and policy are separated; in par-
ticular, there is no annotation of data with purpose. Our approach
does not assume that a specific language will be used for implemen-
tation. Furthermore, we do not require that data requesters specify
the reasons for accessing data (cf. request evaluation in Hippo-
cratic databases); the data subject’s preferences on release of their
data are what matter, not the putative intentions the data requester
has for accessing the data.

Our approach to policy authorship is also quite different to exist-
ing approaches; data subjects essentially decide on access to their
data rather than requiring an often clumsy matching (or mismatch-
ing) of a data subject’s preferences with what an enterprise wishes
to enforce (with little scope over personal tailoring of policies to
meet individual requirements). Our approach allows for dynamic
policies on private data access to be effected autonomously and our
logic language allows for executable specifications of access con-
trol policies. As such, policy enforcement is not separated from
specification in our proposal (cf. P3P), and our M” model pro-
vides more than just a syntax for policy representation (cf. XACML).
We have developed an abstract model and determined its semantics
and only then considered various languages that may be based on
the semantics. Our approach also differs from some existing work
in avoiding ad hoc, proprietary, implementation-based approaches
for policy provision. Providing a shared, well-defined semantics al-
lows for provable policy compliance in our proposal, a requirement
that is not adequately satisfied in either the combined approach or
XACML.*

The focus in P-RBAC [23] is, like much previously published

*We also regard the privacy profile proposed for Version 3.0 of
XACML as too limited in expressive power to be useful in practice.
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work on access control and privacy, on enforcing “universally” ap-
plicable policy requirements enshrined in legislation (e.g., COPPA
and GLBA). Our work is different in that it is based on an approach
for representing individual, subject-specific, personal access policy
requirements. P-RBAC is also based on an approach that combines
access control and privacy. This integrated approach is desirable to
support. Our approach is also integration-based. P-RBAC has the
additional attraction of being based on a reasonably well-defined
conceptual model (i.e., role-based access control [3]). Neverthe-
less, it is our view that enhancing a particular form of access con-
trol model for personal data protection introduces a problem that
is common in existing work on supporting privacy policy formu-
lation: the problem of unduly constraining the control that indi-
vidual data subjects have for managing access to their data. Even
though the notion of “role” can be given a quite general interpreta-
tion, “role” remains a particular instance of the more general notion
of category [6] and category, being more general than “role”, offers
greater flexibility to data subjects defining access controls on their
data.

A sceptic may argue that the emphasis in access control on par-
ticulars like “role” is important for simplification by abstraction.
However, we argue that a focus on category as an access control
primitive adds no significant conceptual complexity and actually
simplifies access control by providing a basis for an abstract con-
ceptualization of access control in its generality (thus eliminating
the need for researchers to consider developing the next 700 access
control models [6] and the next 700 privacy models).

A sceptic may also argue that what we have advocated is the
use of a form of discretionary access control: a data subject is the
“owner” of their data and, as such, the data subject decides which
recipients have access to that data. However, although data sub-
jects decide at their discretion what access controls are to apply on
their data, these access controls may, in our approach, be defined
in terms of any number of different access control models (and in-
tegrity or privacy models); the term “discretionary control” is more
widely interpreted by us than its narrower use in the context of the
existing literature on DAC.

8. CONCLUSIONS AND FURTHER WORK

Recall the research question that has been addressed in this pa-
per: if users are to have more control over “their” data then how can
they be provided with flexible means for defining the access poli-
cies that they require to hold on that data? The argument that we
have presented on this may be summarized in the following way.

Paradoxically, we suggest that a possible solution to the problem
of personalizing access control may be developed by generalizing
access control (hence the title of the paper). To provide the neces-
sary scope for self-managed access control, data subjects must first
be provided with an understandable, general, abstract access con-
trol model that enables them to conceptualize notions easily. For
that, we introduced the M meta-model (in Section 3, with the
formal underpinnings outlined in Section 2). The M* model can
be specialized by data subjects in multiple ways so that it may be
used to represent a range of access control models (see Section 4)
and specialized policies, like SMAC policies (see Section 5), for
personalized access control. The M” model and SMAC policies
have some attractive practical aspects associated with them (see
Section 6), and we have tried to explain how our approach offers
something different to existing related work (see Section 7).

On specifics, we note that the M meta-model is formally well-
defined and is essentially based on the use of just five key inter-
preted relations (the pra, pca, arca, arcd and prm relations) and
two proper axioms that define par and contains. Application-



specific relations and non-logical axioms (expressible in IBLP terms)
may be added to the core sets of M” model features in order to en-
able data subjects to derive specific access control models and poli-
cies to satisfy their particular requirements on the protection and
exploitation of their data. Providing data subjects with a simple,
high-level, formally well-defined, implementation-independent, ex-
pressive framework for formulating their individual requirements
on releases of their personal data and for checking preference com-
pliance is a start towards addressing the key open question of how
to provide means that might enable data subjects “to choose freely
under what circumstances and to what extent they will expose them-
selves, their attitudes, and their behavior, to others” [29].

The main contribution of our work is to introduce the M” meta-
model and specializations of it for personalized access control (in
the form of SMAC policies). However, another source of origi-
nality is methodological: rather than attempting to find specialized
“solutions” to access control problems, we aim to identify and for-
mally represent the foundational concepts of access control and to
then construct general axiomatic frameworks from which special-
ized “solutions” to access control problems may be derived. We
know of no other work that is based on developing a range of
personalized access control policies from an access control meta-
model, like M*. Another methodological point to note is that we
have developed a conceptual model before attempting to construct
a language for policy expression (cf. XACML and its retrofitting
of an RBAC profile).

Future work includes to incorporate the notion of obligations and
hierarchies of purposes in our model, to consider what additional
modalities may need supporting (if any), to build in auditing proce-
dures, to allow for fine-grained options on releases of personal data
(e.g., releases only in aggregate or microdata form), to address the
issue of stickiness of SMAC policies, to consider the role of nego-
tiation and explanation in personalized access control, to consider
how legislative requirements may be added as conditions in SMAC
policy rules, to investigate the use of higher-order logics for the
succinct representation of SMAC policies, to address the issue of
developing simplified front-ends to shield users from the logic (if
they require that) and to explore some important distinctions in per-
sonalized access control between rights, norms and self-interests.
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