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Introduction

● Common Vulnerability
○ Caused by small # of programming errors
○ Logic bomb
○ Buffer overflow

● Secure Coding
○ Reduces/ eliminates vulnerabilities
○ Protect from cyber attacks/ exploitation



● Simple Java code is secure Java code
● Restrict privileges on the code
● Trust boundaries
● Design APIs with security in mind
● Only use trusted libraries
● Avoid sterilization
● Be aware of what stores sensitive information in Java

○ Errors
■ Use generic screen messages and helpful log messages

○ Exceptions
■ Filter sensitive information

○ Logging
■ Only log what is necessary and nothing too sensitive

Secure Coding in Java



Challenges

● Authentication
○ Integration between different types of applications
○ Implementation of security configurations
○ Conversion between configurations

● Cryptography
○ Vague error messages
○ Difficulties between different languages
○ Implicit constraints on API usage

● Java EE security
● Access control

○ Program context
○ Executable environment

● Secure communication
○ Validating SSL certificates
○ Establishing secure connection



Vulnerabilities

● Cross-site forgery
● SSL/TLS
● Password Hashing
● Misinformation



What are the solutions?



Question

How can we enforce secure coding at VT?
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