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Abstract

This paperis anintroductionto Attribute Certificatesin X.509 Framavork, the
Privilege Managemeninfrastructurg(PMI) andits relationto PublicKey Infrastruc-
ture (PKI), concentratingon thework doneby IETF Working GroupPKIX, aimingat
adaptingPKI to thelnternet.

Comparisorof X.509 PKIX Attribute CertificatesandSimplePublicKey Infras-
tructure(SPKI) certificatess presented.

Attribute certificationin essencas a way of extendingauthentication-oriented
useof PKI to supporttasksrelatedto authorization.Attribute Certificatesprovide a
solutionto certify bindingof attributesto a givensubject.

Applicationsof Attribute Certificatescover a wide rangeof topics suchasweb
accesgontrol,transporfiayer security securede-mailandintegrationof legag sys-
tems.

1 Intr oduction

Publickey cryptographyeducedhe numberof keys neededor practicalsecurecommu-
nicationover aninsecurechannel.Beforethe discorery of public key cryptographyeach
communicatingpair of hostsneededa uniquekey. Thusn hostscommunicatingvith each
otherwould need(n? — n)/2 keys. Evenworse,the keys hadto be deliveredto hostsvia
asecurechannelpecaus¢he samekey wasusedfor encryptionanddecryption[9].

Publickey cryptographyin turnrevealeda problemof effective andtrustedpublicly avail-
ablemeansof distribution of public keys. For this key distribution several methodswere
proposedyaryinggreatlyin centralizatiorandothercharacteristicef theservice.

For key distribution overaninsecurechanneto becomesecureasigneddocumentsigned
by the key distributor, is used. The key distributor actsasa TrustedThird Party (TTP),
an entity trustedby communicatingoeers. Thus, for a communicatingpeerit is enough
to trustthe key distributor andto gethold of the public signingkey of the key distributor
safely With this, the peercanverify the certificatedssued(andsigned)by thedistributor,

andgainaccesdo otherpeers’public keys safely

Thesigneddocumenusedto distribute the public keys is known asacertificate A certifi-
cateis adocumentsignedby a CertificateAuthority, which bindspropertieso a subject
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thatis identifiedin anappropriatdashiondependingn the context andthe type of a cer
tificate. In PKIX X.509identity certificateghe subjectis a uniquename,andthe property
boundto thenameis a public key.

For mary applicationsthebindingthatrequiresa verificationfrom a TTP, is not the bind-
ing of thenameto apublickey, but ratherabindingof anidentityto asetof attributes. This
kind of certificationis very usefulfor examplein distributedaccessontrol,wherea TTR,
known asAttribute Authority, issuesthesebindings,which in turn declarethe rights of a
subjectto specificobjects.For anauthority responsiblef accessontroldecisionsof ob-
jectsunderits control,this kind of certificateseasethe overallmanagemerturdenneeded
for the accessontrol. Thereis no needfor specificAccessControl Lists (ACL), because
the certificate,called Attribute Certificate declareghe subjects rightsto accesghe par
ticular objects. This especiallyeaseghe taskof managemendf ACLs in a systemwhere
the objectsthemselesareresponsiblef the accesontrol of their own resourcesWhen
the ACLs are largely scatteredaroundthe numerousobjects,the task of keepingthem
consistentaccordingto the chosenpolicy becomesvery difficult. Whenusing Attribute
Certificatesthe objectonly hasto verify the certificategiven by the subject,and verify
thattheidentity claimedin the Attribute Certificatereally is the identity of the subjectat-
temptingto accesshe object. This additionalverificationof identity is fairly permanent,
thereforeit is not necessaryo be verified for every singleaccessontrol decision,but at
the beginning of eachsessionif thereis such. The validity of anauthenticatiormayvary
from a singletransactiorto ary long time. A tradeof betweenconsumptiorof bandwidth
andtime, andlevel of securityin paceof requiredauthenticationss obvious, known in
literatureas“Time Of CheckTo Time Of Use”[17].

2 Terminology and Concepts

2.1 Terminology

e PKI PublicKey Infrastructure

The setof hardware, software, people,policies and procedureseededto create,
managestore distribute,andrevoke PublicKey CertificatefPKCs)basedn public-

key cryptography|[3]

e PMI Privilege Managemeninfrastructure
A collectionof Attribute Certificateq ACs),with theirissuingAttribute Authorities
(AAs)s, subjectsyrelying parties,andrepositoriesjs referredto asPrivilege Man-
agementnfrastructurd3].

e X.509
X.509is anITU-T (ISO/IEC)Recommendatiofor aframework for public-key cer
tificatesandattribute certificates Currentdraft canbefoundfrom [22].

e PKIX InternetX.509 PublicKey Infrastructure

An effort launchedin October1995by an IETF Working group of the samename
to deliver a profile for the Internet PKI of X.509 version3 PKCs and version2
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CertificateRevocationLists (CRLs)[3]. The PKIX definitionof PKI subsume®MI
aswell.

e SPKISimplePublicKey Infrastructure

a kind of PKI that emphasize®n authorizationratherthan authentication. SPKI
certificateshind attributes(describingauthorization)o a public key directly [12].

e CA CertificationAuthority

An authoritytrustedby oneor moreuserdgo createandassigrpublickey certificates.
Optionallythe CA may createthe users keys. It is importantto notethatthe CA is
responsibldor the public key certificatesduring their whole lifetime, not just for
assigninghem(3].

e AA Attribute Authority (alsocalledAC Issuer)

An authoritytrustedby oneor moreuserdso createandsignattribute certificate.lt is
importantto notethatthe AA is responsibldor theattribute certificatesduringtheir
wholelifetime, notjustfor issuingthem[3].

AA canbeary entity in the network having objectsin its control. In literature,the
AA is oftencalledAC Issuer

¢ RA RajistrationAuthority

An optional entity given responsibilityfor performingsomeof the administratre
tasksnecessarin theregistrationof subjectssuchas: confirmingthesubjectsiden-
tity; validatingthatthe subjectis entitledto have thevaluesrequestedn a PKC; and
verifying thatthe subjecthaspossessionf theprivatekey associateavith the public
key requestedor aPKC[3].

e Attribute CertificateVerifiers
Attribute CertificateVerifierscheckthe validity of an AC andthenmale useof the
result[3].

e PKC PublicKey Certificate

A datastructurecontainingthe public key of an End Entity (or CA, or AA) and
someotherinformation, which is digitally signedwith the private key of the CA
whichissuedt [3]

In PKIX, PKC is a Public Key Certificateof the type definedin X.509 [22], and
profiledin RFC2459[18].
e AC Attribute Certificate

A datastructurecontaininga setof attributesfor an end-entityand someotherin-
formation,which is digitally signedwith the privatekey of the AA which issuedit

[3].
e Repository

A databaseservicecapableof storinginformation, suchas certificatesand CRLSs,
allowing unauthenticatedhformationretrieval. Repositoriesnclude, but are not
limited to, directoryserviced5].
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2.2

Client (PKI Client)

Clientsvalidatedigital signaturesndcertificationpathsfrom aknown public key of
atrustedCA [3].

A functionthatusesPKI to obtaincertificatesandvalidatecertificatesandsignatures.
Clientfunctionsarepresentn CAsandentities.Clientfunctionsmayalsobepresent
in entitiesthatarenot certificateholders[5].

Client (PMI Client)
PMI Clientsrequestanactionfor which authorizatiorchecksareto be made[3].

CertificateHolder
An entity thatis namedasthe subjectof avalid certificate[5].

End Entity

A certificatesubjectwhich usesits privatekey for purposesotherthansigningcer
tificates[5].

Concepts

Certificationbinding

Accordingto Ellison, thereare threeclassesf informationthat can be boundto-
getherby public key certificatesor attribute certificateqd12]. Thesearekey, name
and authorization(or otherattribute). The binding may be indirect: for example,
insteadof a key, a hashof a key, or areferenceo anothercertificatecontainingthe
key, maybeused.

Thustherearethreegeneralkinds of certificatesmappingtwo of the threeclasses
of informationtogether:

— (authorization<->ame)
— (authorization<->kg)
— (name<->ky)

Trust

Trustis usedand akusedrelentlesslyin literaturerelatedto PKI. The problemis
thatthe definitionsusuallyaretoo vague. A cleardistinctioncanbe madebetween
psychologicahndtechnologicabefinitionsof trust.

Psydolagical Trustis nottransitive. If it wastransitive, sayif Alice trustedBob,and
BobtrustedCarol,a personAlice hasnever evenmetface-to-ace,thenby transiti-
ity, Alice would alsotrust Carol. Computationof transitive closureof trustwould
thenbe exhaustve, yet boring, becauset the endit would be very likely that ev-
eryonein theworld would trusteveryone.(Effectively renderingthis paperandthe
wholedisciplineintroducedhereuselesaswell.)

However, whenconsideringrustin a moreprecisesenseg.g. relatedto somespe-
cific technologytrustmay be transitve, but thentrustis restrictedto a specificas-
pect. Oftenthe systenmreliesupontrustbetweerthe component®f the systemand
in caseof acompromisén trustrelationstheincidenthasawide effect.

4
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Thus, it is hardto give a precisedefinition of whattrustis, evenin a very limited
context.

Nikander[25] discusseshe issueof psychologicaltrust andthe differencescom-
paredto definitionsusedin a morespecificcontext.

In [24], Nikanderpresentsa moretechnologicabefinitionfor trust:

Trustin a principal is a beliefthat the principal, whenasled to performan action,
will actaccoding to a pre-defineddescription.In particular, this beliefimpliesthe
beliefthat the principal will not attemptto harmthe requestolindependentlpf the
wayit fulfills therequest.

e Chainof Trust

A Chainof Trust makesuseof transitvity of trust(in this contet). For example,
a chainis formedin the procesof verification of a certificatewhenthe certificate
is issuedby a non-localCertificateAuthority or Attribute Authority. In this chain,
eachCA trustsafollowing CA in thechain. Trustbetweerconsecutie entriesin the
chainis formedby a possessiowf public key of the successom the chain,which
verifiesthe signature®f the successor

e Role-based\ccessControl

Role-basediccessontrolfocuseson the usersandthe jobs usersperform. A Role
is a collectionof rights to objects(actionsthat canbe performedat certaintamgets.
A usermay have oneor severalroles. For accesgontrol, role is akind of interme-
diary thatreduceghe amountof informationneededn the ACL by decreasinghe
granularityof accessontrolinformation. Permissiongo objectsof the systemare
not listed for eachusersseparatelybut usersaregivenrolesandrights of eachrole
areonly describednce.

e Delgyation

An objectthat hasa permissionto accessanotherobjectmay deleyate a setof its
accespermissiongo thatobjectto athird party.

Thus delggation, accordingto this definition, implicitly containsthe objects own
right to accesshe anotherobject,not justtheright to delegatetheright.

3 Motivation

The motivatorsfor the suney are presentecherebriefly. At first, problemsrelatedto
authorizatiorissuesrelisted,andafterthattwo distinctapproachesor providing attribute
certificationaregiven. The sectionendswith somecurrenttopicsconcerninghe attribute
certificates.

3.1 Support for Distrib uted (Role-based)AccessControl

Any accessontrolrelying strictly on authenticatiorandenumeratiorof subjectan ACLs
is problematian distributedervironmentbecausef theneedto keepthe ACLs consistent
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and up-to-date especiallywhen permissiondo accesobjectsare grantedfor very short
periods.

Identity certificatesare not of muchhelpin distributed accesscontrol. PKCshave fairly

long lifetimesandPKCsdon't supportpresentatiomf possiblyencryptedattributesbound
to the holderof the PKC (for limited support,see[18]), which could be usedto declare
subjects roles. Due to theselimitations identity certificatescanonly be usedto describe
holders identity in AccessControlLists. This doesnt helpthe burdenof administration,
sinceeachidentity hasto be assignedxplicit accesgo the system,and ACLSs needto be
editedevery time permission@remodified.

If partof the AccessControlinformationcould be includedin someinterchangeabland
Third Party-signedrecord,which the subjectcould presentduring the authorization the
maintenancef ACLswould becomeesasier For example,if thissignedrecorddeclareshe
subjects membershipn a specificgroup,andthe local authorizatiormanagementnain-
tainstheaccessightsof thegroups this schemevould separatéhe resolutionof subjects
groupaffiliation from the managementf the privilegesof the group. Eventhe privileges
of the groupcould be specifiedin a signedrecord(a certificate),which would be pointed
to from the certificatedeclaringthe subjects groupmembershig23].

3.2 Support for Delegationof rights

With distributed accesscontrol it would be favorable that subjectscould delegate their
permissiongo othersubjectswith no interactionwith the authorityduring the processof
delegation. Thusit would be possibleto take the decentralizatiorof authorizationa step
further Certainly delegation shouldbe optional, andin someapplicationsit would be
beneficialif thedelegatorwasableto furtherrestrictthe setof delegatablepermissions.

3.3 Meansof providing legacy(enterprise) integration

In reallife thereare numerouscomputersystemghatrequiretraditional passverd-based
authentication(and implicit authorizationbasedon the permissiongor the userin the
ACL).

If thesegpasswerdscouldbedistributedin asafeway suchthatonly therealrecipientwould
be ableto decryptthem,thenthis accessontrol methodcould be usedto “wrap” the old
passwerd method.For a user “Single sign-on”would be anideal goal. (However, Single
sign-onis atradeof betweerusability of the systemandsecurityof the systen17].)

3.4 Attrib ute Certification asa solution

Attribute Certification,in form of X.509 Attribute Certificateprofile in PKIX, andasa
mainfunctionof SPKI certificatesprovidessolutionsto theissuespresentecbove.

With attribute certification,it is possibleto usea trustedthird partyto vouchfor a binding
from acertainidentifieranda setof attributesthatcanbeusedto describes.g. membership
to somegroup. In PKIX thefocushasbeenin certificationof ones identity with ordinary
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public key certificates put a profile for attribute certificateshasalsobeendevelopedand
the currentversionof thedraftis 5 [15]. Standardizatioprocesss still goingon, andit is
notknovn whenthe RFCwill beissued.

Thereis aneedfor certificationof “short-term”attributesto someidentity. PKIX andSPKI
have taken differentapproacheso this, varyingin centralizatiormndmeanof identifying
anobject,wherethe otheroneconcentratesn uniguenamesandthe otheroneon public
keysthemseles.

3.5 Easeof deployment

Besidesdntegrationto existing PKIs, the solutionshouldrequireminimal or no changedo
existing Internetprotocolsthatcoulduseattributesboundto identitieswith certificates.The
protocolsthatwould benefitfrom thisincludeTLS, S/IMIME andIPSECI[29, 28, 21, 8, 10].

3.6 X.509 (Attrib ute) Certificates’ relation to AAA facilities

Clearlythe X.509 PKI, including the PMI model,could be usedto implementpart of the
definedAAA functionality [1]. However, no signsof collaborationbetweenthe work-

ing groupshassurfacedsofar. AAA Working Group’s mainfocusis on providing generic
meandor Authentication AccountingandAuthorizationfor network accesswhereasKIX

is anattemptto profile the ISO X.509 PKI to theInternetin general Similaritiesareobvi-

ous.

3.7 Dataencodingin Certificates

Standardor datapresentatiom ISO,andPKIX, is ASN.1,andSPKIhasits own Lisp-like
S-expression$ll]. But XML is becomingnoreandmoreimportantin theindustry There
is anexpired draft concerninghe XML encodingof SPKI certificated26], andtherehas
beena lot of discussiomaboutsupportfor XML encodingof PKIX certificatesin PKIX
mailing lists lately [27].

4 Internet X.509 Public Key Infrastructur e (PKIX)

4.1 Overview

The PKIX is basedon X.509,anITU-T (ISO/IEC)standardf Public Key Infrastructure.
X.509 is a comprehense, andlargely acceptedstandard put in itself of little use. For
example,it leavesunspecifiednary of theimportantfields of the PKC datastructure.

Dueto its ancestorsfocusonauthenticationPKIX aswell concentratemainly on provid-
ing meandor identificationandauthenticationwith a PublicKey Certificatethatprovides
abindingfrom uniquenamedo public keys.
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The Attribute Certificateswere includedinto X.509 in 1997, and a model of Privilege
Managementnfrastructurewas introducedin 1998. Thus evento PKIX, the Attribute
Certificatesarelike anadd-onattemptto provide supportfor authorizatiorrequirements.

In the following, typesof componentsnvolved in PKI, andin PMI, are listed and ex-
plained. PKIX profilesfor Public Key Certificateand Attribute Certificatesarealsopre-
sented Emphasisn profilesis on commonusesof certificates.

4.2 Componentsof X.509 PKI

Terminologyis explainedin section 2.1.

X.509 PKI consistf thefollowing typesof components:

e CertificationAuthorities(CAS)

OrganizationaRegistrationAuthorities(ORAS)

CertificateHolders

Clients

Repositories

Theinteractionof the componentss shavn in figure 1.

4.2.1 Basicfunctionality of a PKIX PKI

A shortexampleof an ordinaryfunctionality of a PKIX PKI is probablythe bestway to
bindthedifferentcomponentef a PKI together Theexampleis modifiedfrom anexample
in [30]:

Supposéilice wantsto communicatesafelywith Bob, but shedoesnt yet have own keys
or certificateto usein communication. Supposealsothat Alice hasalreadygot hold of
Bob’s public key to avoid redundang in example:

Alice first generates public/privatekey pair usinga public key algorithmlike RSA. Then
shecreatesa certificaterequestwhichis the certificatejust prior to its signingby the Cer
tification Authority. Therequesttontainsa uniqguenameof Alice, possiblyaccompanied
with someadditionalinformationconcernincher. TherequesalsocontainsAlice’s public
key. Alice mustsendthis requesto a RegistrationAuthority encryptedwith RAs public
key, or performthis stepout of band.

Next, the Registration Authority decidesthe apprwal of the requestresultingin an ap-
proval or disappreal, andin casetherequesis approed, therequesis forwardedto CA
for policy apprwal andsigning. A signedrequesis Alice’s new certificate whichis sent
backto herthroughRA.

Now, asAlice hasa valid certificate,Bob is ableto decryptthe messageglice just sent
to him encryptedwith Bob’s public key andsignedwith Alice’s privatekey. But first Bob

8
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Operational
transactions and

management transactions _
- End entity

Management transactions
PKI users

Publish Certificate

PKI management
entities

A
A

RA

CA

A

Publish certificate
Publish CRL Management
transactions

Certificate/CRL Repository

CA

Figurel: PKI Entities[3] (Drawing is from [30]).

mustgetAlice’s certificate,andverify it. Usually certificatesarestoredandfetchedfrom
arepository

If BobandAlice arebothonthesameCA, thenit is easyfor Bob to verify Alice’s certifi-
cate. Bob musthave alreadygot hold of CA's public key in a secureway. With thatkey,
Bob canverify Alice’s certificate,which is signedby the sameCA. However, if Bob and
Alice have differentCAs, thenBob mustaskhis CA to find a trustedpathto Alice’s CA.
The trustedpathmustbe suchthat for eachCA the CA actingasa client hasalreadygot
theservingCA's public key, with which the client may verify the sener’s signaturesThis
kind of chainsof trust,especiallywhenlengthy arecritical, sinceonecompromisear bad
CA canunderminehesecurityof thewholeinfrastructure.

CompromisedCAs, aswell asEnd Entitieshaving a compromisedtertificatearelistedin
CertificateRevocationLists. PKI usersin generalwhenusinga certificate,checkfor the
validity of the signatureandacquirea suitablyrecentCRL andverify thatthelist doesnt
containthe serialnumberof the certificatebeingvalidated.Whatis a suitablyrecentCRL
depend®ntheacceptegolicy [7].

4.3 Componentsof X.509PMI

Terminologyrelatedto componentss presentedn section2.1.

Interactionof componentin exchangeof attribute certificatess presentedh figure2. The
ACs canbe“pushed’to AC Verifiersaspartof the applicationprotocolwhich usesACs
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for authorization This naturallyrequireschangeso the protocols. ACsmayalsobestored
in arepositoryandretrievedwhenneededThis modelis calledthe “pull” model.

e Attribute Authorities
e Attribute CertificateUsers
e Attribute CertificateVerifiers

Clients

Repositories

AC Issuer Server Acquisition
Client
Acquisition
Client AC "push” Server
(part of app. protocol)
Client Server
Lookup Lookup

Repository

Figure2: AC Exchange$3]. (Drawing is from [30].)

Themostcommonuseof a PMI is the processf verificationof the attributesof a subject.
The verifier mustfirst get hold of the AC of the subject(the AC holder). The two ways
of doing this areshavn in figure 2. In generalthe “Push” modelrequireschangesn the
applicationprotocols but is moreefficient, sincethereis no needfor anadditionalrequest
for the sener to retrieve the AC from therepository Oncethe AC verifier hasthe AC, it
checksthatthe AC signatureis valid. Then,if the holderfield of the AC statesthat the
holderis identifiedby a PKC, the validationpath(a chainof trust) of the PKC is verified,
andafterthatthe PKCitself is checled for validity. Theissuerof the AC mustbedirectly
trustedby the AC verifier, sincetheversion6 of thedraft[15] doesnot supportdelegation.
After thatthe validity time of the AC is checled. After that, basicallythe AC is valid and
the AC verifier may performary decisionsbasedon the attributesof the AC thatbelong
to the AC holder (In this exampleit is taken for grantedthat the holderof the AC that
presentedhe corresponding®KC really hasthe claimedidentity. This could be proven
e.g. by signingtherequestwith the privatesigningkey of public key the pair of whichis
in thePKC.)

10
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4.4 X.509 Certificate profile

The profile definedby PKIX is presentean generalevel. The commonlyusedfieldsare
presentedFor moreinformation,see[18].

4.4.1 Fieldsof X.509Public Key Certificate

In essencean X.509 PKI bindsa subjects nameto subjects public key, asvouchedby the
nameof theissuerthe CA.

Thefieldsin thebody of the certificatearepresentedn tablel.

X.509PKC

Field name Explanation

version Versionof the Certificate;V3 hasvalueof 2.

serialNumber Assignedoy CA. Uniquewithin the PKCsissuedby the CA.
issuer Thenameof the entity thathassignedthe PKC, i.e. the CA.
validity Thevalidity periodof this PKC.

subject Nameof the entity whosepublic key is presenin the PKC.

subjectPublickyinfo | Subjects public key andalgorithmidentifier
issuerUniquelD
subjectUniquelD

extensions
signatureAlgorithm | Thealgorithmusedby the CA to signthis PKC.
signature¥lue Theresultof CA signingthe certificate.

Tablel: Fieldsof X.509v3 PKC. Optionalfieldsarepresentedh italics.

Signaturevalueis theresultof CA signingthe certificate.With this value,CA certifiesthe
validity of the certificate,including the binding betweenthe nameandthe public key of
thesubject.

The SerialNumberfield is a serialnumberassignedy the CA. It is uniquefor eachcer

tificate issuedby the CA. Thus,nameof the CA andthe serialnumbertogethermale a
globally uniqueidentifier for the certificate,which canbe usedto referto the certificate.
For example,the holderfield (seesectiond.5.1)in attribute certificatecanusethis to refer
to AC holders public key certificate.

Validity tells thetime interval duringwhich the CA warrantghatit will maintaininforma-
tion aboutthe statusof the certificate.

SubjectPublicKey Info containsthe public key associateavith the Subjectandtheiden-
tifier of the algorithmwith whichthekey is used.

The Extensionfield specifiesseveral refinementsoncerningthe useof the certificate. It
canbeusedto:

o |dentify thekey usedin signingof the certificate,in casethe CA hasseveralkeys.

¢ |dentify the public key of thesubject,in casethe subjecthasseveralkeys.

11
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e Describealternatve namedor the subject,suchasan|P addressPNS name,or an
SMTP mail address.

e Restrictthe usageof the certificate suchasmaximumlengthfor the certificatevali-
dationpath,or limiting thevalidationinto a specificnamespaceonly.

e DeclareCRL Distribution point.

4.4.2 Certification Pathsand Trust

EachEnd Entity hasa single“most-trusted”CA which is the startof ary validationpath.
Fortwo entitieswilling to communicateecurelyusingthePKIX they musthavzeacommon
trustedCA. In X.509 v1 the CAs formeda pure hierarchy in which eachCA trusteda

singleCA. But X.509v3 certificatesdon't have this limitation, anda CA maytrustseveral

otherCAs. Still, CAs usuallyform a hierarchywithin a singleadministratre domain.But

two differentCAs belongingto differentdomains,andnot sharinga commonupperlevel

CA, canestablishtrust by meansof cross-certification a kind of CA certificate,which

is anordinary PKC, wheresubijectis alsoa CA. (Crosscertificationmay also be usedto

form normalhierarchieswithin a singleadministratre domainaswell, but usuallythese
hierarchiesareformedout of band.)

4.4.3 Revocation,CRL

Revokedcertificatesareaddedo a CertificateRevocationList. Thelist is distributedin the
sameway asthe certificates.Thelist is updatedperiodicallyaccordingto thelocal policy.
Dependingonthepolicy, it is possibleto issueincrementabr completeCRLS.

4.4.4 Operational and ManagementProtocols.

OperationaBndmanagementrotocolsarenot presentedn this paperin detail. Overviev
of theirusess in [3].

Operationabprotocolsareusedin PKI to deliver certificatesand CRLsto certificateusers
[4]. LDAP [6] is oneprotocolthatis usedto deliver PKCsandCRLs. LAAP [16] is used
to deliver ACs.

Managemenprotocolsareusedfor on-lineinteractionbetweerPKI usersandmanagement
entities,for examplebetweena CA anda client system,or betweentwo CAs thatcross-
certify eachother Theseprotocolsareusede.g.to registerPKI usersor client systemsand
requestdor revocationof certificateq2].

4.5 X.509Attrib ute Certificate profile

Thefollowing informationis presentedisstatedin the PKIX Attribute CertificateProfile
for Authorizationdraft5 [15].

12
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45.1 Fieldsof X.509 Attrib ute Certificate

Thefieldsin the body of the X.509 attribute certificatearepresentedn table2.

X.509AC

Field name Explanation

version Versionof theAC; vl orv2

holder Holderof the AC.

issuer The AA thathasissuedthis AC.

serialNumber Assignedby AA. Uniguewithin the ACsissuedby the AA.
attrCert\alidityPeriod | Thevalidity periodof this AA.

attributes The*“payload”; the attributesboundto the AC holder
issuerUniquelD

extensions

signatureAlgorithm

signature¥lue

Table2: Fieldsof X.509 Attribute Certificate.Optionalfieldsarepresentedn italics.

The PKIX Attribute Certificatehasthe samefields describingthe signaturealgorithmand
thesignaturevalueasthe X.509 PublicKey Certificate.Versionfield is alsopresent.

The Holder field describeghe holderof the attribute certificate. Thereare several ways
to describethis, the mostcommonof which is areferenceo the holders PKC via unique
serialnumber This bindsthe PKI andthe PMI infrastructuregogether;the certification
becomesiependenon boththe CA of the PKC andthe AC issuer(AA). Thedraft gives
otherpossibilitiesfor the presentatiorof the holderalso: Entity Nameand ObjectDigest
Info. Entity namecould be usefulif someotherauthenticatiorthanholders PKCis used.
For example theauthenticatioimayhave alreadybeenverifiedin the samesessiorcontext

the verificationof authorizations beingperformed by e.g. a safeexchangeof username
anda passwerd. Then,this usernamecanbe usedasa holderof the AC andthe privileges
or otherinformationpresentedn theattributesof the AC.

Of coursesimply presentingan AC anda PKC the AC refersto asits holderis not enough
for averifierto believe thatthe presenteis thesubjectof the PKC. Thepresentemustsign
the messagevith the private key the public key pair of which is certifiedby a CA in the
PKC.

ObjectDigestinfo is aninterestingway to presentholder: it is possibleto bind the AC
directly to ary objectby way of a hashcalculatedof this objectand placedin this field.
Also, the Object Digestinfo malesit possibleto bind authorizationgirectly to public
keys. This could be seenasan attemptto provide the “nice” featuresof SPKIin PKIX.
Theability to bind attributesto anarbitraryobjectreally opensnew possibilitiesfor PKIX.

Sofar, only two kinds of digestsaredefinedin the draft: hashof a public key anda hash
of a PKC. However, this doesnt forbid the useof otherdigests. For example,certifying
executablgJava) objectsdirectly via digestscould provide useful.

The Issuerlinks the attribute certificateto the issuerusually by a single GeneralName,
which may containe.g.a DNS nameor an|P addres®f theissuer

13



HUT TML 2000 Tik-110.501Seminaron Network Security

SerialNumberidentifiesthe AC uniquelyfrom the otherACsissuedby the AA.

Validity Periodstatesthe periodfor which the AA certifiesthatthe binding betweenrthe
holderandtheattributeswill bevalid.

The Attributesfield of the AC cancontainary data. Standardypesof attributesarethe
following:

e ServiceAuthenticationinformation

Accesdldentity

Chaging Identity

Group
e Role

Clearance

Service AuthenticationIinformation can be usedfor providing legag applicationswith
neededredentialsAccesddentity canbeusedto identify the AC holderto the AC verifier
or thelarger systemof which the AC verifier is acomponent.Theseattributesareusually
sensitve informationandarethusencrypted.

Chaging Identity identifiesthe AC holderfor chaging purposesFor exampletheholders
company maybethechaging identity.

GroupandRolecanbeusedto preseninformationof AC holders rolesor groupmember
ships.

Clearancaés the clearancef the AC holder associatedvith securitylabeling[17].

Extensiondield in PKIX attribute certificatecanbeusedto furtherrestricttheapplicability
of theAC into targets,andto specifydistribution pointsfor CRLs,or to declarehatno CRL
for the certificateis available.

4.5.2 Certification Paths

Thedraft relieson the assumptiorthat theres a single Attribute Authority thatissuesall
ACsfor aparticularsetof attributes.As long astheattribute setsaredisjoint, theremaybe
several authorities,eachresponsibldor its own setof attributes. For example,clearance
may beissuedby oneauthority andgroupandrole membership®y anotherauthority

4.5.3 Revocation of Attrib ute Certificates

The Attribute Certificatescan be revoked, dependingon the chosenpolicy, in two ways:
implicitly, by shortvalidity periods,or in the sameway asthe PKCs,by usingCertificate
RevocationLists, which areissuedperiodicallyaccordingto the local policy, andcontain
the serialnumbersof revoked certificates.

14



HUT TML 2000 Tik-110.501Seminaron Network Security

4.5.4 DelegationSupport in Attrib ute Certificates

Thecurrentdraft (humber5) doesnt supportdelegation,becauséhatwould requirechains
of ACs,whicharecomple to processindadministrateThevalidationof AC holders PKC
may have chainsjustlike in the ordinarycasewhenonly authenticityis verified.

However, this restrictionappliesonly to the IETF profile of the PKIX. The ISO stan-
dard[22] doessupportdelegation.

4.5.5 Attrib ute Encryption

TheAttribute Encryptioncanbeusedio encrypttheattributeswhenthe ACsaretransferred
insecurelyin the network. Theencryptionis donesothatciphertext stealingis prevented:
the encrypteddatacontainsthe nameof the AC Issuey andthe serialnumberof the AC.
Thesevaluesmustbe equalto the correspondingaluein the body of the AC.

The attributesare encryptedusing CryptographidMlessageSyntax,EnvelopedDatastruc-
ture[19]. In this structurethefollowing schemas possible:for eachmessagea symmet-
ric key is generatedandthis key is thenencryptedwith eachrecipients available public
key andincludedin the EnvelopedDatayhich thencontainshe symmetrickey encrypted
with eachrecipients public key, andthe actualdatawhichis encryptedvith thegenerated
symmetrickey.

4.6 Deployment

Xenitellis presentsn [30] a goodsourceto look at for freeimplementationslt givesalso
acomprehense list of the (alreadyexisting) free softwarecomponentsieededo setup a
CertificateAuthority. Also, it senesasacomprehense tutorial into world of PKI.

SSHhave productamplementinghefunctionalityof a CA andanEE.

However, neitherof thesesourceslaim ary supportfor PMI.

5 Simple Public Key Infrastructur e (SPKI)

SPKIlwasdevelopedin responseéo achieve a PKI the mainemphasisof which would be
authorization not authentication[12]. Initially, the basic SPKI was only concernedof
certifying bindingsof public keys and attributes. Pretty soonSDSI, Simple Distributed
SecurityInfrastructure[12], a meansof definingand usinglocal namespacesand still
beingableto identify namesin certainnamespaceglobally, meigedwith the SPKI, and
thusbinding betweemamesandpublic keys becamepossibleaswell.

5.1 Principles of SPKI

e Key asgloballD
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Thanksto mathematicsan ordinary randomly-generategublic key of length of
2048 bits (RSA in this example),is globally unique. Thereforeit canbe usedto
index acertificate.Also, sincethe“namespacedf suchkeysis flat, with no obvious
subfields,peopleare not likely to useplain keys andthereforecannotmale faulty
guessesf otherfield’s contentgasis possiblein caseof globally uniquenames).

o Certificatefields

An SPKI certificateis very simple: it containskeys of theissuerandsubject,infor-
mationon the delagatability of the authorizationyesor no), validity period,andthe
issuers signature Detailscanbefoundfrom [11].

e Simpleauthorization

The SPKlauthorizatiorcertificatesind permissiongo keys directly. Not having to
bind permissiongo namegor PKCs),andnamedo keys, is anobvious adwantage.
Thereis only asingleTTP (or chainof TTPs)to trustin ary case.

e Supportfor delegation

SPKIlauthorizatiorcertificatessupportdelegation. The delegationcanbe controlled
in aboolearfashion:eitherthe holderis ableto delegatethe permissioror not.

e Storingandproviding certificates

In SPKI, certificatesare usuallynot storedin a global repository Certificatescer
tifying authority are “pushed” by the keyholderto the verifier. The assumptioris
thatthe authorizationcertificateis of no useto aryoneelsethanthe holderandthe
verifier.

e Faulttolerance

As describedabove, the strict hierarchyof PKIX is very sensitve. In caseof a
malfunctionor acompromiseof asingleCA the partof the PKI in its controlis par
alyzed,andthe communicatiorof theseEnd Entitiesis preventedor compromised.
SPKI addressethis problemby allowing validationof a certificateto have sereral
paths(i.e. thereis no hierarchy),andletting the issuerof the certificateto decide
what level of trustis acceptable.The constructis called k-of-n thresholdsubject
[12, 14].

e Names
SPKIl offersbindingof alocal nameto a key.

Local nameis a namethat hassignificanceonly to the issuerherself. Local names
canbe chainedasfollows: Assumekeyholderof K, defines(hamejim) to be K7,
andthe keyholderof K; defines(name therese)to be K5. Now, the keyholderof
K, canuse(namejim therese)to referto Ks.

Thelocalnamesanbemade“global” by anchoringthe outermosthamespacewith
thekey of thekeyholderof thatlocal namespacen the exampleabove, (name K
jim therese)is globally uniqueand at the sametime meaningfullocally, actually
referringto key K.
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5.2 Deployment
Sofar, SPKIseemgo have gainedmostlyacademidnterest.[14] hasalist of commercial
productsandavailablesourcecodeof the (partial)implementations.

The developmentof SPKIseemsomavhatstalled: the draft describingthe formatof the
certificate[11] expiredin January

A goodresourceor SPKI-relatedmaterial,suchasarticles,sourcecode,discussionand
comparisorto otherPKI technologiesis Carl M. Ellison’s homepage[14].

6 Comparisonand Conclusions

In the table below, taken partially from [14], characteristic®f both PKIX and SPKI are
presented.

X.509/PKIX SPKIlwithout SDSI SPKIlwith SDSI

CA CA hierarchies,possi-| AA hierarchies: op- | Single naming author
charac- | bly cross-certifiedSin- | tional k-of-n subjects | ity

teristics | gle AA hierarchy
Kind of | Global, but in practice| Global (aslong asthe | Local
Identifier | usedaslocal. Very of- | keys are properly gen-
tenareferenceo DNS | erated)
isusedasaglobaliden-
tifier.

Uses Identity certification.| Authority certification: | Identity certification.
Extended towards| keysto attributes
authority certification.
Authority certification
so far is useful only
when used together
with authenticity
certification.

Table3: Characteristicef PKIX andSPKIwith andwithout names.

Two problemsin PKIX thatinitiatedthe design[13] of SPKlwere:

e Centralizedandhierarchicakey management.

In PKI every End Entity essentiallyhasonly one CA to look for PKCs. The same
appliesin PMI to AAs [15]. This kind of constructis notin particularvery fault-
tolerant,andoverall it is very statica structure. With PMI, this is strikingly true,
sincecross-certifications not possible;for a particularattribute, thereis only one
placeto look for the ACs. Thusaccesgontrolcannotbetotally distributed.

The underlyingassumptionn PKIX is that a certificateis storedin a repository
whereit is fetchedon demand.
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e Globally uniguenames

Trying to find a certificatebasedn a globally uniguenameis notalwayseasywhen
only part of the nameis known. This kind of procedureis also proneto errors,
whenthereis a humaninvolvedin the process(e.g,an Attemptto find Alice Smith
from the United Stateswould likely resultin hundredsof results). This somevhat
preventsthe useof directoryin itself for an attemptto find a PKC to be usedfor
securecommunication.

6.1 Benefitsof PKIX

A centralizednhierarchymay well be desirablein someapplications:whenthe authority
really is anauthority, suchasthe governmentthis kind of constructmightwell provide a
basidfor secureslectronicacommercendpublicservicesyhenit comedo authentication
of personsor otherentitiesthathave a “natural” name suchasa DNS name.

The Finnish “Electronic Identification” (FINEID, in Finnish“Henkilon SahkéinenTun-
nistaminen” HST) is oneof thefirst attemptdo establisha widely accepteduthoritythat
couldbeusedfor public serviceq20].

This kind of constructdoesnt necessarextendwell to authorizationand relatedtasks,
becauset would be desirablethat any entity having objectsin controlwould be ableto
issueauthoritycertificatestself, whichis madeimpossibleby the PKIX AC draftwith the
requirementhattherebeonly asingleAttribute Authority for eachdisjointsetof attributes
for anentity in thenetwork. Theexclusionof delegationin thedraftspeakgor thisaswell.

6.2 Benefitsof SPKI

Whenthe usageof the PKI is authorization,then SPKI is conceptuallya betterchoice,
becausenot having to careaboutnamesat all simplifiesthe processof certificationand
validationremarkably Whenthereis only one TTP to trust, thereis lesscomponentshat
may breakup.

Otherthanthat,useof SDSlandlocal namespaceis aglobalcontext would eliminatethe
problemof having to have a single global namespaceThereis one suchnamespacén
todays Internet:the DomainNameSystem.But it cant be usedfor everything,andsuch
globalnamesarereally notmeaningfulto ahuman:SDSInamesare.

6.3 Conclusion

It would be safeto saythatPKIX is thechoicewhentheapplicationareais biasedtowards
humansgspeciallyin caseof public servicesandsuch,andwhenauthorizationssuesare
directly relatedto these.Then,onehasto copewith humanerraneoushgelectinga wrong
name only payingattentionto apartof theglobalnamethathassignificanceo thatperson.

Whenit comesto plain anorymous authorization,especiallywhen the entities are not
controlledby humangbeinge.g.softwareagentor so),andespeciallyin casehestructure
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of the PKI is very dynamic,SPKI certificateswould be betterchoice. The possibility to
allow several pathsfor certificatevalidation,andhaving a control on the acceptabldevel
of successiely validatedpathsmakesSPKI favorable.

SPKIhasbeendesignedn suchawaythatinteroperabilitywith otherPKls hasbeentaken
into account(the 5- and4-tuples,see[12]). The authorshave obviously realisedthatthe
world won't switch from a PKI to anotherovernight; andit seemghat the world really
hasnt.

No matterwhich PKI becomeglominant.all the hassleaboutPKIs s basicallyaboutmov-
ing difficult things from one domainto another For example,in basicaccessontrol,
insteadof authenticatinghe userwith usernameandpasswrd safelyanddecidingtheau-
thorizationbasedon the ACLs, in the world of PKI (that supportsauthorization)onehas
acompl« infrastructurethatinvolvesissuingandexchangeof certificateqeither SPKI or
PKIX), trustedthird parties,public keys of TTPsthathave possiblybeenretrieved out-of-
band,andothersuchcomponentslt is hardto saywhich oneis lesssecure keepingACLs
consistenandtrustingin the presentauthenticatior{which might eveninclude exchange
of passwerdsin cleartet), or trustingin the PKI to functionasclaimed.

For one,industryseemso have adoptedhe PKIX-profiled X.509 PKI.
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