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Abstract

This paperis an introductionto Attribute Certificatesin X.509 Framework, the
PrivilegeManagementInfrastructure(PMI) andits relationto PublicKey Infrastruc-
ture(PKI), concentratingonthework doneby IETF WorkingGroupPKIX, aimingat
adaptingPKI to theInternet.

Comparisonof X.509PKIX AttributeCertificatesandSimplePublicKey Infras-
tructure(SPKI) certificatesis presented.

Attribute certificationin essenceis a way of extendingauthentication-oriented
useof PKI to supporttasksrelatedto authorization.AttributeCertificatesprovide a
solutionto certify bindingof attributesto a givensubject.

Applicationsof Attribute Certificatescover a wide rangeof topicssuchasweb
accesscontrol,transportlayersecurity, securede-mailandintegrationof legacy sys-
tems.

1 Intr oduction

Publickey cryptographyreducedthenumberof keys neededfor practicalsecurecommu-
nicationover aninsecurechannel.Beforethediscovery of public key cryptography, each
communicatingpairof hostsneededauniquekey. Thus � hostscommunicatingwith each
otherwould need

� ���������
	�� keys. Evenworse,thekeys hadto bedeliveredto hostsvia
asecurechannel,becausethesamekey wasusedfor encryptionanddecryption[9].

Publickey cryptographyin turn revealedaproblemof effective andtrustedpublicly avail-
ablemeansof distribution of public keys. For this key distribution severalmethodswere
proposed,varyinggreatlyin centralizationandothercharacteristicsof theservice.

For key distribution overaninsecurechannelto becomesecure,asigneddocument,signed
by the key distributor, is used. The key distributor actsasa TrustedThird Party (TTP),
an entity trustedby communicatingpeers.Thus,for a communicatingpeerit is enough
to trust thekey distributor andto gethold of thepublic signingkey of thekey distributor
safely. With this, thepeercanverify thecertificatesissued(andsigned)by thedistributor,
andgainaccessto otherpeers’public keys safely.

Thesigneddocumentusedto distributethepublickeys is known asacertificate. A certifi-
cateis a document,signedby a CertificateAuthority, which bindspropertiesto a subject
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that is identifiedin anappropriatefashiondependingon thecontext andthetypeof a cer-
tificate. In PKIX X.509 identity certificatesthesubjectis auniquename,andtheproperty
boundto thenameis a public key.

For many applications,thebindingthatrequiresaverificationfrom aTTP, is not thebind-
ing of thenameto apublickey, but ratherabindingof anidentityto asetof attributes.This
kind of certificationis very usefulfor examplein distributedaccesscontrol,wherea TTP,
known asAttributeAuthority, issuesthesebindings,which in turn declarethe rightsof a
subjectto specificobjects.For anauthority, responsibleof accesscontroldecisionsof ob-
jectsunderits control,thiskind of certificateseasetheoverallmanagementburdenneeded
for theaccesscontrol. Thereis no needfor specificAccessControlLists (ACL), because
the certificate,calledAttribute Certificate, declaresthesubject’s rights to accessthepar-
ticular objects.This especiallyeasesthetaskof managementof ACLs in a systemwhere
theobjectsthemselvesareresponsibleof theaccesscontrolof their own resources.When
the ACLs are largely scatteredaroundthe numerousobjects,the task of keepingthem
consistentaccordingto the chosenpolicy becomesvery difficult. WhenusingAttribute
Certificates,the objectonly hasto verify the certificategiven by the subject,andverify
that theidentity claimedin theAttributeCertificatereally is theidentity of thesubjectat-
temptingto accesstheobject. This additionalverificationof identity is fairly permanent,
thereforeit is not necessaryto beverified for every singleaccesscontrol decision,but at
thebeginningof eachsession,if thereis such.Thevalidity of anauthenticationmayvary
from a singletransactionto any long time. A tradeoff betweenconsumptionof bandwidth
andtime, andlevel of securityin paceof requiredauthenticationsis obvious, known in
literatureas“TimeOf CheckTo TimeOf Use” [17].

2 Terminology and Concepts

2.1 Terminology


 PKI PublicKey Infrastructure

The set of hardware, software, people,policies and proceduresneededto create,
manage,store,distribute,andrevokePublicKey Certificates(PKCs)basedonpublic-
key cryptography. [3]


 PMI PrivilegeManagementInfrastructure

A collectionof AttributeCertificates(ACs),with their issuingAttributeAuthorities
(AAs)s, subjects,relying parties,andrepositories,is referredto asPrivilege Man-
agementInfrastructure[3].


 X.509

X.509is anITU-T (ISO/IEC)Recommendationfor a framework for public-key cer-
tificatesandattributecertificates.Currentdraft canbefoundfrom [22].


 PKIX InternetX.509PublicKey Infrastructure

An effort launchedin October1995by an IETF Working groupof the samename
to deliver a profile for the InternetPKI of X.509 version3 PKCs and version2
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CertificateRevocationLists (CRLs)[3]. ThePKIX definitionof PKI subsumesPMI
aswell.


 SPKI SimplePublicKey Infrastructure

a kind of PKI that emphasizeson authorizationratherthan authentication.SPKI
certificatesbindattributes(describingauthorization)to apublic key directly [12].


 CA CertificationAuthority

An authoritytrustedby oneor moreusersto createandassignpublickey certificates.
Optionally theCA maycreatetheuser’s keys. It is importantto notethat theCA is
responsiblefor the public key certificatesduring their whole lifetime, not just for
assigningthem[3].


 AA AttributeAuthority (alsocalledAC Issuer)

An authoritytrustedby oneor moreusersto createandsignattributecertificate.It is
importantto notethattheAA is responsiblefor theattributecertificatesduringtheir
wholelifetime, not just for issuingthem[3].

AA canbeany entity in thenetwork having objectsin its control. In literature,the
AA is oftencalledAC Issuer.


 RA RegistrationAuthority

An optionalentity given responsibilityfor performingsomeof the administrative
tasksnecessaryin theregistrationof subjects,suchas:confirmingthesubject’s iden-
tity; validatingthatthesubjectis entitledto have thevaluesrequestedin aPKC;and
verifying thatthesubjecthaspossessionof theprivatekey associatedwith thepublic
key requestedfor aPKC [3].


 AttributeCertificateVerifiers

AttributeCertificateVerifierscheckthevalidity of anAC andthenmake useof the
result[3].


 PKC PublicKey Certificate

A datastructurecontainingthe public key of an End Entity (or CA, or AA) and
someother information,which is digitally signedwith the private key of the CA
which issuedit [3]

In PKIX, PKC is a Public Key Certificateof the type definedin X.509 [22], and
profiledin RFC2459[18].


 AC AttributeCertificate

A datastructurecontaininga setof attributesfor an end-entityandsomeotherin-
formation,which is digitally signedwith theprivatekey of theAA which issuedit
[3].


 Repository

A databaseservicecapableof storing information,suchascertificatesandCRLs,
allowing unauthenticatedinformation retrieval. Repositoriesinclude, but are not
limited to, directoryservices[5].
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 Client (PKI Client)

Clientsvalidatedigital signaturesandcertificationpathsfrom aknown publickey of
a trustedCA [3].

A functionthatusesPKI toobtaincertificatesandvalidatecertificatesandsignatures.
Clientfunctionsarepresentin CAsandentities.Clientfunctionsmayalsobepresent
in entitiesthatarenot certificateholders[5].


 Client (PMI Client)

PMI Clientsrequestanactionfor whichauthorizationchecksareto bemade[3].


 CertificateHolder

An entity thatis namedasthesubjectof avalid certificate[5].


 EndEntity

A certificatesubjectwhich usesits privatekey for purposesotherthansigningcer-
tificates[5].

2.2 Concepts


 Certificationbinding

According to Ellison, thereare threeclassesof informationthat canbe boundto-
getherby public key certificatesor attribute certificates[12]. Thesearekey, name,
andauthorization(or otherattribute). The binding may be indirect: for example,
insteadof a key, a hashof a key, or a referenceto anothercertificatecontainingthe
key, maybeused.

Thustherearethreegeneralkinds of certificates,mappingtwo of the threeclasses
of informationtogether:

– (authorization<->name)

– (authorization<->key)

– (name<->key)


 Trust

Trust is usedand abusedrelentlesslyin literaturerelatedto PKI. The problemis
that thedefinitionsusuallyaretoo vague.A cleardistinctioncanbemadebetween
psychologicalandtechnologicaldefinitionsof trust.

Psychological Trust is nottransitive. If it wastransitive,sayif Alice trustedBob,and
Bob trustedCarol,apersonAlice hasneverevenmetface-to-face,thenby transitiv-
ity, Alice would alsotrust Carol. Computationof transitive closureof trust would
thenbe exhaustive, yet boring, becauseat the endit would be very likely that ev-
eryonein theworld would trusteveryone.(Effectively renderingthis paperandthe
wholedisciplineintroducedhereuselessaswell.)

However, whenconsideringtrust in a moreprecisesense,e.g. relatedto somespe-
cific technology, trustmaybe transitive, but thentrust is restrictedto a specificas-
pect.Oftenthesystemreliesupontrustbetweenthecomponentsof thesystem,and
in caseof acompromisein trustrelationstheincidenthasawideeffect.

4



HUT TML 2000 Tik-110.501SeminaronNetwork Security

Thus, it is hardto give a precisedefinition of what trust is, even in a very limited
context.

Nikander[25] discussesthe issueof psychologicaltrust and the differencescom-
paredto definitionsusedin amorespecificcontext.

In [24], Nikanderpresentsa moretechnologicaldefinitionfor trust:

Trust in a principal is a belief that theprincipal, whenasked to performan action,
will act according to a pre-defineddescription.In particular, this belief impliesthe
belief that theprincipal will not attemptto harmtherequestorindependentlyof the
wayit fulfills therequest.


 Chainof Trust

A Chainof Trust makesuseof transitivity of trust (in this context). For example,
a chainis formedin theprocessof verificationof a certificatewhenthe certificate
is issuedby a non-localCertificateAuthority or Attribute Authority. In this chain,
eachCA trustsafollowing CA in thechain.Trustbetweenconsecutive entriesin the
chainis formedby a possessionof public key of thesuccessorin thechain,which
verifiesthesignaturesof thesuccessor.


 Role-basedAccessControl

Role-basedaccesscontrol focuseson theusersandthe jobsusersperform. A Role
is a collectionof rights to objects(actionsthat canbeperformedat certaintargets.
A usermayhave oneor several roles. For accesscontrol, role is a kind of interme-
diary that reducestheamountof informationneededin theACL by decreasingthe
granularityof accesscontrol information. Permissionsto objectsof thesystemare
not listedfor eachusersseparately, but usersaregivenrolesandrightsof eachrole
areonly describedonce.


 Delegation

An object that hasa permissionto accessanotherobjectmay delegatea setof its
accesspermissionsto thatobjectto a third party.

Thusdelegation, accordingto this definition, implicitly containsthe object’s own
right to accesstheanotherobject,not just theright to delegatetheright.

3 Moti vation

The motivators for the survey are presentedherebriefly. At first, problemsrelatedto
authorizationissuesarelisted,andafterthattwo distinctapproachesfor providing attribute
certificationaregiven. Thesectionendswith somecurrenttopicsconcerningtheattribute
certificates.

3.1 Support for Distrib uted (Role-based)AccessControl

Any accesscontrolrelyingstrictly onauthenticationandenumerationof subjectsin ACLs
is problematicin distributedenvironmentbecauseof theneedto keeptheACLsconsistent
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andup-to-date,especiallywhenpermissionsto accessobjectsaregrantedfor very short
periods.

Identity certificatesarenot of muchhelp in distributedaccesscontrol. PKCshave fairly
long lifetimesandPKCsdon’t supportpresentationof possiblyencryptedattributesbound
to the holderof the PKC (for limited support,see[18]), which could be usedto declare
subject’s roles. Due to theselimitations identity certificatescanonly beusedto describe
holder’s identity in AccessControlLists. This doesn’t help theburdenof administration,
sinceeachidentity hasto beassignedexplicit accessto thesystem,andACLs needto be
editedevery timepermissionsaremodified.

If partof theAccessControl informationcouldbe includedin someinterchangeableand
Third Party-signedrecord,which the subjectcould presentduring the authorization,the
maintenanceof ACLswouldbecomeeasier. For example,if thissignedrecorddeclaresthe
subject’s membershipin a specificgroup,andthe local authorizationmanagementmain-
tainstheaccessrightsof thegroups,thisschemewouldseparatetheresolutionof subject’s
groupaffiliation from themanagementof theprivilegesof thegroup. Eventheprivileges
of thegroupcouldbespecifiedin a signedrecord(a certificate),which would bepointed
to from thecertificatedeclaringthesubject’s groupmembership[23].

3.2 Support for Delegationof rights

With distributed accesscontrol it would be favorable that subjectscould delegatetheir
permissionsto othersubjectswith no interactionwith theauthorityduring theprocessof
delegation. Thusit would be possibleto take thedecentralizationof authorizationa step
further. Certainly delegation shouldbe optional, and in someapplicationsit would be
beneficialif thedelegatorwasableto furtherrestrictthesetof delegatablepermissions.

3.3 Meansof providing legacy(enterprise) integration

In real life therearenumerouscomputersystemsthat requiretraditionalpassword-based
authentication(and implicit authorizationbasedon the permissionsfor the user in the
ACL).

If thesepasswordscouldbedistributedin asafewaysuchthatonly therealrecipientwould
beableto decryptthem,thenthis accesscontrolmethodcouldbeusedto “wrap” theold
password method.For a user, “Single sign-on”would beanidealgoal. (However, Single
sign-onis a tradeoff betweenusabilityof thesystemandsecurityof thesystem[17].)

3.4 Attrib ute Certification asa solution

Attribute Certification,in form of X.509 Attribute Certificateprofile in PKIX, andasa
mainfunctionof SPKI certificates,providessolutionsto theissuespresentedabove.

With attributecertification,it is possibleto usea trustedthird partyto vouchfor a binding
from acertainidentifierandasetof attributesthatcanbeusedto describee.g.membership
to somegroup.In PKIX thefocushasbeenin certificationof one’s identity with ordinary
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public key certificates,but a profile for attribute certificateshasalsobeendevelopedand
thecurrentversionof thedraft is 5 [15]. Standardizationprocessis still goingon,andit is
not known whentheRFCwill beissued.

Thereis aneedfor certificationof “short-term”attributesto someidentity. PKIX andSPKI
have takendifferentapproachesto this,varyingin centralizationandmeansof identifying
anobject,wheretheotheroneconcentrateson uniquenamesandtheotheroneon public
keys themselves.

3.5 Easeof deployment

Besidesintegrationto existingPKIs, thesolutionshouldrequireminimal or no changesto
existingInternetprotocolsthatcoulduseattributesboundto identitieswith certificates.The
protocolsthatwouldbenefitfrom thisincludeTLS,S/MIME andIPSEC[29, 28, 21, 8,10].

3.6 X.509(Attrib ute) Certificates’ relation to AAA facilities

Clearly theX.509 PKI, includingthePMI model,couldbeusedto implementpartof the
definedAAA functionality [1]. However, no signsof collaborationbetweenthe work-
ing groupshassurfacedsofar. AAA WorkingGroup’s mainfocusis on providing generic
meansfor Authentication, AccountingandAuthorizationfor network access,whereasPKIX
is anattemptto profile theISOX.509PKI to theInternetin general.Similaritiesareobvi-
ous.

3.7 Data encodingin Certificates

Standardfor datapresentationin ISO,andPKIX, is ASN.1,andSPKIhasits own Lisp-like
S-expressions[11]. But XML is becomingmoreandmoreimportantin theindustry. There
is anexpireddraft concerningtheXML encodingof SPKI certificates[26], andtherehas
beena lot of discussionaboutsupportfor XML encodingof PKIX certificatesin PKIX
mailing lists lately [27].

4 Inter net X.509Public Key Infrastructur e (PKIX)

4.1 Overview

ThePKIX is basedon X.509,anITU-T (ISO/IEC)standardof PublicKey Infrastructure.
X.509 is a comprehensive, and largely acceptedstandard,but in itself of little use. For
example,it leavesunspecifiedmany of theimportantfieldsof thePKC datastructure.

Dueto its ancestors’focusonauthentication,PKIX aswell concentratesmainlyonprovid-
ing meansfor identificationandauthentication,with aPublicKey Certificatethatprovides
abindingfrom uniquenamesto public keys.
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The Attribute Certificateswere includedinto X.509 in 1997, and a model of Privilege
ManagementInfrastructurewas introducedin 1998. Thus even to PKIX, the Attribute
Certificatesarelike anadd-onattemptto provide supportfor authorizationrequirements.

In the following, typesof componentsinvolved in PKI, and in PMI, are listed and ex-
plained. PKIX profilesfor Public Key CertificateandAttribute Certificatesarealsopre-
sented.Emphasisin profilesis on commonusesof certificates.

4.2 Componentsof X.509PKI

Terminologyis explainedin section 2.1.

X.509PKI consistsof thefollowing typesof components:


 CertificationAuthorities(CAs)


 OrganizationalRegistrationAuthorities(ORAs)


 CertificateHolders


 Clients


 Repositories

Theinteractionof thecomponentsis shown in figure1.

4.2.1 Basicfunctionality of a PKIX PKI

A shortexampleof anordinaryfunctionality of a PKIX PKI is probablythebestway to
bindthedifferentcomponentsof aPKI together. Theexampleis modifiedfrom anexample
in [30]:

SupposeAlice wantsto communicatesafelywith Bob,but shedoesn’t yet have own keys
or certificateto usein communication.Supposealso that Alice hasalreadygot hold of
Bob’s public key to avoid redundancy in example:

Alice first generatesapublic/privatekey pairusingapublickey algorithmlike RSA.Then
shecreatesacertificaterequest,which is thecertificatejust prior to its signingby theCer-
tification Authority. Therequestcontainsa uniquenameof Alice, possiblyaccompanied
with someadditionalinformationconcerningher. TherequestalsocontainsAlice’s public
key. Alice mustsendthis requestto a RegistrationAuthority encryptedwith RAs public
key, or performthisstepoutof band.

Next, the RegistrationAuthority decidesthe approval of the request,resultingin an ap-
proval or disapproval, andin casetherequestis approved, therequestis forwardedto CA
for policy approval andsigning.A signedrequestis Alice’s new certificate,which is sent
backto herthroughRA.

Now, asAlice hasa valid certificate,Bob is ableto decryptthemessagesAlice just sent
to him encryptedwith Bob’s public key andsignedwith Alice’s privatekey. But first Bob
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Figure1: PKI Entities[3] (Drawing is from [30]).

mustgetAlice’s certificate,andverify it. Usuallycertificatesarestoredandfetchedfrom
arepository.

If Bob andAlice arebothon thesameCA, thenit is easyfor Bob to verify Alice’s certifi-
cate.Bob musthave alreadygot hold of CA’s public key in a secureway. With thatkey,
Bob canverify Alice’s certificate,which is signedby thesameCA. However, if Bob and
Alice have differentCAs, thenBob mustaskhis CA to find a trustedpathto Alice’s CA.
The trustedpathmustbesuchthat for eachCA theCA actingasa client hasalreadygot
theservingCA’spublic key, with which theclient mayverify theserver’s signatures.This
kind of chainsof trust,especiallywhenlengthy, arecritical, sinceonecompromisedor bad
CA canunderminethesecurityof thewholeinfrastructure.

CompromisedCAs, aswell asEndEntitieshaving a compromisedcertificatearelistedin
CertificateRevocationLists. PKI usersin general,whenusinga certificate,checkfor the
validity of thesignature,andacquirea suitablyrecentCRL andverify thatthelist doesn’t
containtheserialnumberof thecertificatebeingvalidated.Whatis a suitablyrecentCRL
dependson theacceptedpolicy [7].

4.3 Componentsof X.509PMI

Terminologyrelatedto componentsis presentedin section2.1.

Interactionof componentsin exchangeof attributecertificatesis presentedin figure2. The
ACs canbe“pushed”to AC Verifiersaspartof theapplicationprotocolwhich usesACs
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for authorization.Thisnaturallyrequireschangesto theprotocols.ACsmayalsobestored
in a repositoryandretrievedwhenneeded.This modelis calledthe“pull” model.


 AttributeAuthorities


 AttributeCertificateUsers


 AttributeCertificateVerifiers


 Clients


 Repositories

AC Issuer

Server

Server
Lookup

Repository

Client
Lookup

AC "push"

(part of app. protocol)

Client
Acquisition

Server Acquisition

Client

Figure2: AC Exchanges[3]. (Drawing is from [30].)

Themostcommonuseof aPMI is theprocessof verificationof theattributesof asubject.
The verifier mustfirst get hold of the AC of the subject(the AC holder). The two ways
of doing this areshown in figure2. In generalthe “Push” modelrequireschangesin the
applicationprotocols,but is moreefficient,sincethereis noneedfor anadditionalrequest
for theserver to retrieve theAC from therepository. OncetheAC verifier hastheAC, it
checksthat the AC signatureis valid. Then,if the holderfield of the AC statesthat the
holderis identifiedby a PKC, thevalidationpath(a chainof trust)of thePKC is verified,
andafterthatthePKC itself is checkedfor validity. Theissuerof theAC mustbedirectly
trustedby theAC verifier, sincetheversion6 of thedraft [15] doesnotsupportdelegation.
After thatthevalidity time of theAC is checked. After that,basicallytheAC is valid and
theAC verifier may performany decisionsbasedon theattributesof theAC thatbelong
to the AC holder. (In this exampleit is taken for grantedthat the holderof the AC that
presentedthe correspondingPKC really hasthe claimedidentity. This could be proven
e.g. by signingtherequestwith theprivatesigningkey of public key thepair of which is
in thePKC.)
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4.4 X.509Certificate profile

Theprofile definedby PKIX is presentedon generallevel. Thecommonlyusedfieldsare
presented.For moreinformation,see[18].

4.4.1 Fieldsof X.509Public KeyCertificate

In essence,anX.509PKI bindsasubject’s nameto subject’s publickey, asvouchedby the
nameof theissuer, theCA.

Thefieldsin thebodyof thecertificatearepresentedin table1.

X.509PKC
Field name Explanation
version Versionof theCertificate;V3 hasvalueof 2.
serialNumber Assignedby CA. Uniquewithin thePKCsissuedby theCA.
issuer Thenameof theentity thathassignedthePKC, i.e. theCA.
validity Thevalidity periodof thisPKC.
subject Nameof theentity whosepublic key is presentin thePKC.
subjectPublicKeyInfo Subject’s public key andalgorithmidentifier
issuerUniqueID
subjectUniqueID
extensions
signatureAlgorithm Thealgorithmusedby theCA to signthisPKC.
signatureValue Theresultof CA signingthecertificate.

Table1: Fieldsof X.509v3 PKC.Optionalfieldsarepresentedin italics.

SignatureValueis theresultof CA signingthecertificate.With thisvalue,CA certifiesthe
validity of the certificate,including the binding betweenthe nameandthe public key of
thesubject.

TheSerialNumberfield is a serialnumberassignedby theCA. It is uniquefor eachcer-
tificate issuedby the CA. Thus,nameof the CA andthe serialnumbertogethermake a
globally uniqueidentifier for thecertificate,which canbe usedto refer to thecertificate.
For example,theholderfield (seesection4.5.1)in attributecertificatecanusethis to refer
to AC holder’s public key certificate.

Validity tells thetime interval duringwhich theCA warrantsthatit will maintaininforma-
tion aboutthestatusof thecertificate.

SubjectPublicKey Info containsthepublic key associatedwith theSubject, andtheiden-
tifier of thealgorithmwith which thekey is used.

The Extensionfield specifiesseveral refinementsconcerningtheuseof thecertificate. It
canbeusedto:


 Identify thekey usedin signingof thecertificate,in casetheCA hasseveralkeys.


 Identify thepublic key of thesubject,in casethesubjecthasseveralkeys.
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 Describealternative namesfor thesubject,suchasanIP address,DNS name,or an
SMTPmail address.


 Restricttheusageof thecertificate,suchasmaximumlengthfor thecertificatevali-
dationpath,or limiting thevalidationinto aspecificnamespaceonly.


 DeclareCRL Distribution point.

4.4.2 Certification Pathsand Trust

EachEndEntity hasa single“most-trusted”CA which is thestartof any validationpath.
For twoentitieswilling tocommunicatesecurelyusingthePKIX they musthaveacommon
trustedCA. In X.509 v1 the CAs formeda purehierarchy, in which eachCA trusteda
singleCA. But X.509v3 certificatesdon’t have this limitation, andaCA maytrustseveral
otherCAs. Still, CAs usuallyform ahierarchywithin asingleadministrative domain.But
two differentCAs belongingto differentdomains,andnot sharinga commonupper-level
CA, canestablishtrust by meansof cross-certification, a kind of CA certificate,which
is anordinaryPKC, wheresubjectis alsoa CA. (Crosscertificationmayalsobeusedto
form normalhierarchieswithin a singleadministrative domainaswell, but usuallythese
hierarchiesareformedoutof band.)

4.4.3 Revocation,CRL

Revokedcertificatesareaddedto aCertificateRevocationList. Thelist is distributedin the
sameway asthecertificates.Thelist is updatedperiodicallyaccordingto thelocal policy.
Dependingon thepolicy, it is possibleto issueincrementalor completeCRLs.

4.4.4 Operational and ManagementProtocols.

Operationalandmanagementprotocolsarenotpresentedin thispaperin detail.Overview
of theirusesis in [3].

Operationalprotocolsareusedin PKI to deliver certificatesandCRLs to certificateusers
[4]. LDAP [6] is oneprotocolthat is usedto deliver PKCsandCRLs. LAAP [16] is used
to deliver ACs.

Managementprotocolsareusedfor on-lineinteractionbetweenPKI usersandmanagement
entities,for examplebetweena CA anda client system,or betweentwo CAs that cross-
certify eachother. Theseprotocolsareusede.g.to registerPKI usersor clientsystemsand
requestsfor revocationof certificates[2].

4.5 X.509Attrib ute Certificate profile

Thefollowing informationis presentedasstatedin thePKIX AttributeCertificateProfile
for Authorizationdraft5 [15].
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4.5.1 Fieldsof X.509Attrib ute Certificate

Thefieldsin thebodyof theX.509attributecertificatearepresentedin table2.

X.509AC
Field name Explanation
version Versionof theAC; v1 or v2
holder Holderof theAC.
issuer TheAA thathasissuedthisAC.
serialNumber Assignedby AA. Uniquewithin theACsissuedby theAA.
attrCertValidityPeriod Thevalidity periodof thisAA.
attributes The“payload”; theattributesboundto theAC holder.
issuerUniqueID
extensions
signatureAlgorithm
signatureValue

Table2: Fieldsof X.509AttributeCertificate.Optionalfieldsarepresentedin italics.

ThePKIX AttributeCertificatehasthesamefieldsdescribingthesignaturealgorithmand
thesignaturevalueastheX.509PublicKey Certificate.Versionfield is alsopresent.

The Holder field describesthe holderof the attribute certificate. Thereareseveral ways
to describethis, themostcommonof which is a referenceto theholder’s PKC via unique
serialnumber. This bindsthe PKI andthe PMI infrastructurestogether;the certification
becomesdependenton both theCA of thePKC andtheAC issuer(AA). Thedraft gives
otherpossibilitiesfor thepresentationof theholderalso: Entity NameandObjectDigest
Info. Entity namecouldbeusefulif someotherauthenticationthanholder’s PKC is used.
For example,theauthenticationmayhavealreadybeenverifiedin thesamesessioncontext
theverificationof authorizationis beingperformed,by e.g. a safeexchangeof username
andapassword. Then,thisusernamecanbeusedasaholderof theAC andtheprivileges
or otherinformationpresentedin theattributesof theAC.

Of coursesimplypresentinganAC andaPKCtheAC refersto asits holderis not enough
for averifier to believe thatthepresenteris thesubjectof thePKC.Thepresentermustsign
themessagewith theprivatekey thepublic key pair of which is certifiedby a CA in the
PKC.

ObjectDigest Info is an interestingway to presentholder: it is possibleto bind the AC
directly to any objectby way of a hashcalculatedof this objectandplacedin this field.
Also, the Object Digest Info makes it possibleto bind authorizationsdirectly to public
keys. This could be seenasan attemptto provide the “nice” featuresof SPKI in PKIX.
Theability to bindattributesto anarbitraryobjectreallyopensnew possibilitiesfor PKIX.

Sofar, only two kindsof digestsaredefinedin thedraft: hashof a public key anda hash
of a PKC. However, this doesn’t forbid theuseof otherdigests.For example,certifying
executable(Java) objectsdirectlyvia digestscouldprovide useful.

The Issuerlinks the attribute certificateto the issuerusually by a single GeneralName,
whichmaycontaine.g.aDNS nameor anIP addressof theissuer.

13



HUT TML 2000 Tik-110.501SeminaronNetwork Security

SerialNumberidentifiestheAC uniquelyfrom theotherACsissuedby theAA.

Validity Periodstatesthe periodfor which the AA certifiesthat the binding betweenthe
holderandtheattributeswill bevalid.

The Attributesfield of the AC cancontainany data. Standardtypesof attributesarethe
following:


 ServiceAuthenticationInformation


 AccessIdentity


 Charging Identity


 Group


 Role


 Clearance

ServiceAuthenticationInformation can be usedfor providing legacy applicationswith
neededcredentials.AccessIdentitycanbeusedto identify theAC holderto theAC verifier
or thelargersystemof which theAC verifier is a component.Theseattributesareusually
sensitive informationandarethusencrypted.

Charging Identity identifiestheAC holderfor chargingpurposes.For exampletheholder’s
company maybethecharging identity.

GroupandRolecanbeusedto presentinformationof AC holder’s rolesor groupmember-
ships.

Clearanceis theclearanceof theAC holder, associatedwith securitylabeling[17].

Extensionsfield in PKIX attributecertificatecanbeusedto furtherrestricttheapplicability
of theAC into targets,andtospecifydistributionpointsfor CRLs,or todeclarethatnoCRL
for thecertificateis available.

4.5.2 Certification Paths

Thedraft relieson theassumptionthat there’s a singleAttribute Authority that issuesall
ACsfor aparticularsetof attributes.As longastheattributesetsaredisjoint, theremaybe
several authorities,eachresponsiblefor its own setof attributes. For example,clearance
maybeissuedby oneauthority, andgroupandrolemembershipsby anotherauthority.

4.5.3 Revocation of Attrib ute Certificates

The Attribute Certificatescanbe revoked, dependingon the chosenpolicy, in two ways:
implicitly, by shortvalidity periods,or in thesameway asthePKCs,by usingCertificate
RevocationLists, which areissuedperiodicallyaccordingto thelocal policy, andcontain
theserialnumbersof revokedcertificates.
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4.5.4 DelegationSupport in Attrib ute Certificates

Thecurrentdraft (number5) doesn’t supportdelegation,becausethatwouldrequirechains
of ACs,whicharecomplex to processandadministrate.Thevalidationof ACholder’sPKC
mayhave chains,just like in theordinarycasewhenonly authenticityis verified.

However, this restrictionappliesonly to the IETF profile of the PKIX. The ISO stan-
dard[22] doessupportdelegation.

4.5.5 Attrib ute Encryption

TheAttributeEncryptioncanbeusedto encrypttheattributeswhentheACsaretransferred
insecurelyin thenetwork. Theencryptionis donesothatciphertext stealingis prevented:
theencrypteddatacontainsthenameof theAC Issuer, andtheserialnumberof theAC.
Thesevaluesmustbeequalto thecorrespondingvaluein thebodyof theAC.

TheattributesareencryptedusingCryptographicMessageSyntax,EnvelopedDatastruc-
ture[19]. In thisstructure,thefollowing schemeis possible:for eachmessage,asymmet-
ric key is generated,andthis key is thenencryptedwith eachrecipient’s availablepublic
key andincludedin theEnvelopedData,which thencontainsthesymmetrickey encrypted
with eachrecipient’s public key, andtheactualdatawhich is encryptedwith thegenerated
symmetrickey.

4.6 Deployment

Xenitellis presentsin [30] a goodsourceto look at for freeimplementations.It givesalso
acomprehensive list of the(alreadyexisting) freesoftwarecomponentsneededto setup a
CertificateAuthority. Also, it servesasacomprehensive tutorial into world of PKI.

SSHhave productsimplementingthefunctionalityof aCA andanEE.

However, neitherof thesesourcesclaim any supportfor PMI.

5 SimplePublic Key Infrastructur e (SPKI)

SPKI wasdevelopedin responseto achieve a PKI themainemphasisof which would be
authorization, not authentication[12]. Initially, the basicSPKI was only concernedof
certifying bindingsof public keys andattributes. PrettysoonSDSI, SimpleDistributed
SecurityInfrastructure[12], a meansof definingandusing local namespaces,andstill
beingableto identify namesin certainnamespacesglobally, mergedwith the SPKI, and
thusbindingbetweennamesandpublic keys becamepossibleaswell.

5.1 Principles of SPKI


 Key asglobalID

15



HUT TML 2000 Tik-110.501SeminaronNetwork Security

Thanksto mathematics,an ordinary randomly-generatedpublic key of length of
2048bits (RSA in this example),is globally unique. Thereforeit canbe usedto
index acertificate.Also, sincethe“namespace”of suchkeys is flat, with noobvious
subfields,peoplearenot likely to useplain keys andthereforecannotmake faulty
guessesof otherfield’s contents(asis possiblein caseof globallyuniquenames).


 Certificatefields

An SPKI certificateis very simple: it containskeys of theissuerandsubject,infor-
mationon thedelegatabilityof theauthorization(yesor no),validity period,andthe
issuer’s signature.Detailscanbefoundfrom [11].


 Simpleauthorization

TheSPKI authorizationcertificatesbindpermissionsto keys directly. Not having to
bind permissionsto names(or PKCs),andnamesto keys, is anobviousadvantage.
Thereis only asingleTTP(or chainof TTPs)to trustin any case.


 Supportfor delegation

SPKIauthorizationcertificatessupportdelegation.Thedelegationcanbecontrolled
in abooleanfashion:eithertheholderis ableto delegatethepermissionor not.


 Storingandproviding certificates

In SPKI, certificatesareusuallynot storedin a global repository. Certificatescer-
tifying authorityare“pushed”by the keyholder to the verifier. The assumptionis
that theauthorizationcertificateis of no useto anyoneelsethantheholderandthe
verifier.


 Fault tolerance

As describedabove, the strict hierarchyof PKIX is very sensitive. In caseof a
malfunctionor acompromiseof asingleCA thepartof thePKI in its controlis par-
alyzed,andthecommunicationof theseEndEntitiesis preventedor compromised.
SPKI addressesthis problemby allowing validationof a certificateto have several
paths(i.e. thereis no hierarchy),andletting the issuerof the certificateto decide
what level of trust is acceptable.The constructis calledk-of-n thresholdsubject
[12, 14].


 Names

SPKI offersbindingof a local nameto a key.

Local nameis a namethathassignificanceonly to the issuerherself. Local names
canbechainedasfollows: Assumekeyholderof ��� defines(namejim) to be ��� ,
andthekeyholderof ��� defines(name therese)to be � � . Now, thekeyholderof
��� canuse(namejim therese)to referto � � .
Thelocalnamescanbemade“global” by anchoringtheoutermostnamespacewith
thekey of thekeyholderof that local namespace.In theexampleabove, (name ���
jim therese)is globally uniqueandat the sametime meaningfullocally, actually
referringto key � � .
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5.2 Deployment

Sofar, SPKIseemsto have gainedmostlyacademicinterest.[14] hasa list of commercial
productsandavailablesourcecodeof the(partial) implementations.

Thedevelopmentof SPKI seemssomewhatstalled:thedraft describingtheformatof the
certificate[11] expiredin January.

A goodresourcefor SPKI-relatedmaterial,suchasarticles,sourcecode,discussion,and
comparisonto otherPKI technologies,is CarlM. Ellison’s homepage[14].

6 Comparisonand Conclusions

In the tablebelow, taken partially from [14], characteristicsof both PKIX andSPKI are
presented.

X.509/PKIX SPKI withoutSDSI SPKI with SDSI
CA
charac-
teristics

CA hierarchies,possi-
bly cross-certified.Sin-
gle AA hierarchy.

AA hierarchies: op-
tional k-of-n subjects

Single naming author-
ity

Kind of
Identifier

Global, but in practice
usedaslocal. Very of-
tena referenceto DNS
is usedasaglobaliden-
tifier.

Global (as long as the
keys are properly gen-
erated)

Local

Uses Identity certification.
Extended towards
authority certification.
Authority certification
so far is useful only
when used together
with authenticity
certification.

Authority certification:
keys to attributes

Identity certification.

Table3: Characteristicsof PKIX andSPKI with andwithout names.

Two problemsin PKIX thatinitiatedthedesign[13] of SPKI were:


 Centralizedandhierarchicalkey management.

In PKI every EndEntity essentiallyhasonly oneCA to look for PKCs. Thesame
appliesin PMI to AAs [15]. This kind of constructis not in particularvery fault-
tolerant,andoverall it is very statica structure. With PMI, this is strikingly true,
sincecross-certificationis not possible;for a particularattribute, thereis only one
placeto look for theACs.Thusaccesscontrolcannotbetotally distributed.

The underlyingassumptionin PKIX is that a certificateis storedin a repository,
whereit is fetchedon demand.
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 Globallyuniquenames

Trying to find acertificatebasedonagloballyuniquenameis notalwayseasy, when
only part of the nameis known. This kind of procedureis also proneto errors,
whenthereis a humaninvolved in theprocess.(e.g,anAttemptto find Alice Smith
from theUnited Stateswould likely result in hundredsof results). This somewhat
preventsthe useof directory in itself for an attemptto find a PKC to be usedfor
securecommunication.

6.1 Benefitsof PKIX

A centralizedhierarchymay well be desirablein someapplications:whenthe authority
really is anauthority, suchasthegovernment,this kind of constructmight well provide a
basisfor secureelectronicalcommerceandpublicservices,whenit comestoauthentication
of persons,or otherentitiesthathave a “natural” name,suchasaDNSname.

The Finnish “Electronic Identification” (FINEID, in Finnish “Henkilön SähköinenTun-
nistaminen”,HST) is oneof thefirst attemptsto establisha widely acceptedauthoritythat
couldbeusedfor public services[20].

This kind of constructdoesn’t necessaryextendwell to authorizationand relatedtasks,
becauseit would be desirablethat any entity having objectsin control would be ableto
issueauthoritycertificatesitself, which is madeimpossibleby thePKIX AC draftwith the
requirementthattherebeonly asingleAttributeAuthority for eachdisjointsetof attributes
for anentity in thenetwork. Theexclusionof delegationin thedraftspeaksfor thisaswell.

6.2 Benefitsof SPKI

When the usageof the PKI is authorization,thenSPKI is conceptuallya betterchoice,
becausenot having to careaboutnamesat all simplifiesthe processof certificationand
validationremarkably. Whenthereis only oneTTP to trust,thereis lesscomponentsthat
maybreakup.

Otherthanthat,useof SDSIandlocalnamespacesin aglobalcontext wouldeliminatethe
problemof having to have a singleglobal namespace.Thereis onesuchnamespacein
today’s Internet:theDomainNameSystem.But it can’t beusedfor everything,andsuch
globalnamesarereally notmeaningfulto ahuman:SDSInamesare.

6.3 Conclusion

It wouldbesafeto saythatPKIX is thechoicewhentheapplicationareais biasedtowards
humans,especiallyin caseof public servicesandsuch,andwhenauthorizationissuesare
directly relatedto these.Then,onehasto copewith humanerraneouslyselectinga wrong
name,only payingattentionto apartof theglobalnamethathassignificanceto thatperson.

When it comesto plain anonymousauthorization,especiallywhen the entitiesare not
controlledby humans(beinge.g.softwareagentsor so),andespeciallyin casethestructure
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of thePKI is very dynamic,SPKI certificateswould be betterchoice. The possibility to
allow severalpathsfor certificatevalidation,andhaving a controlon theacceptablelevel
of successively validatedpathsmakesSPKI favorable.

SPKIhasbeendesignedin suchawaythatinteroperabilitywith otherPKIshasbeentaken
into account(the5- and4-tuples,see[12]). Theauthorshave obviously realisedthat the
world won’t switch from a PKI to anotherovernight; and it seemsthat the world really
hasn’t.

No matterwhichPKI becomesdominant,all thehassleaboutPKIs is basicallyaboutmov-
ing difficult things from one domainto another. For example, in basicaccesscontrol,
insteadof authenticatingtheuserwith usernameandpassword safelyanddecidingtheau-
thorizationbasedon theACLs, in theworld of PKI (thatsupportsauthorization)onehas
a complex infrastructurethatinvolvesissuingandexchangeof certificates(eitherSPKI or
PKIX), trustedthird parties,public keys of TTPsthathave possiblybeenretrievedout-of-
band,andothersuchcomponents.It is hardto saywhichoneis lesssecure:keepingACLs
consistentandtrustingin thepresentauthentication(which might even includeexchange
of passwordsin cleartext), or trustingin thePKI to functionasclaimed.

For one,industryseemsto have adoptedthePKIX-profiledX.509PKI.
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