B Diagnosing Memory Leaks Memory Leaks

memory leak the sin of losing access to dynamically-allocated memory before it has
been deallocated

Basic scenarios:
» Allocated and deallocated within same scope
» Allocated in one scope and deallocated in another scope
» Auto-allocated via a class constructor or other member function

» Auto-deallocated via a class destructor

None of these scenarios should be that difficult to handle reliably, especially if dynamic
allocation is restricted to objects whose destructors then have the responsibility of
cleaning it up...

... unfortunately, experience indicates otherwise.
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B Trivial Example

Memory Leaks

#include <iostream>
#include <new>

using namespace std;
#include <stdlib.h>

void F ()
int main () {

int*
FQ);

p = new int[1000]

return 0O;

}
void F () |

int* p = new int[100];

; // allocate

4 * gsizeof (int)

// allocate 4 * sizeof (int)

bytes

bytes

There are two obvious leaks in the given program, totaling 4400 bytes. That’s not a big

leak, but that 1s also irrelevant.

Memory Leak Detection in C++ .NET

2



B Automated Detection of Leaks Memory Leaks 3
Visual C++ .NET provides a fairly simple and fairly accurate way to diagnose memory
leaks.

The first step 1s to define a symbol to turn on a special debug version of the heap
functions that manage memory allocation:

#define CRTDBG MAP ALLOC

The second step is to include a non-Standard header that declares some Windows-specific
diagnostic functions:

#include <crtdbg.h>

The third step is to call a diagnostic function to report any detected leaks:

_CrtDumpMemoryLeaks () ;
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B Revised Code Memory Leaks
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#include <iostream>
#include <new>
using namespace std;

#include <stdlib.h>

void F () ;
int main() {

int* p = new int[1000]; // allocate 4 * sizeof (int)
F(Q);

void F () |

int* p = new int[100]; // allocate 4 * sizeof (int)

return CrtDumpMemoryLeaks(); // call diagnostic function

#define CRTDBG MAP ALLOC // selects debug version of heap functions

#include <crtdbg.h> // non-Standard header for memory diagnostics

bytes

bytes

The call to the diagnostic function is embedded in the return statement so that we can

be sure that all relevant destructors have fired before it is called.
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B Running the Diagnostics

Memory Leaks

In order for the diagnostics to produce results, you must build the executable in debug

mode:

Build Solution  Chrl+Shift+8
Bebuild Salutian
Clean Salution

¥ Build MemorLeak

Febuild kMemomleak

Clean kemomlLeak

Batch Build...

| Configuration M anager...

(£ Compile Chl+F7

Configuration Manager =

Active Solution Configuration:

|Debug _:j
Project Contexts [check the project configurations to build or deplay):
Project J Canfi ion ] Platfarm ] Build ]

e winaz =] ™

temoryLeak,

Close | Help

And... you must execute the program with debugging

information on:
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Windows 3

Start F&

@ W Iﬂ lﬂt glz"'ﬂ e

Start wWithout Debugging  Chil+F5

Proceszes. .

Exceptions... Chrl+alt+E
Step Into F11
Step Ower F10
Mew Breakpaint... Chrl+B




] Report Memory Leaks 6

The diagnostic report is shown by default in the IDE Output window:

#2 Memoryleak - Microzoft Vizual C++ [design] - Dutput Il B EI X
File Edit “iew Pmoect Buld Debug Tool:  Window  Help
Bt EHE F BRR| oo g B | p Detug = | & Front - Ao .
B R | EE =2 | 4MW%, B XK,
main.cpp  Dutput | _EHTDEG_M.&F’_&LLDEI e
IDehug _‘:_I
'MemoryLeak_ exe': Loaded 'D:)\ClassesiFall?003%2704%ExanplesyMenoryLeak)DebugMenoryLeak exe', Symbols loaded. L]

'MemoryLeak. exe': Loaded 'CoAWINDOWEY systen3Zintdll_dll', No sywmbols loaded.
'MemoryLeak.exe': Loaded 'CoAWINDOWEY systen3fikernel3z. dll!', Mo sywmbols loaded.
Detected memory leaks!

Dunping objects -=

{40} normal block at 0x003Z0FF0, 400 bytes long.

LData: < = C CD CD CI» C» CD» CI» CI» CDr CD» CD CI» CDr CD CI» CIr
{39} normal block at 0x00322832, 4000 bytes long.
LData: < = CDIr CD CI» CI» CI» CI» CI» CI» CIr CI» CD CI» CDr CD» CI» CIr

Object dump complete.
The program '[764] MemorylLeak._ exe: Natiwe' has exited with code 1 {(0Oxl).

g‘g —Ld
' Ready I | LnB Col 49 Ch 49 | |INS| 4

Note that the report does diagnose both leaks, in this case.

Computer Science Dept Va Tech November 2003 Memory Leak Detection in C++ .NET ©2003 McQuain WD



