Golden Rulesfor
Programming and Debugging

The foll owing are some key principles to keg in mind when programming, and more
spedaficdly, debuggng.

1) Never blindly make changesin an attempt to remove an error.

Thisis perhaps the most important thing to remember when writi ng a program.
Uponencourtering an error, many programmers (particularly new ones) will
quickly make dhanges in a haphazard manner in an attempt to clea the aror.
Thisiswhat iscdled "hadking." Usually, thisisdonein placeof trying to
understand what caused the aror in thefirst place After repeaed attempts, the
error may disappea - or at least, appea to doso. In many cases, thisisonly
superficial - the programmer has foundaway to circumvent the problem in ore
instance, bu the underlying error still exists. Eventually, it will crop upagainin
another part of the program, and another hadk will be gplied. Asthis process
continues, more and more hads are alded, in turn making the cde longer, more
complicaed, and harder to understand. It can eventually progressto the point that
the programmer has badked his/herself into a corner - thereisnoway to proceed
withou removing all of the hads and rewriting the code. Remember - Just
beause it works, doesn't meanit's right!

An example of thiswould be aprogrammer forgetting a dosing French bracefor
a ondtiona or aloop,resulting in asyntax (compiler) error. Simply trying to
insert a French bracewill eventualy remove the compil er error, though the brace
may not bein the mrred place Aswere have seen, dadng bracesincorredly (or
not pladng them at all) can dter the meaning of our code, even though
syntadicdly it iscorred. The programmer has taken a syntax error (the eaier to
ded with) and turned it into alogicd error (the hardest). Then, when the output
isn't what is expeded, the programmer will begin looking at the logic of the mde,
probably make some more hadks, and wind upchasing hig/her tail for hous
(when theinitial error was avery smple oneto correq).

Before making a dhange, you shoud be ale to answer the foll owing questions:
* What isit abou this particular code that is causing the eror?
*  What will the new code doto fix this error?

The aswers to these questions may only be hypaothesis, and they may be wrong,
but they mean that you are d@tempting to logicdly justify your dedsion. When
making a dhange that you may be lessthen certain abou, comments can be used.
Simply comment out the original code and add the new code. If the discover that
the dhangeisincorred, you still have your original code to revert to - simply
uncomment the original code and delete the change (or comment it out if you
believe that you may eventually use it).



2) Progressisn't necessarily measured in terms of compiler errors.

This can be quite mwunterintuitive and very troulding for new programmers.

Often times one aror will "hide" other errors further along in the program. When
that error is removed, the compil er can then correctly processthe rest of the
program, reveding the "hidden" errors. When the programmer correds the first
error and recompil es, the number of error adually increases! The immediate (and
incorred) assumptionis that they have made things worse, when in fad they
removed avery red error. Of course, this doesn't mean that a change that
produces more a@rorsis necessarily corred, but it iswrong to think immediately
asumethat it'swrong. Going bad to thefirst rule, understanding why youre
making a dhange goes along way towards knowing which dredionyoure
moving.

3) A compiled program isnot a working program.

Thisisa orollary to the previousrule. I've often had students tell me that they're
amost dore with their program - "I've only got two more erorsto get rid of and
then I'll bedore.” If you program with this mindset, you will most definitely miss
deallines. Thereisasayingin computer science (with many variations) that goes
something like this: "Ninety percent of your timeis gent debugging the last ten
percent of your code." Remember, syntax (i.e. compiler) errors are by far the
easiest to find and remove - the compil er tell you they exist, abou where they are,
and sometimes even difers sauggestions on haw to fix them! Runtime, and more
importantly, logicd errors are what redly consumes your time & a programmer.
Remember, urtil youremove dl the syntax errors and get the program to compil e,
you can even begin to search for runtime and logicd errors!

4) Tackle errorsin order.

When you try to compile and get alist of errors, always dart at the top d thelist.
Remember, errors cascade - fixing asimple eror or two at the beginning of your
program can reducethe total number of errorsfrom 112to 8. Fix an error or two
and then reampil e - it will saveyoualot of timetrying to remove arors that
dornit redly exist.

5) Useincremental development.

Incremental development, top-down design, dvide and conquer - whatever you
cdl it i s probably the most important problem solving concept to take avay from
thiscourse. Trying to tadkle the problem in ore biteis futil e - solve the small
problemsfirst and buld upwvards.



6) Understand the different compiler errors.

Asyou program, you will continue to seethe same wmpil er errors appeaing
again and again - lean what they mean. A few of the more common errors are:

* Undedared identifier - avariable or constant was used withou being
dedared.

* Unexpeded end of file - aFrench braceis missng somewhere in the
program, resulting in noclosing bracefor main( ).

e Binary'>>"... (error ismuch longer) - an error of thistype means that
you reversed the extradion and insertion operators.

7) Use pictures and examplesto help flesh out a problem.

Drawing diagrams - particularly when using fil estreams - can be invaluable.
Manually stepping through simplified examples can help with program logic.
Statementsin C++ are exeauted in order (with function cdl s being somewhat of
an exception) - if youfoll ow the order, youll be ale to answer questionslike,
"Why did thisline get printed ou ten timesinstead of one?"

8) Use mut statements and the debugger.

Use cout to print out variable values or statements like "Entering while loop' or
"Starting functionfoo( )" to indicae the aurrent locationin the program. For
more complicated problem, use the debugger - it can save hours of time!

9) "TheDevil' s In The Detail s’

Programming is avery detail -oriented adivity. Small typos and aher minor
mistakes can have drastic consequences. Some mwmmon mistakesto be onthe
lookou for include:

» Capitalization and spelli ng errors

* Incorred inpu file - make sure that theinpu fil e has the corred name,
bath in your program and onyour computer. Make sure that you have the
correct inpu file. On more than ore occasion | have helped a student
with inpu troude where they had the inpu file with the crred name and
in the corred folder but the fil e itself was empty or contained something
other than the adual inpu data.

o Statements of thetypeif (x = 3) or while (InSream);

e Using /n'or '/t instead of "\n' or "\t'

» Forgetting to use French braces within condtional statements or loops

*  Priming rea - seedlides 4.22- 4.25



