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Course Overview

Organization

Byllabus
Section Topics Week of
CourseIntroduction A 24
Threads: problems and errors August2
o e moedel and mpl August31
B Concurrent Collections (CnC) o ber7
- - -
mber 14
. r I I n n IV Computer Science 5204
Operating Systems Inber 21
Fall, 2010
pber 28
et 3
D + - p ap e rS Instructor: Dr. Dennis Eafura 2
Phone: 340.231.5568 (office and phone mail) e
E-mail: kafurafes viedn
H - : Office Hours:  10-11AM, MeBryds 122 and by arrangement er 19
D au I O V I e O I e S Class Web Page: http://courses.cs vt.edu/'cs 5204/ fall10-kafurz- BB/ 26
Pr isites:
- erequisites -
D N O re q u I r e te Xt ‘This is an introductory graduate level course. Itis assumed that sach student has taken an
undergraduate course in operating systems (equivalent to CS 3204) orhas equivalent pber &
Imowledge of the basic subject matter of operating systems through covrsework or practical
experience Prerequisite kmowledge in operating systems is operationally defined by the pber 16
following materizls: =
= Balance
Opersting Systems (ELM. Dgitel) Chapters 1-10 pber 30
Operating Systems Concepts (J. Peterson, 2. Silberschatz) Chapters 1-10. nberé o
Operating Systems Concepts { A Silberschatz, P. Galvin) Chapters 1-9. “b“ o
I Operating Systems (W, Stallings) Chapter 1-8. froer 2
I:I h e O ry VS . te C h n O I O g y Modem Operating Svstems (A. Tansnbaum) Chapters 1-6. p-8:43am |

Enowledge is also assumed of basic concepts in data structures, prog:

0 Contemporary vs. classic o e el

Readings:  This is a reading mtensive class with approximately three required papers assigned
perweaek All readings are available as PDF files on the class web calendar.
O Survey vs. depth

Grading:

0 Centralized vs. distributed —

Thereis noraquired textbook. The web pages list several reference books

150pomts  Tzkehome, during the week of October 3.

Final Exam 130 pomts In-class test, December 13 (7T:43AM-9:43AM)
Problem Sets 100points  Agassigned
Term Project 100pomts  Demonstration presentation at end of semester.

Term Project: A term project is required. Several projects suggested by different faculty
members will be deseribed. Other projects may be proposed butmust be zpproved. Project may
involve 2 literzture survey of the development/analysis of 2 system. Projects may be done by
individuals or 2 two-person team depending on the project. Projects will be evaluated based on
technical merit, project demonstration, and a presentation. Students must have an approved project
by September 16, 2010. Final project reports are due December 8-10, 2010.

. Honor Code: All workis conducted umder the rules of the mmiversity Graduste Honor Code. This
y a u S O n We S I e codeand other relevant policies are described in detail on the class web pages.
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Course Overview

Course Web site

http://courses.cs.vt.edu/cs5204/fall10--kafura-BB

J. || Computer Science 5204 m F

Operating Systems

Professor: Dr. Dennis Kafira

Computer Science 5204 . » .
Phone: (540) 231 - 5568 i 1T} V
o e Fall, 2010 - Blacksburg 1rg1maTech

Office Hours: By arrangement.

[Home] [Calendar] [Problem Sets] [Projects]
[Svllabus] [Prerequisites] [Textbook] [Grading] [Policies]
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I.I_ Course Overview

Major Topics and Themes

Atomicity Order Consistency Theory Protocols Google

1. Concurrency X X X X

2. Security X X

3. File systems X X X X

4. Fault tolerance X X X X X
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I Course Overview

1. Concurrency

How can concurrent processing be structured on a
single processor?

What are the problems and issues in developing
systems with concurrent activities?

What are emerging models for concurrent
programming?

How can the problems with multi-threaded
programming be alleviated?

How can transaction-style semantics be supported
locally in hardware or software?

How can concurrency and communication be
represented formally?
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Process vs. Thread Models

user

&

&

Course Overview

80 69

| | user
kernel v Y k | o
\ \ erne \
} ) 7995
process-centered thread-centered
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Course Overview

Models of Concurrent Computation

MapReduce

User
Program
(1) fork o (1) fork

(1ifork

2 _, 2

assign assign
o _~map reduce

Concurrent Collections (CnC)

Data Dependence

Control Dependence

split 0 _/ output
Gl (4) local write file © °
X (3) read

split 2 @b

split 3 = .

split 4 01‘£|llep ;l

step item tag
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Course Overview

Thread-per-process models

Communicating Sequential Processes
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Supporting Transaction Semantics

repeat {

BeginTransaction(); /% initialize transaction */
<read input values>

success = Validate(); /% test if inputs consistent */
if (success) {

<generate updates>

success = Commit(); /* attempt permanent update =*/
if (!success)

Abort(); /* terminate if unable to commit */

}

EndTransaction(); /* close transaction */

} until (success);

TM Object Locator
-

Transaction

Transaction -

New Object _|

Old Object

object data
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I.I_ Course Overview

m-Calculus

An algebra that captures the notions of communication, interaction, and
synchronization among concurrently executing entities.

talk, switch,

9 contro
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I Course Overview

2. Security

How can rights for access control be structured for effective use
and management?

How can a digital document be “signed” so as to identify
authorship?

How can communicating parties be confident of each other’s
identities?

How can a platform attest to the validity of its execution
environment?

How can access policies be expressed and enforced?
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Security Overview

Authentication Authorization Models of Protection

A. A
'l AT ™
. Da Reference -
Principal operation monitor Ohject

Source Request

Platform Attestation
Non-Volatile 5 ) 5 Program
Configuration Identity
Storage i Code
Register (PCR) Key (AIK)

Random

Communications

Number

Engine § Generation

Generator

Trusted Platform Module (TPM)

Trusted Platform Module

Tamper-Protected Packaging
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Security In distributed systems

\ Research
‘k\ Grid VO

m Describe explicit trust relationships

m  EXxpress security token issuance policies

m  Provide security tokens that contain identities, capabilities, and/or delegation
policies

m  Express resource authorization and delegation policies
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3. File Systems

What does a “typical” file structure look like?

What problems can arise in the file sytems when
systems fail?

How can file systems be structured to withstand
(or more easily recover from) system failures?

How can file systems be structured to handle tera-
bytes of information?
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File Systems

Storage Stack

Generic File System

| SpesfcFileysem | Local File Systems Structures

E Generic Block T/O .
D -3 Dfi' .
 Log-structured file system
St 4 |5 i d d
« Journaling and soft updates
.Firmwa.re —§
4| e,
—
Application (file name, chunk index) | GFS master _~ /foo/bar
GFS client | "| File namespace r,"’ chunk 2ef0
(chunk handle, /
chunk locations) /gt
Google File g
S gt . 1 | Imstructions to chunkserver
stem er <
y (chunk handle. byte range) Chunkserver state
GFS chunkserver GES chunkserver |
chunk data Linux file system Linux file system

ae-  Ble_
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4. Fault Tolerance

Course Overview

How can events be ordered in a distributed system
lacking a shared clock?

How can this ordering give rise to a form of virtual
time?

What are basic approaches to recovery from failure?

What is the taxonomy of strategies of “backward”
recovery?

How can the state of system be captured so that it can
be recovered in the event of failure?

How can distributed elements agree on commit to
accepting a change in the system state?

Virginia

CS 5204 — Operating Systems
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Event Ordering

D Y

Py P,
P S S

Course Overview

v

Ql QZ Q3
(N N (N
= N\ \/

v

Q

How can the events on P be related to the events on Q?
Which events of P “happened before” which events of Q?

When does it matter how we answer these guestions?

Virginia CS 5204 — Operating Systems
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Recovery

fault

Causes l

erroneous state \recovery

leads to _
_ valid state
failure

An error 1S a manifestation of a fault that can lead to a failure.

Failure Recovery:

 backward recovery
 operation-based (do-undo-redo logs)
o state-based (checkpoints)

» forward recovery

Virgin CS 5204 — Operating Systems 18



	Computer Science 5204�Operating Systems�Fall, 2010
	Organization
	Course Web site
	Major Topics and Themes
	1. Concurrency
	Process vs. Thread Models
	Models of Concurrent Computation
	Thread-per-process models
	Supporting Transaction Semantics
	π-Calculus
	2. Security
	Security Overview
	Security in distributed systems
	3. File Systems
	File Systems
	4. Fault Tolerance
	Event Ordering
	Recovery

