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Balancing the competing goals of collaboration and security is a difficult,
multidimensional problem. Collaborative systems often focus on building useful
connections among people, tools, and information while security seeks to ensure the
availability, confidentiality, and integrity of these same elements. In this article, we
focus on one important dimension of this problem—access control. The article examines
existing access control models as applied to collaboration, highlighting not only the
benefits, but also the weaknesses of these models.
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1. INTRODUCTION

Collaborative systems, groupware, or
multi-user applications allow groups of
users to communicate and cooperate on
common tasks. Example systems include
a wide range of applications such as
audio/video conferencing, collaborative
document sharing/editing, distance learn-
ing, workflow management systems, and
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so on. All of these systems contain in-
formation and resources with different
degrees of sensitivity. The applications
deployed in such systems create, manip-
ulate, and provide access to a variety of
protected information and resources.

Balancing the competing goals of col-
laboration and security is difficult be-
cause interaction in collaborative sys-
tems is targeted towards making people,
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information, and resources available to
all who need it, whereas information se-
curity seeks to ensure the availability,
confidentiality, and integrity of these el-
ements while providing it only to those
with proper authorization. Protection of
contextual information and resources in
such systems therefore entails addressing
several requirements not raised by tra-
ditional single-user environments, due in
part to the unpredictability of users and
the unexpected manners in which users
and applications interact in collaborative
sessions.

Among the several areas of security
under consideration for collaborative
environments, authorization or access
control is particularly important because
such systems may offer open access to
local desktops or networked resources,
for example, H.323 and T.120 confer-
encing tools need to support text-based
chat, audio/ videoconferencing, shared
whiteboard, and application and screen
sharing. Users need a mechanism not
only for identifying collaborators through
proper authentication, but to manage
which files, applications, portions of a sys-
tem, and so forth. they can access during
a collaboration session. In this article,
we provide a comprehensive study of au-
thorization mechanisms for collaborative
environments examining both the merits
and weaknesses of each approach. Based
on this study, we outline best practices
in access control, while addressing the
unique authorization requirements for
collaboration.

The rest of this article is organized as
follows. Section 2 discusses access con-
trol requirements for collaboration as doc-
umented from existing research. Section 3
examines existing access control models
as applied to existing collaborative envi-
ronments in light of these requirements,
highlighting not only the benefits, but,
more importantly, the weaknesses of these
models. In section 4, we assess these
models based on criteria drawn from our
study. Section 5 discusses lessons learned
from our experiment and concludes the
article.

2. ACCESS CONTROL REQUIREMENTS
FOR COLLABORATION

Access control models are used to decide
on the ways in which the availability of re-
sources in a system are managed and col-
lective decisions of the nature of the en-
vironment are expressed. Several groups
[Edwards 1996; Jaeger and Prakash 1996;
Ferraiolo and Barkley 1997; Bullock 1998]
have studied the requirements for access
control in collaborative environments.
We summarize these requirements as
follows.

—Access control must be applied and en-
forced at a distributed platform level.

—Access control models should be generic
and enable access rights to be configured
to meet the needs of a wide variety of
cooperative tasks and enterprise mod-
els. That is, such models should be ex-
pressive enough to specify access rights
efficiently based on varied information
(e.g., roles, context).

—Access control for collaboration requires
greater scalability in terms of the quan-
tity of operations than tradition sin-
gle user models because the number
of shared operations is much richer in
collaborative environments compared to
traditional single user systems.

—Access control models must be able to
protect information and resources of any
type and at varying levels of granularity.
That is, they must have the ability to
provide strong protection for shared en-
vironments and objects of various types
as well as allow fine-grained control of
access to individual objects and their at-
tributes.

—Access control models must facilitate
transparent access for authorized users
and strong exclusion of unauthorized
users in a flexible manner that does not
constrain collaboration.

—Access control models must allow high-
level specification of access rights,
thereby better managing the increased
complexity that collaboration intro-
duces.
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—Access control models for collaboration
must be dynamic, that is, it should be
possible to specify and change policies at
runtime depending on the environment
or collaboration dynamics.

—Performance and resource costs should
be kept within acceptable bounds.

These features are desirable for collabo-
ration, but we still need to consider other
access control requirements in collabora-
tive environments. For example, meta ac-
cess control or access administration is
also a relevant requirement. Meta ac-
cess control can either be incorporated
within the basic model for access control
or provided through a separate model. Re-
quirements for meta access control in col-
laborative environments have been stud-
ied [Dewan and Shen 1998] and include
support for fine-grained protection, as-
signment of administrators, joint and mul-
tiple ownership issues, and the delegation
and revocation of access rights. It is fu-
tile to try to enumerate all interesting and
practically useful access control require-
ments because there are too many possi-
bilities and variations. Instead, we should
pursue intuitively simple yet rigorous ac-
cess control models for specifying and en-
forcing access control requirements. This
study attempts to identify the weaknesses
and strengths of existing access control
models in the context of collaborative en-
vironments so that we can eventually pro-
pose necessary criteria for such models.

3. ACCESS CONTROL MODELS FOR
COLLABORATION

In this section, we examine existing ac-
cess control models for collaborative envi-
ronments. As part of this examination, we
present an overview of the principles and
merits of each approach as well as identify
potential shortcomings.

3.1. Access Matrix Model

The subject-object distinction is basic
to access control [Sandhu and Samarati
1994]. Subjects initiate actions or opera-
tions on objects. These actions are permit-
ted or denied based on the authorizations

Fig. 1. Access matrix model.

specified in the system. Authorization is
expressed in terms of access rights or
access modes.

The access matrix is a conceptual model
which specifies the rights that each sub-
ject possesses for each object. The ac-
cess matrix [Lampson 1971] provides a
useful framework for describing resource
protection in operating systems. This
model defines three kinds of access-control
entities: a) protected objects—the enti-
ties/resources which can be accessed; b)
subjects—the active entities who access
objects; and c) access rights which asso-
ciate the subject with the protected objects
by specifying the operations that subjects
are allowed to perform on objects. An ac-
cess matrix A, with rows representing sub-
jects, columns representing objects is used
to define the protection state. A[s, o] de-
notes the access rights a subject s has over
an object o. The access-checking rule of the
model states that a request by subject s for
accessing object o is granted only if A[s, o]
contains the requisite right. This is
achieved by means of a reference monitor
which is responsible for mediating all at-
tempted operations by subjects on objects.

An example of an access matrix is shown
in Figure 1, where the rights R and W de-
note read and write, respectively, and the
other rights are as previously discussed.
This matrix specifies that, for example,
John is the owner of File 3 and can read
and write that file, but John has no access
to File 2 or File 4. Since John owns File
1, he can give Alice the R right and Bob
the R and W rights, as shown in Figure 1.
John can later revoke one or more of these
rights at his discretion.

A common approach to implementing
the access matrix is by means of access
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Fig. 2. Access control list.

control lists (ACLs). Each object is asso-
ciated with an ACL, indicating for each
subject in the system the accesses the sub-
ject is authorized to execute on the object.
This approach corresponds to storing the
matrix by columns. ACLs corresponding to
the access matrix of Figure 1 are shown in
Figure 2. Basically the access matrix col-
umn for File 1 is stored in association with
File 1, and so on.

Capabilities are a dual approach to
ACLs. Each subject is associated with a
list, known as the capability list, indi-
cating for each object in the system, the
accesses the subject is authorized to per-
form on the object. This approach corre-
sponds to storing the access matrix by
rows. Figure 3 shows capability lists for
the files in Figure 1.

3.1.1. Shortcomings. There are several
weaknesses to the access matrix model.
Some are more general, while others are
magnified due specifically to collaboration
requirements.

—More sophisticated access policies such
as access based on competency, least-
privilege, or conflict-of-interest rules are
difficult to provide without access rights
that are associated with a subject’s cre-
dentials when performing an operation.

Fig. 3. Capability list.

—Users might change responsibilities at
any point. ACL- and capability-based
approaches lack the ability to support
dynamic changes of access rights. For
an object’s ACL, it is easy to determine
which modes of access subjects are au-
thorized to have for that object. That is,
ACLs provide for convenient access re-
view with respect to an object. It is also
easy to revoke all access rights to an ob-
ject by replacing the existing ACL with
an empty access mode. On the other
hand, determining all the accesses that
a subject has is difficult in an ACL-based
system. It is necessary to examine the
ACL of every object in the system to re-
view access privileges with respect to a
subject. Similarly, if all accesses of a sub-
ject need to be revoked, all ACLs must
be checked one by one. In a capability
list approach, it is easy to review all ac-
cesses that a subject is authorized to ex-
ecute by reviewing the subject’s capa-
bility list. But, determining all subjects
who are allowed to access a particular
object requires reviewing every capabil-
ity list of each subject.

—In a collaborative or organizational
workflow setup, ownership might not be
at the discretion of the user, that is, the
system might own resources. ACLs and
C-lists inadequately address this issue.
Access rights may be related to content,
attribute of resources, or other contex-
tual information. Access matrices do not
account for this situation.
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Fig. 4. Role-based access control.

3.1.2. Collaborative Frameworks. Exam-
ples of collaborative systems using ACLs
are the Grove Outline Editor [Ellis et al.
1989] which supports single ownership;
RTCAL [Grief and Sarin 1987] which uses
a central administrator instead of owners
for specifying, granting, and revoking of
access rights; and Diva [Sohlenkamp and
Chwelos 1994] which uses a global access
policy, that is, access is granted based on
the target of access and not the requestor.
Examples of frameworks that use roles in
conjunction with ACLs to specify access
models are the Intermezzo framework
[Edwards 1996] and the SUITE model
proposed by Shen and Dewan [1992].

The key features in the Intermezzo col-
laborative framework [Edwards 1996] are
data storage and replication, authenti-
cation and authorization, and awareness
service. It supports single authorizer for
resources and therefore has simple access
administration rules. It has a policy sys-
tem that uses roles to categorize groups
of users with a common set of rights and
introduces the notion of dynamic roles
which allows for membership to be spec-
ified at runtime depending on the access
request.

The access control model proposed by
Shen and Dewan [1992] supports multiple
roles for users and identifies a set of collab-

orative rights. Inheritance rules are used
on the subject, object, and access rights di-
mensions to simplify management of roles
and specification of rights. Negative rights
are used to simplify the definition of poli-
cies. At the same time, positive and neg-
ative rights necessitate conflict resolution
rules.

Sikkel [1997] defined an access control
system for the BSCW system. This model
avoids the need for conflict resolution rules
by introducing negative group member-
ship rather than negative rights on access.

3.2. Role-Based Access Control (RBAC)

The essence of RBAC [Sandhu et al.
1996] is that permissions are assigned
to roles rather than to individual users.
Roles are created for various job functions,
and users are assigned to roles based on
their qualifications and responsibilities.
This way, the task of specifying user au-
thorization is divided into two logically in-
dependent parts: one which assigns users
to roles and one which assigns access
rights for objects to roles as illustrated in
Figure 4.

RBAC96 family of models [Sandhu et al.
1996] supports the notion of role activa-
tion within sessions, where session is a
concept that is bound to a single user and
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allows the user to activate the permissions
of a subset of roles to which he/she belongs.

From a policy perspective, the capability
within RBAC to impose constraints on
user membership by assigning users to
roles provides a powerful means of en-
forcing conflict of interest and cardinal-
ity rules for roles as they uniquely ap-
ply to a collaborative environment [Ahn
and Sandhu 2000]. Users can be easily
reassigned from one role to another with-
out modifying the underlying access struc-
ture. RBAC is thus more scaleable than
user-based security specifications and
greatly reduces the cost and administra-
tive overhead associated with fine-grained
security administration at the level of in-
dividual users, objects, or permissions.

3.2.1. Shortcomings. While very effec-
tive and popular for traditional and col-
laborative systems, RBAC has several
weaknesses.

—Most early implementations of RBAC
determined the set of roles in use as
well as the role membership early in the
lifetime of a session. Changes were not
well supported. The nature of such roles
could be called static—they lacked flex-
ibility and responsiveness to the envi-
ronment in which they were used.

—RBAC96 supports the notion of role ac-
tivation within sessions, but it does not
go far enough in encompassing the over-
all context associated with any collabo-
rative activity. The importance of con-
text in the activation, deactivation, and
management of permissions was identi-
fied when security systems were classi-
fied as passive security systems and ac-
tive security systems. A passive security
system is one that primarily serves the
function of maintaining permission as-
signments, such as in RBAC where per-
missions are assigned to roles. An ac-
tive security system, on the other hand,
takes into account the impact of context
as it emerges with progressing tasks
and distinguishes task- and context-
based permission activation from per-
mission assignment.

—Traditional RBAC lacks the ability to
specify a fine-grained control on individ-
ual users in certain roles and on individ-
ual object instances. For collaborative
environments, it is insufficient to have
role permissions based on object types.
Rather, it is often the case that a user
in an instance of a role might need a
specific permission on an instance of an
object.

—Another important issue in the RBAC
model implementation is the power
of constraints specification. Constraints
are an important aspect of role-based
access control and a powerful mech-
anism for laying out higher-level or-
ganizational policy. The importance of
flexible constraints to support emerg-
ing applications has been recently dis-
cussed by Jaeger [1999] and Ahn and
Sandhu [2000]. However, the specifica-
tion of such constraints have not been
discussed in the RBAC model.

3.2.2. Collaborative Frameworks. Several
systems used the notion of roles to define
access control groups even before the
RBAC model was formally accepted. Ex-
amples of such systems are MPCAL [Grief
and Sarin 1987], ICICLE [Brothers
et al. 1990], SUITE [Shen and Dewan
1992], ConversationBuilder [Kaplan et al.
1992], PREP [Neuwirth et al. 1990], and
WORLDS [Kang et al. 2001]. Most of
these systems, however, concentrate on
individuals working together.

Requirements of an RBAC system for
implementing a DAC model were sug-
gested in Jaeger and Prakash [1996].
Such a model proposes to enable users
and their applications to control access
at runtime. Several RBAC-based systems
have made attempts to make the system
as active as possible by recognizing con-
text and or activation rules [Zhang et al.
2001, 2003; Ahn et al. 2003; Shin et al.
2002; Ahn et al. 2004].

Issues of role activation and deacti-
vation in RBAC systems have been ad-
dressed in models such as OASIS [Yao
et al. 2001] and Temporal-RBAC [Bertino
et al. 2000]. OASIS uses parameters based
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Fig. 5. Task-based access control.

on first-order logic to formally specify
policies and conditions that determine
role activation or deactivation, where
Temporal-RBAC uses triggers for periodic
activation and deactivation of roles as well
as activation dependencies among roles.
RBAC models have been successfully im-
plemented in workflow systems [Bertino
et al. 1999; Kang et al. 2001; Ahn et al.
2000; Park et al. 2001] and distributed
environments [Ferraiolo and Barkley
1997; Ferraiolo et al. 1999].

3.3. Task-Based Access Control (TBAC)

The TBAC [Thomas and Sandhu 1994,
1997] was introduced to better recog-
nize the broader context in which secu-
rity requests arise. The TBAC model ex-
tends the traditional subject/object-based
access control models by including do-
mains that contain task-based contextual
information. Access control in this model
is granted in steps that are related to
the progress of tasks. Each step is asso-
ciated with a protection state containing
a set of permissions. The contents of this
set change based on the task. The model,
thus, is an active model that allows for
dynamic management of permissions as

tasks progress to completion. Each step
has a disjoint protection state as shown
in Figure 5.

TBAC, unlike RBAC, also supports type-
based, instance, and usage-based access.
In addition, authorizations have a strict
runtime usage, validity, and expiration
characteristics.

3.3.1. Shortcomings. There are several
weaknesses to the TBAC model. We iden-
tify some of the important issues as
follows.

—TBAC systems recognize the need to
incorporate contextual parameters into
security considerations; however, it is
limited to contexts in relation to activ-
ities, tasks, or workflow progress and is
implemented mainly by keeping track
of usage and validity of permissions.
Collaborative systems require a much
broader definition of context, and the na-
ture of collaboration cannot always be
easily partitioned into tasks with usage
counts.

—Permissions are activated and deacti-
vated in a just-in-time fashion. The
draw-back of that is that if a cen-
tral access control module manages
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Fig. 6. Team-based access control.

permissions, it could introduce several
constraints, such as race conditions,
across workflows.

—Specification of complex policies and
management and delegation and re-
vocation of authorization privileges in
TBAC are very primitive. More fine-
grained components need to be defined
to support dynamic environments moti-
vated by TBAC.

—TBAC can be used effectively for se-
curity modeling and enforcement from
an application or enterprise point of
view and has its advantages over
the system-centric approach in subject-
object systems. But for most collabora-
tive environments, TBAC is used within
other access control models.

3.3.2. Collaborative Frameworks. Kang
et al. [2001], Ahn et al. [2000], and Park
et al. [2001] used TBAC and RBAC to
define access control mechanisms for
interorganizational workflow. Roles are
used as an interface between workflows
and security infrastructures specific to
organizations. The PerDis Groupware
Platform [Coulouris et al. 1998] that
implements a persistent distributed store
also uses an access control model based
on roles and tasks.

3.4. Team-Based Access Control (TMAC)

The notion of access rights associated with
groups of users rather than individuals is
a feature that was recognized early in the
investigation of requirements for access
control in collaborative environments. In
RBAC models, groups are defined on the
basis of users belonging to the same role.
While the strengths of this approach have
been discussed, there is a limitation when
one considers instances of roles collaborat-
ing on group work. Teams, on the other
hand, appear to be a more natural way of
grouping users in an enterprise or organi-
zation and associating a collaboration con-
text with the activity to be performed.

The TMAC model proposed by Thomas
[1997] defines two important aspects of
the collaboration context, user context and
object context. Figure 6 shows these com-
ponents in TMAC. User context provides a
way of identifying specific users playing a
role on a team at any given moment, and
object context identifies specific objects re-
quired for collaboration purposes.

TMAC offers the advantages of RBAC
along with provisions to specify fine-
grained control on individual users in
certain roles and on individual object in-
stances. As a further extension to this ap-
proach, Context-based TMAC (C-TMAC)
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[Georgiadis et al. 2001] integrates RBAC
and TMAC by incorporating context as an
entity in the architecture. C-TMAC seeks
to include contextual information other
than user and object contexts such as time,
place, and so forth.

3.4.1. Shortcomings. TMAC and C-TMAC
have very unique features to support
contextual information and the dynamic
nature of team-based environments. How-
ever, there are several weaknesses to
these models. Here is a list of identified
weaknesses.

—TMAC and C-TMAC both extend RBAC
with the notion of a team. However, the
models have not yet been fully devel-
oped, and it is not clear how to incor-
porate the team concept into a general
RBAC framework.

—TMAC and C-TMAC lack the self-
administration of assignment relations
between entities. These model also need
to reflect the multidimensional def-
inition of rich collaborative contexts
such as organizational entities, work-
flow tasks, groupware’s environmental
components, and so on. The fine-grained
administration of TMAC and C-TMAC
entities and relations is necessary to
demonstrate applicability and usability
of these models.

—Wang [1999] suggests the use of both
Team- and Role-Based Access Con-
trol for Hypermedia environments. The
model’s general applicability, however,
requires additional testing in more re-
alistic settings. The specification, se-
lection, and application of policies in
multiple settings also require further
investigation.

3.5. Spatial Access Control

Bullock and Benford [1999] propose a
spatial access control for collaborative
virtual environments, SPACE [Bullock
1998]. This model takes into account the
environment of collaboration and exploits
it to hide explicit security mechanisms
from the end users. The model consists
of two main components: a boundary and

an access graph. The boundary divides
the collaborative environment into regions
and accounts for both traversal as well as
awareness within regions. It uses the no-
tion of credentials to allow access within
regions. The access graph is used to spec-
ify the constraints on movement in the col-
laboration space as well as the manage-
ment of the access requirements in the
environment.

3.5.1. Shortcomings. This model is con-
cerned only with navigational access re-
quirements in collaborative environments
and does not provide for fine-grained con-
trol. The SPACE model is not provably
secure, unlike other access control mod-
els. It is possible for users to apply the
SPACE model and create insecure regions.
This model lacks the complexity needed
for systems where the level of security
provided is important. This model can-
not be used unless it is possible to repre-
sent an application in terms of regions and
boundaries.

3.5.2. Collaborative Frameworks. The
SPACE model was originally created for
3D Spatial, Collaborative, Virtual Envi-
ronments, but it has been shown to be
applicable in several other areas as well.
It was applied to graphical, collaborative,
virtual environments like Spline [Bullock
1998]. In Bullock and Benford [1999],
there is also mention of using SPACE
for 2D CSCW applications that contain
spatial structuring.

3.6. Context-Aware Access Control

Covington et al. [2001] have extended
RBAC with the notion of environment
roles in order to provide for security
in context-aware applications. They use
roles, called environment roles, to cap-
ture environmental state. These roles use
role hierarchy, activation, separation, and
so on, similar to traditional RBACs, to
manage the policies and constraints that
depend on the context of collaboration.
These roles are activated based on envi-
ronment conditions at the time of request.
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The environment RBAC has been shown
to be of use in ubiquitous computing where
environment-sensitive information is per-
vasive. This approach, however, requires
further testing within the collaborative
systems domain.

3.7. Reflections on the Evolution of Access
Control Models

From preliminary work in Access Matrix-
and RBAC-based models to recently
proposed frameworks, traditional access
control models have been extended using
a variety of concepts. One of the most
significant characteristics of these efforts
is an emerging recognition of the impor-
tance of utilizing contextual information
in authorization decisions. Context is one
of the most defining aspects of collabora-
tive environments because it encapsulates
not only all types of environmental vari-
ables (participants, resources, tasks, etc.),
but also the dynamism and unpredictabil-
ity associated with them. This, as well as
the fact that context also embodies pa-
rameters such as time, place, presence, co-
presence, awareness, and so on, is leading
designers to incorporate broader notions
of context into models for access control.
The concept of users in a set of activated
roles in a session is well accepted (see
Section 3.2 RBAC). Context introduces an-
other level of consideration because a user
in different roles could be active in dif-
ferent contexts, and these contexts could
change with his/her location, presence of
other users in the same location or re-
mote location, the roles in which other
users are present and active, and so on.
For instance, it is insufficient to state that
a user can perform an operation only if
s/he is active in a particular role. Rather,
it may be the case that the user can per-
form the operation only if his/her current
context includes (or possibly does not in-
clude) other users active in specific roles.
For example, a professor might be able to
read/view a grade sheet within a shared
collaboration space as long as no students
are simultaneously present in that same
space.

4. ASSESSMENT CRITERIA FOR ACCESS
CONTROL IN COLLABORATIVE SYSTEMS

We have described several access con-
trol models that have been proposed or
used for collaborative environments. In
this section, we try to evaluate these mod-
els against a set of criteria relevant to ac-
cess control models in collaborative envi-
ronments. These criteria have been drawn
from the characteristics of access con-
trol models in collaborative systems men-
tioned in Section 3. The criteria we used
to characterize the access control models
are as follows.

—Complexity defines the nature of the
access control model. It is considered
an important aspect of consideration
because an overly complex model can
lead to unforeseen problems and imple-
mentation can become difficult. There
is a tradeoff between functionality and
complexity.

—Understandability defines the trans-
parency of the model and its underly-
ing principles. The consequences of ma-
nipulation and changes of access rights
should be obvious for the proper use of
the system.

—Ease of use indicates how simple the sys-
tem is from the end user’s point of view
in terms of its usage in a collaborative
environment. If it is very cumbersome
to use, then there is a chance that users
will not favor it. Security systems al-
ways bring a degree of complexity into
the system, and users need to be reas-
sured of the ease of use of any system.
The simpler the model is, the more pop-
ular it will be.

—Applicability of an access control model
is an indication of its practicality. A
good, but solely theoretical, model may
provide few benefits. An infrastructure
should exist where the model can be
deployed.

—Support for collaboration is the most
important aspect of consideration for
access control models devised for collab-
orative environments. There are several
aspects of a collaborative environment
that determine the ultimate usability of
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Table 1. Characterization of Access Control Models for Collaborative Systems
Criteria Matrix RBAC TBAC TMAC C-TMAC SAC Context-AW
Complexity Low Medium Medium Medium Medium Low High
Understandability Simple Simple Simple Simple Simple Simple Simple
Ease of Use Medium High Medium High High Low High
Applicability Medium High Medium Medium High Low High
Collab. Support:
Groups of users Low Y Y Y Y Y Y
Policy Specification Low Y Low Y Y Y Y
Policy Enforcement Low Y Low Y Y Low Y
Fine grained control N Low Low Y Y N Y
Active/passive Passive Passive Active Active Active Active Active
Contextual info. N Low Medium Medium Medium* Medium Medium*

any access control model. These factors
are discussed individually.

—Groups of Users. A collaborative
environment in its most basic form
implies a common task undertaken by
a group of people. The access control
model should represent support for
changes, manipulation, and specifi-
cations made for groups of users in
addition to individual users.

—Policy Specifications. Access control
models are based on the specification
and representation of policies that
govern a collaborative environment.
The model should support ways of
specifying policies and an appropri-
ate syntax, pattern, or language that
allows extensions or modifications in
a simple and transparent manner.
This helps to ensure the scalability of
the system.

—Policy Enforcement. It is important
for the access control model to provide
means to ensure that the policies or
constraints specified are enforced
correctly.

—Fine-Grained Control. Collaborative
environments are characterized by
situations where it is not sufficient
to have access rules only for groups
of users on clusters of objects. Often,
a user in an instance of a role might
need a specific permission on an
instance of an object at a particular
point in the collaboration instance.
A level of fine-grained control is
required for such situations, with-
out introducing compromises or
complexities into the system.

—Active/Passive. It is desirable for
the access control model to be active
so as to handle the dynamism of a
collaborative system.

—Contextual Information. Context is
one of the most important charac-
teristics of any collaboration, and
it is important to know the degree
to which contextual information is
utilized by the access control model
in order to secure the system.

Table I evaluates the access control
models examined in this article against
the criteria mentioned. The table makes
use of comparative terminology such as
Low, Medium, and High, descriptive ter-
minology such as Simple, Active, and Pas-
sive, and the standard Yes (Y) and No (N)
terminology for characterization against
the criteria.

For the contextual information criteria,
Medium* is used to identify those models
that appear to support the strongest no-
tion of context among those in the Medium
category. Use of Low, Medium, and High
for criteria such as Complexity describes
the degree. Low Complexity indicates that
the model is fairly simple in nature.

Low has also been used to describe cri-
teria such as groups of users when it is
not convenient to use a simple Yes or No
means of description. For example, ACLs
provide ways of specifying access rights for
groups of users, but it is very primitive
and cumbersome from the point of view of
supporting groups in a collaborative envi-
ronment. Low in such a situation indicates
primitive support for the concerned char-
acteristic or feature.
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Yes and No have been used whenever it
is possible to indicate the facilitation or
lack of facilitation of the concerned cri-
teria by the access control model. Wher-
ever it is insufficient to simply indicate the
presence of support for a feature, and it is
also important to indicate the degree to
which a feature is supported, Low, High
and Medium have been used. For example,
ACLs and traditional RBAC do not sup-
port consideration of contextual informa-
tion in decision-making, whereas the other
models support varying degrees of contex-
tual information consideration.

5. CONCLUSION

In this article, we provided a comprehen-
sive study of authorization mechanisms
for collaborative environments. Key to
this study was an examination of both
the merits and weaknesses of each ap-
proach, as well as the identification of
emerging trends for authorization mod-
els for collaboration. We began by present-
ing access control requirements for collab-
oration as documented from existing re-
search. Next, we examined existing access
control models as applied to collaborative
environments in light of these require-
ments, highlighting not only the benefits,
but, more importantly, the weaknesses of
these models. Following this investiga-
tion, we assessed these models based on
criteria drawn from this investigation. We
believe that our study helps to introduce
a new model for access control drawing
upon current best practices in the access
control community as well as to evaluate
such a model in a collaborative systems
environment.
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