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Votivation

Software defects make: up 40%:; off allfsystem
Tailures

Programmers; ane aware ofi this andi rigereusly.
test applications before release
= Doesn't alwaysihelp, bugs are tricky bastards

“1o) achieve higher: systemravailability,
mechanisms must be devised toyallow:systems
toIsunvive the effects of Uneliminated software
Bugs te the largest extent: passible™”

General checkpointing and! recovery.

Idea: Checkpoint -=> Rallback uponfailure
= Re-execute
Problems:

s Similar preblems;to restarting| technigues;
suchi asiinability/ter handle deterministic bugs

Motivation

Applications require high: availability,

Senver application downtime'leads to lost

preductivity:and lest business

u Average cost of an hour of dewntime can
exceed six millienrdellars

Almest every: organization; in' today/’s e-

commerce worldiis dependent on their

systems being highly available

Rebooting Techniques

Idea: Restart program or parts off progiam
(microreboeot) after it crashes

Problems:
s Designed for handware failures; not software

u Deterministic software failures cannot be deali:
withras they willfeccur every time

s Restarting| takes; time

Application specific recovery.
mechanisms

lldea: Multi-precess moedel; eachi client:
connection is new: process, kill' process; if it
fialls

Problems:

u Stillfhasiissues with dealing withrdeterministic
EInors

= [fi'shared data isithe problem killing and
restanting processes will not restore it to
consistent state




Other methods

Failure-oblivietsicomputing

u Ideas Provide: artificial Values for out-oi-beund reads;

Reactive Immune system

u |dea: Creates emulators to run| “faulty” regions; of a
program

Problems:

u Considered! by authorsias “unsafe’” because they:
mask behaviors and speculate as to what the
pregram wants; tor achieve

u Immune system hasilarge overhieads

Rx metaphor implemented

Bugs resemblerallergies

Bugs can e dealt withi by changinglexecution
envirenment

Whenia bug|is detected, rollback torchieckpomt
and alter execution envirenment to; deal with
detected ssues

Least=intrusive changes canibe tried first and
more drastic changes cani beimplemented until
a goeod execution environment isi found

Rx Architecture

Checkpoint
& Rollback

Rx real-woerld metaphor

ldea: Jireat software bugs asireal-world allergies

v real lifer allergens can e dealtwith oy

changingliving envirenment

s Removing cat hair filom area allows me to breathe
better

Successtiully: removing| allergens from
envirenment allowsione: terdetermine cause: of
allergy

= No cat hair = no sneezing > allergic to cats;

The Main ldea

Sensors

Dynamically moniter applications
execution to determine software failtres

Sends! information| to; control Unit

TWo types of Sensors

u SENSE) LoIMOENILOK Software: errers: (assertion
failures, access violations)

u SENse) tormonitor software bugs (buffer
overflows, access to freed memory)




Checkpoint and Rollback

CR component takes a snapshot off application
and steresi it infmain MEmMOY.

Stores memory and file'states

During rollback allfof these states canibe re=
implemented and the: pregram can be continued
Trem|this previous;checkpoint

Multiple chieckpoints can be storediin case RX
needs to rollvack toran  earlier checkpoint:
= Keeps enough to be “2-competitive”

Envirenment \Wrappers

Perform environmental changes for application during re-execution
Memorny wWrapper
= Intercepts memory-related!library calls, adjusts according to what
control unit specifies

Message wrapper:

= Changes message delivery environment
Process scheduling:

= Changes processes priority to deal with scheduling issues
Signal delivery:

= Keeps track of signals in order toicontrol whenthey are sent
Dropping USer: reguests

= Drops reguests that may be causing errors

Control Unit

Controlsithe whole Rx system
Perform| three functions:
= Directs CR to rollback at software failures

» Diagnoses failures based on “symptoms’” and! previeus
knowledge ofi failures

= Provides information on failures for programmers
Tihe controel Unit steres infermation; on faillres
and what recoveriesiworked! for futlire reference

Execution Envirenment Changes

Memory management based

= Addresses bugs that are: memory based such as buffer overflows,
dangling pointers etc.

= Ex: Padding to prevent buffer overflows, zero-filling new buffers
Timing| based
= Addresses bugs'that are related to asynchronous events like data races

= Ex: Increasing length of scheduling| time slot can avoid context switches
N buggy: critical sections

User reguest based
= Deals with the fact that it is impossible to test every possible user
reguest
= Ex: Dropping user requests during re-execution to deal with unexpected
requests (LAST RESORT!)

Proxy.

Handles re-execution of requests, making
crashesioblivious to) clients

I nermeall moede: the proxy: simply relays
messages; between client and server, keeping
track ofi them

I recoveny moderhandles three tasks:

u Replays reguests fromi client since: [ast checkpoint

» Implements message-related environmental changes

u Buffers client requests until server has come back
from software failure

Design andi Implementation; Issues

Inter-server communication

= Senver communication isikey/ sorthat multiple
SENVErs can e rolled back torachieve:system
stability

Multi-threaded process checkpointing

= Force all threadsi torberat user [evel o ensure

accurate’ checkpoeinting due te threads
running simultaneously.
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Evaluation

Tested on 4'server applications (Apache
hittpd, MySQL, Squid,, CVS)

Bug App Descriphion
data race a database server
Foller cnerBion » Web proxy
anrnalized read cache server
dangling powmter
stack overflow 8 Web server
deouble free a vermon
control server
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Rx Advantages

Comprehensive

= Can survive many: common; software defects.

Safe

= [Does not change program, only environment it funs; in
Neninvasive

a Few to nomodifications; required!in software (o moeds|in any of
the tested' systems)

Efficient

= No rebooting (mostly) with'little overhead

= Learns from previous solutions

Informative

= Bugs are shown and details are given on the nature of the bug

Recovery: Time

Issues

UnaveidablerBug/Eailures

= Accumulativer memony/leaks cannot e
detected by Rx

= Only/ selutioniist pregram restart

\Worst case: scenarior 2x time, for normal
restart

s Did not' hiappen inrany: ofi the: tests




: . What do they mean with “execution
2)
Questions/Complaints? SRy

“almost everything that is external to the
target application; but can affect the
execution of the target application”

3 levels:
n [Lowest: Handware! (processer, devices)

s Viddle: @S kernel (schedulingy Virtual memory.
management;, device drivers)

= Highest: libraries (standard; third-party)
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Different bug arrival rates
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Figure §: Throughput and average response time with different bug arvival vates




